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Introduction

On September 16, 2007, Blackwater Worldwide (now
Xe) private security contractors working for the U.S.
Department of State killed 17 unarmed civilians and
wounded 24 more in an unprovoked incident in
Baghdad’s Nisoor Square. A political firestorm
immediately ensued in Iraq, the United States and
around the world. The incident exposed what had
been clear for several years: The United States lacked
a coordinated, systematic policy for overseeing
private contractors abroad and holding them
accountable for serious violent crimes.

Now, the United States’ reliance on private security
contractors in zones of armed conflict is increasing as
is the urgent need for effective contractor oversight
and accountability. Private contractors continue to
outnumber U.S. military forces in Iraq and
Afghanistan, and both the surge in Afghanistan and
the drawdown in Iraq require additional support from
private security and other contractors. It is estimated
that up to 50,000 contractors will be required to
support the Afghan surge and, with the military
drawdown in Iraq, the Department of State plans to
more than double the number of private security
contractors it employs from 2,700 to 7,000. As Iraq
and eventually Afghanistan move from military to
civilian control and private contractors replace
military forces there, the so-called jurisdictional gap
over non-Defense contractors widens. If we learned
anything from Nisoor Square it is that oversight and
accountability gaps must be filled prior to increasing
our private contractor force in conflict zones.

As it revealed serious gaps, Nisoor Square triggered
several positive reforms in U.S. law and policy
concerning private security contractors. In the three
years since the incident, Congress has mandated
greater agency oversight and coordination over
private security and other contractors in Iraq and
Afghanistan, and agencies have, among other things,
defined their responsibility for contractor oversight,
increased their coordination over contractors, and

established common principles governing contractor
conduct.

Yet many oversight and accountability gaps continue.
There remain significant gaps in jurisdiction over
contractors who commit serious violent crimes.
Congress and independent bodies have found serious
deficiencies in U.S. agencies’ reporting, investigation,
prosecution and oversight of serious contractor
incidents. Agencies do not even accurately track the
number of contractors and subcontractors fielded
abroad. By tasking contractors with functions that
draw them into hostilities, U.S. policy may increase
the risk to civilians and contractors from prosecution.

The U.S.’s inadequate oversight and inability to hold
Blackwater and other contractors accountable for
serious crimes has alienated local populations and
undermined U.S. military efforts in Iraq and
Afghanistan. Then-Senator Barack Obama stated,
“We cannot win a fight for hearts and minds when we
outsource critical missions to unaccountable
contractors.” The U.S. has a responsibility and a
national security interest to ensure that when it fields
contractors abroad it provides effective oversight and
accountability to protect civilians as well as minimize
and remedy potential contractor harm.

This report provides a snapshot of the legal and
regulatory gaps in contractor oversight and
accountability, notwithstanding the progress made
since Nisoor Square. It also offers specific
recommendations to strengthen U.S. criminal
accountability, control and oversight of contractor
functions, remedies for victims of contractor abuse
and international standards covering private security
providers. These recommendations will help ensure
that U.S. law and policy on private security and other
contractors fielded abroad advance U.S. national
security interests and help prevent another tragic
incident such as Nisoor Square from happening
again.



Summary Of Recommendations To Improve
Contractor Oversight And Accountability

I. Criminal Accountability For
Contractor Violent Crimes

B Congress should enact the Civilian Extraterritorial
Jurisdiction Act (CEJA) of 2010 (H.R. 4567, S.
2979) to expand criminal jurisdiction over and
increase investigative resources for serious
crimes committed by U.S. contractors.

B The U.S. government should review the
adequacy of existing agreements governing the
susceptibility of private contractors in Iraq and
Afghanistan to effective and fair criminal
prosecution and develop recommended
changes.

B DoD and DoS should establish a standard
definition of serious incidents, incorporate that
definition in PSC guidance and establish
independent audit mechanisms to ensure
incident reporting compliance.

B Agencies should task contract audit
organizations to periodically review the prime
contractors’ oversight of subcontractor PSCs’
compliance with incident reporting requirements.

B DoS and USAID should implement a formal
process for receiving and processing reports of
serious incidents in Afghanistan.

B Agencies should require oversight bodies to track
all serious incidents reported, investigate and
remediate when necessary, and maintain all
supporting documentation relating to such
actions taken.

B Dol should commit additional resources to
investigate and prosecute contractor crime and
formally announce that prosecution of contractor

crime abroad is a Justice Department national
priority.

DoJ should review and, where appropriate,
reopen referrals previously declined, and take
prompt action on new cases.

Il. Control And Oversight Over
Contractors

DoD, DoS, and USAID should develop an
effective system to track the number of
contractors and subcontractors employed by
each agency, and report regularly to Congress
and the public.

The U.S. government should provide substantial
new resources to federal agency contracting,
acquisition, audit and inspector general
operations to ensure effective private security
contractor management and oversight.

The U.S. government should ensure federal
agencies have adequate uniformed and civilian
workforce to perform contracting, acquisition,
audit and inspector general functions.

Agencies should draft contracts to include
provisions that ensure transparency and
oversight between agencies and relevant
subcontractors including agency inspection and
audit rights and enforce such provisions.

The U.S. government should reduce the layers of
subcontractors where adequate oversight is not
possible.



lll. Ensuring Contractors Are Not
Drawn Into Hostilities

The U.S. government should stop tasking
contractors with functions that are likely to draw
them into hostilities.

DoD - where necessary and in coordination with
DoS - should revise private security contractor
RUFs to better track appropriate civilian
principles of self-defense.

IV. Remedies For Victims Of
Contractor Crimes

Congress should enact legislation such as the
State Secret Protection Act (S. 417, H.R. 984)
that would reform the “state secrets” privilege to
ensure that victims of abuse have effective
remedies for human rights violations.

The U.S. government should develop and provide
access to mechanisms to provide just
compensation for wrongful deaths, injuries, or
damages caused by private contractors in their
employ.

V. Promoting International
Standards

The United States should implement the
Montreux Document’s “good practices” in U.S.
law and policy and promote the adoption of the
“good practices” internationally.

The United States should advocate for a Code of
Conduct that incorporates the essential elements
of a governance structure and implementation
plan.



. Criminal Accountability For Contractor

Violent Crime

Summary of Issue

The Nisoor Square incident in 2007 highlighted the
lack of accountability for serious crimes committed by
U.S. contractors deployed in Iraq and Afghanistan.
Despite some subsequent efforts to improve
accountability, concerns remain regarding the lack of
clarity over criminal jurisdiction over non-Defense
contractors. Where there is clear jurisdiction, there
are outstanding concerns over the complete
reporting, investigation and prosecution of serious
incidents.

A. Criminal Jurisdiction
Progress Made

Legislation introduced to clarify and expand
criminal jurisdiction over contractors. Three weeks
after Nisoor Square, the House passed by a vote of
389-30 the Military Extraterritorial Jurisdiction Act
(MEJA) Expansion and Enforcement Act of 2007
(sponsored by Rep. David Price), to clarify and
expand criminal jurisdiction over contractors abroad.
A similar bill sponsored by then-Senator Obama
stalled in the Senate.” In 2010 Sen. Patrick Leahy®
and Rep. Price” introduced identical pieces of
legislation - Civilian Extraterritorial Jurisdiction Act of
2010 (CEJA) - which would likewise clarify and
expand criminal jurisdiction over non-Department of
Defense (DoD) contractors fielded abroad by the
United States.

DoD Contractor immunity from Iraqi jurisdiction5
reversed by Status of Forces Agreement, 2009.° On
January 1, 2009, the Status of Forces Agreement
between the U.S. and Iraq (SOFA) effectively reversed
the presumptive immunity granted to contractors in
Irag pursuant to Coalition Provisional Authority Order
No. 17. SOFA granted Iraq exclusive criminal and
civil jurisdiction over contractors in Iraq operating
under a contract/subcontract with or for the United
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States Forces. There have been two publicized
incidences of the Iragi government exercising criminal
jurisdiction over contractors.”

Areas Requiring Improvement /
Recommendations

Clarification of U.S. Criminal Jurisdiction Over non-
DoD Contractors Needed. Presently, MEJA extends
U.S. criminal jurisdiction to contractors abroad who
are “supporting the mission of the Department of
Defense.”® In Iraq and Afghanistan, it is arguable
that non-DoD U.S. contractors are all indeed working
- at least in substantial part - in support of DoD’s
mission. However, soon after Nisoor Square, former
Bush administration officials asserted that “there is a
hole” in U.S. law that prevented criminal prosecutions
of non-DoD U.S. contractors.’ Any jurisdictional gap
that may currently exist will only increase as the
military draws down in Iraq and eventually in
Afghanistan because it becomes more difficult to
assert that Department of State (DoS) contractors are
supporting DoD’s mission. With DoS reporting that it
will need to more than double its use of private
security contractors (PSCs) from 2,700 to 7,000 by
the time the military exits Iraq, it is imperative that
U.S. criminal jurisdiction over non-DoD contractors is
fully clarified.

Clarification of Iraqi Jurisdiction Over non-DoD
Contractors Needed. Similarly, while immunity from
Iraqi legal jurisdiction for DoD contractors effectively
ended as of January 1, 2009 when SOFA came into
effect,lo the status of non-DoD contractors remains
uncertain.**

RECOMMENDATIONS:

B Congress should pass, and the President should
sign, the Civilian Extraterritorial Jurisdiction Act
(CEJA) of 2010 (H.R. 4567, S. 2979) to clarify
and expand criminal jurisdiction over non-DoD
contractors fielded abroad by the United States.



B The U.S. government should review the
adequacy of existing agreements governing the
susceptibility of private contractors fielded in
Irag and Afghanistan to effective and fair
criminal prosecution and develop
recommendations for changes under Iraqgi and
Afghan law, and/or U.S. law or practice, as
necessary to ensure effective accountability.

B. Reporting Serious Incidents
Progress Made

DoS and DoD established coordinated response for
serious PSC incident reporting in Iraq, 2007."

Congress required DoD, in coordination with DoS, to
prescribe regulations that establish a process under
which PSCs in combat operations are required to
report all serious incidents, 2008."* DoD™ and

DoS ** have issued separate guidance pertaining to
reporting serious incidents (such as attacks, deaths,
injuries, and property damage), as well as to
reporting weapons discharges in Iraq.

Congress required PSCs in combat operations to
report active, non-lethal countermeasures taken in
response to perceived threat if that incident “could
significantly affect U.S. objectives with regard to the
military mission or international relations,” 2009.%°

Congress required contractors in Iraq and
Afghanistan to report UCMJ or MEJA violations,
2009."

DoD Interim Final Rule 3020.50 assigned
responsibility and established procedures for
incident reporting for PSCs operating in contingency
operations, 2009.'

Areas Requiring Improvement /
Recommendations

Significant Deficiencies Exist with Reporting
Serious Incidents in Iraq. In 2009, the Special
Inspector General for Irag Reconstruction (SIGIR)
found that while DoD and DoS established polices for
reporting serious incidents were a significant
improvement, the agencies still needed to improve
the accuracy and consistency of the information
captured. SIGIR found that DoD and DoS databases
did not capture all reported serious incidents either

as a result of database management problems or the
failure of PSCs to follow reporting. requirements. The
DoD division (ACOD) responsible for tracking all
serious incidents received did not track 57% of the
serious incidents reported because it applied a more
limited definition than required by DoD guidance;
DoD and DoS guidance used different definitions of
serious incidents; information for the same incidents
were inconsistent among databases; and no
organization appeared to have visibility over
subcontractor PSCs.'® Moreover, the USAID’s Office
of Inspector General 2009 audit report found PSC
subcontractors for USAID in Iraq were not reporting all
serious incidents.®

Afghanistan Lacks Systematic, Coordinated
Reporting Process. In Afghanistan, the reporting
process is less clear, and as it relates to non-DoD
PSCs more problematic. While the requirements set
forth by Congress apply to PSCs in Afghanistan, they
have not been implemented by non-DoD PSCs
because as of May of this year implementing
instructions had not been issued.”* As a result,
USAID/Afghanistan does not require implementing
partners to report serious incidents and thus, there is
no assurance that its reports are complete or
reliable.?

RECOMMENDATIONS:

B DoD and DoS should jointly establish a standard
definition of serious incidents and incorporate
that definition in guidance for their PSCs.

B DoD and DoS should establish independent
audit mechanisms to ensure PSCs at all levels
comply with incident reporting requirements.

B Agencies should task contract audit
organizations to periodically review the prime
contractors’ oversight of subcontractor PSCs’
compliance with incident reporting requirements.

B DoS and USAID/Afghanistan should implement
a formal process, consistent with standards
specified in Interim Final Rule 3020.50, for
receiving and processing reports of serious
incidents in Afghanistan.



C. Investigating Serious Incidents
Progress Made

DoS implemented Panel recommendation to
establish an Embassy Joint Incident Review Board to
review all PSC incidents in Iraq involving the use of
deadly force that caused injury, death, or serious
consequences, 2008.28 A month after Nisoor
Square, DoS assembled a panel to review its security
practices and provide recommendations to increase
oversight and accountability of DoS’s PSCs in Iraq.
The panel recommended the establishment of a joint
review board to review PSC incidents which was
formed in 2008.%* According to an April 2009 SIGIR
report, the Board meets on a quarterly basis.?

DoS and DoD established coordinated response for
investigating serious PSCs incidents in Iraq,
2007.%°

DoD issued fragmentary orders that provide the
requirements, procedures, and responsibilities that
military commanders are to use to review and
investigate serious incidents, 2007- 09.%

Congress required DoD, DoS, and USAID to
delineate responsibility for investigating and
referring possible violations of UCMJ or MEJA,
2008.%°

DoS, DoD, and USAID entered into a memorandum
of understanding on contracting in Iraq and
Afghanistan, which included each agencies
responsibility for collecting and referring
information on offenses under the Uniform Code of
Military Justice (UCMJ) or the MEJA, 2008.%°

Areas Requiring Improvement /
Recommendation

Investigation Process for Serious Incidents Need
Improvement. In 2009, SIGIR found that DoD’s
investigation process for the most serious of incidents
- those involving death, serious injury, or property
damage over $10,000 - was not working as
required.30 It found the Armed Contractor Oversight
Branch (ACOB) - the DoD unit in Iraq responsible for
ensuring all serious incidents recorded are reviewed
and, when necessary, investigated and remediated -
tracked less than half of the most serious incidents
that required a formal investigation.31 For
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example, SIGIR found ACOB did not have a record of
5 incidents involving weapons discharge in which at
least 1 of the incidents required an army
investigation32 because of loss of life.*> Moreover, it
found ACOB did not have the required supporting
documentation in its database for 51% of the
incidents involving weapons discharges. Therefore,
SIGIR could not verify actions taken to investigate and
remediate those incidents.>*

SIGIR’s 2009 findings highlight troubling weaknesses
in the serious incident investigation process in Iraq.
Similar review of DoS’s serious incident investigation
process in Iraq was not conducted. Nor has there
been a similar audit conducted in Afghanistan.

RECOMMENDATION: Oversight bodies should be
required to track all serious incidents reported,
investigate and remediate when necessary, and
maintain all supporting documentation relating to
actions taken to investigate and remediate serious
incidents.

D. Prosecuting Serious Incidents
Progress Made

DoD issued a memorandum addressing contractor
accountability in contingency operations, 2007.%1t
made explicit that military commanders bear
significant responsibility for contractor abuses % and
that administrative and legal measures are available
to commanders to rein in contractor abuse. *’

DoD issued implementing guidance for its expanded
UCMI jurisdiction over DoD contractors, 20088
Since issuing the guidance, only 1 DoD contractor
has been court-martialed for stabbing a fellow
contractor at a U.S. military base in Irag.>®

Criminal charges brought against Blackwater
security guards for Nisoor Square, 2008. In 2009, a
trial judge dismissed the criminal case against five
Blackwater private security contractors implicated in
the Nisoor Square shooting because the government
inappropriately relied on statements that the guards
had been compelled to make to DoS shortly after the
incident.** The U.S. government is reportedly
appealing the decision.**



CEJA introduced in both chambers of Congress
which would enhance resources to investigate
contractor crime abroad, 2010.% Sponsors of the
Civilian Extraterritorial Jurisdiction Act (CEJA) remain
committed to advance legislation to increase
investigatory resources to fight contractor crime
abroad. The introduction of CEJA follows similar 2007
legislation that overwhelmingly passed in the House
by a vote of 389-30:*° but stalled in the Senate.**

Areas Requiring Improvement /
Recommendations

Prosecutions for Contractor Misconduct are Rarely
Pursued. Despite numerous allegations of serious
misconduct by contractors working in Iraq and
Afghanistan,* few have been prosecuted. According
to the Commission on Wartime Contracting (CWC),
Dol filed charges in only 12 of 58 cases referred to it
by DoD for contractor violations of MEJA from 2000
through March 2008.* There has been no
explanation as to why DoJ declined to prosecute 79%
of cases involving allegations of contractor abuse. In
early 2008, just a few months after Nisoor Square,
Dol officials informed the Senate that they had
declined to prosecute 22 cases of alleged detainee
abuse committed by contractors in Iraq and
Afghanistan, including at Abu Ghraib, where photos of
detainee torture and abuse ignited a firestorm of
protest around the world.*’ The gross mishandling of
the Blackwater case highlights that the dearth of
prosecutions against private contractors in Iraq and
Afghanistan has little to do with the so-called “hole”
in the law.*® Instead, the uncoordinated, botched and
delayed U.S. response in Blackwater underscores that
holding U.S. contractors accountable for serious
crimes committed abroad has not been a national
priority.

The United States has both the obligation and
capacity to hold its contractors accountable for
crimes overseas, but it has failed to make contractor
accountability a priority, or to devote adequate
resources to the effort.

RECOMMENDATIONS:

B Congress should pass, and the President should
sign, CEJA to establish investigative units, and
allocate necessary resources for serious crimes
committed by U.S. contractors fielded abroad.

DoJ should commit additional resources to
investigate and prosecute contractor crime.

DoJ should formally announce that prosecution
of contractor crime abroad is a priority.

DoJ should review and, where appropriate,
reopen referrals previously declined, and take
prompt action on new cases.



Il. Control And Oversight Over Contractors

Summary of Issue

Nisoor Square underscored the lack of control and
oversight the U.S. government had over its
contractors in Irag. While Congress has taken
important steps in mandating regulations to increase
oversight over contractors fielded abroad, gaps
persist when it comes to effectively tracking contracts
and contractor personnel, ensuring adequate
oversight over contractors in the field, and ensuring
oversight over subcontractors at every level.

A. Tracking Contracts and
Contractor Personnel

Progress Made

Congress required DoD, DoS, and USAID to agree on
a joint database to track contracts and contractor
personnel in Iraq and Afghanistan, 2008.*° DoD,
DoS, and USAID signed a memorandum of
understanding agreeing to use a common database -
the Synchronized Predeployment and Operational
Tracker (SPOT).>°

Congress amended their original requirements to
also require agencies track contracts and
contractor personnel operating under grants and
cooperative agreements, 2009.>" DoD, DoS, and
USAID have drafted a new MOU to address the
changes.52

Both DoS°® and USAID** issued policy directives
requiring information on personnel working under
grants and cooperative agreements, 2009.

Areas Requiring Improvement /
Recommendation

Complete and Accurate Data on Contracts and
Contractor Personnel Still Needed. The Government
Accountability Office (GAO) testified in 2010 that
SPOT is not yet fully implemented to track contracts
and personnel and agencies differ regarding which
personnel to enter into the system.55 As a result, DoD
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tracks the number of contractors in Iraq and
Afghanistan through a self-reporting mechanism
established in 2007, which has been found seriously
deficient by both the CWC>® and the GAO.*’ There is
no comparable data for DoS or USAID.>® without
complete and accurate data on contracts and its
personnel, adequate and sufficient oversight is
impossible.

RECOMMENDATION: DoD, DoS, and USAID should
develop an effective system to track the number of
contractors and subcontractors employed by each
agency, and report regularly to Congress and the
public.

B. Oversightin the Field
Progress Made

DoS and DoD agreed to jointly develop, implement,
and follow policies and procedures for oversight of
PSCs in Irag, 2007.>°

DoS implements Panel recommendation to place
cameras in security vehicles and have diplomatic
security officers accompany PSC details, 2008.%°

Congress mandated regulations to improve
oversight of PSCs in Iraq and Afghanistan, 2008.%*

DoD issued policies and regulations to increase
oversight over PSCs, 2009.% According to DoD
instruction, Contracting Officer Representatives
(CORs) need to be identified for U.S. government
private security contractors operating in a designated
area of combat operations. CORs are responsible for
monitoring the contractor’s performance and
compliance with contractual requirements, including
compliance with all applicable laws, regulations,
orders, and directives.®® Some CORs are also
responsible for ensuring PSCs adhere to arming
requirements, personnel reporting systems, serious
incident reporting systems, badging (ID tasks), and
compliance with MNF-I fragmentary orders.®*



Areas Requiring Improvement /
Recommendations

Insufficient Number of Qualified Contracting Officer
Representatives to Oversee Contractors in the Field.
GAO,%® SIGIR,*® and CWC®’ have reported that there
is an insufficient number of CORs, CORS’ experience
and training was limited, and they lacked sufficient
time to devote to their oversight responsibilities. The
CWC also found that there was a lack of subject-
matter experts in both Iraq and Afghanistan to
oversee security contractors.®® With the military
drawdown in Iraq and the military surge in
Afghanistan, more contractors will be needed which
will require more, not less oversight.

RECOMMENDATION: Provide substantial new
resources to federal agency contracting, acquisition,
audit and inspector general operations to ensure
effective management and oversight of private
security and other contractors.

Agencies Substantially Rely on Contractors to
Oversee other Contractors. GAO reported in April
2010 that DoD, DoS, and USAID “relied on
contractors to provide a wide range of services,
including on-site monitoring of other contractors’
activities, supporting contracting or program offices
on contract-related matters, and awarding or
administering grants.”69 It also found that there was
no established uniform policy on when to use
contractors to perform these services, but rather
decisions were made on a case-by-case basis by
individual contracting or program offices.” Similarly,
the CWC reported that in Afghanistan, the directorate
tasked to oversee private security contractors was
primarily staffed by a private security contractor.”*

In an attempt to fill some of these gaps, the Senate
Armed Services Committee in June 2010 included
additional provisions of oversight and accountability
in the National Defense Authorization Act of Fiscal
Year 2011.” The provision would require that an
appropriate number of personnel are assigned to the
oversight of contractors performing private security
functions.

RECOMMENDATION: Ensure federal agencies have
adequate uniformed and civilian workforce to perform
contracting, acquisition, audit and inspector general
functions to the level necessary to exercise effective
control and oversight of contractors.

C. Subcontractors
Progress Made

DoD issued policies and regulations to increase
oversight over private security contractors including
subcontractors, 2009.”

Areas Requiring Improvement /
Recommendations

Agencies Have Little to No Oversight of
Subcontractors. The recent June 2010 House
Committee on Oversight and Governmental Reform
report on private contractors in Afghanistan made
clear that U.S. agencies have little to no oversight
over its subcontractors.”® This was echoed earlier this
year at a Senate Armed Services Committee hearing
on Paravant subcontractors in which Paravant
subcontract employees were alleged to have killed
Afghan civilians.” Finally, the CWC in its June 2009
interim report highlighted the lack of oversight over
subcontractors as an issue of concem.”® The Special
Inspector General for Afghanistan Reconstruction
(SIGAR) testified before the CWC that “the U.S.
government has difficulty identifying and monitoring
second and third tier subcontractors that are Afghan
or third-country-owned businesses. Multi-tiered
subcontracting is problematic and results in weak
oversight, control and accountability."77

The Senate Armed Services Committee included
additional provisions in the National Defense
Authorization Act of Fiscal Year 2011 to provide new
measures to hold contractors accountable for any
failure by their employees or subcontractors to
comply with the requirements of law or regulation, or
with directives from combatant commanders of
oversight and accountability. "

RECOMMENDATIONS:

B Contracts should be drafted to include provisions
that ensure transparency and oversight between
agencies and relevant subcontractors including
agency inspection and audit rights, and agencies
should robustly enforce regulations that already
require such provisions.

B The U.S. government should reduce the layers of
subcontractors where adequate oversight is not
possible.



lll. Ensuring Contractors Are Not Drawn Into

Hostilities

Summary of Issue

In the aftermath of Nisoor Square, increased attention
was directed to the type of functions performed by
private contractors and the rules governing their
conduct, particularly the rules for the use of force.
Restrictions on what functions private contractors are
asked to fulfill and when they are permitted to use
force are essential to maintaining the important
distinction under international humanitarian law
between combatants, who are legitimate military
targets, and civilians who are not. To do otherwise,
dangerously blurs the principle of distinction designed
to protect civilians in conflict from harm and leaves
contractors susceptible to domestic prosecution.

A. Functions Performed
Progress Made

Congress tasked the Commission on Wartime
Contracting (CWC) with assessing which contractor
functions may be “inherently governmental,”
2008."° In June of this year, the CWC held a two-day
hearing on whether PSCs are performing inherently
governmental functions and is expected to report its
findings in its final report to Congress scheduled for
2011.%°

Congress passed a Sense of Congress stating PSCs
should not perform inherently governmental
functions in an area of combat operations, 2009.%

Office of Management and Budget (OMB) issued a
draft policy letter to provide guidance on inherently
governmental functions, 2010.

Areas Requiring Improvement /
Recommendation

Current U.S. Policy on PSC Functions Threatens to
Draw Contractors into Hostilities. While U.S.
government policy bars security contractors from
engaging in combat or in offensive military
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operations, it permits contractors to use deadly force
to protect lawful military targets, including military
facilities, property and personnel, from even non-
imminent threats.

Department of Defense Instruction No. 3020.41
prohibits security contractors from performing
“inherently governmental military functions,” 8 but
DoD guidance defines this term narrowly, limiting the
restriction to “offensive tactics,”®® such as conducting
assault or preemptive attacks, even though many
defense activities can also constitute direct
participation in hostilities.®* When protecting military
sites and hardware, contractors may be acting in a
defensive capacity but that defensive action is also a
combat function. This puts contractors at high risk for
being drawn into direct participation in hostilities
which renders them targetable under the laws of war
without the privileges that military personnel enjoy
under the law of war as combatants. Moreover, such
deployment erodes critical distinctions between
civilians and combatants under the law of war, thus
jeopardizing other civilians performing important roles
in theater.

RECOMMENDATION: The U.S. government should
stop tasking PSCs with functions that are likely to
draw them into hostilities regardless of whether they
would be acting in an offensive or defensive capacity.
Consideration should be given to the nature of the
object, property, or persons that contractors are hired
to protect and other circumstances that put civilians
at high risk of being pulled into combat.

B. Rules for the Use of Force
Progress Made

DoD and DoS agreed to common principles on the
Rules for the Use of Force for PSCs in Iraq, 2007.%°



Areas Requiring Improvement /
Recommendation

PSC Rules for the Use of Force Increase the
Likelihood that PSCs will be Drawn into Hostilities.
Private security contractors, as civilians, follow the
Rules for the Use of Force (RUF), not the military’s
Rules of Engagement (ROE). Binding rules for the use
of force should be modeled on appropriate civilian
principles of self-defense and defense of others.
Current regulations, while barring security contractors
from engaging in “combat” or in “offensive” military
operations, allow contractors to use deadly force
under a “hostile act/hostile threat” framework that
sets an unacceptably low threshold for civilian (even
security contractors) use of deadly force. For
example, the Memorandum of Agreement (MoA)
between the DoD and DoS regarding private security
contractors in Iraq%and DoD Instruction No. 3020.41
(including corresponding federal acquisition
regulationss7) authorize private security contractors to
use deadly force beyond self-defense when necessary
to execute their contract security missions to protect
assets and/or persons. By doing so, the rules
increase the likelihood that security contractors will
be drawn into combat.

RECOMMENDATION: DoD -where necessary and in
coordination with DoS—should revise PSC RUFs to
better track appropriate civilian principles of self-
defense thereby reducing the risk that contractors will
directly participate in hostilities that would subject
them to the laws of war without the privileges of
combatants.
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IV. Remedies For Victims Of Contractor Crimes

Summary of Issue

Victims of contractor abuse often face obstacles in
bringing civil claims for relief in U.S. courts even
though the United States has an international legal
obligation under the International Covenant on Civil
and Political Rights (ICCPR)®® and the Convention
against Torture and Other Cruel, Inhuman or
Degrading Treatment or Punishment (CAT)89 to
provide access to effective remedies for human rights
violations. Moreover, the U.S. does not have an
effective, consistent condolence system to provide
just compensation for victims of contractor abuse.

A. Civil Remedies
Progress Made

State Secrets reform legislation introduced, but
stalled in both chambers of Congress, 2008-20 10.%°
The legislation would encourage independent and
meaningful judicial review of government actions,
including violations involving U.S. government
contractors, while protecting against disclosure of
sensitive national security information.

DoJ adopted new state secrets policies and
procedures to increase accountability and oversight
in the government’s assertion of the privilege,
2009.°* The policy, effective October 1, 2009, was
designed to set out “clear procedures that will provide
greater accountability and ensure the state secrets
privilege is invoked only when necessary and in the
narrowest way possible."92

Areas Requiring Improvement /
Recommendation

Vast Improvement Needed to Ensure Victims of
Contractor Crimes Have Effective Remedies. Over
the last several years, the U.S. government has
invoked the state secrets privilege in cases
challenging torture and rendition to torture, and
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courts have accepted government claims of risk to
national security without independently reviewing the
information. This practice has impinged upon the
right of individuals to seek and obtain redress for
human rights violations, including those resulting
from misconduct by U.S. government contractors.”
DoJ’s effort to internally review and limit when the
government asserts the secrecy privilege, while an
important step forward, does not provide victims of
contractor crimes an independent, meaningful review
of their serious allegations. The September 2010
Jeppesen case underscores that DoJ’s new
procedures still allow a court to dismiss a case pre-
trial if the government asserts that the very subject
matter of the lawsuit is a state secret - “even
assuming plaintiffs could establish their entire case
solely through nonprivileged evidence.”** Reforming
the states secret privilege would help bring the United
States back toward compliance with its international
legal obligations.

RECOMMENDATION: Congress should enact
legislation such as the State Secret Protection Act (S.
417, H.R. 984) that would reform the “state secrets”
privilege to ensure that victims of abuse have
effective remedies for human rights violations.

B. Condolence Payments
Progress Made

DoS panel recommended prompt offers of
appropriate condolence payments be made to
families of civilians killed or seriously injured in Iraq
by PSCs, 2007.%° Through its Claims and Condolence
Payment Program, DoS has made some payments,
characterized as in accordance with local custom, to
Iraqi civilians harmed in incidents involving U.S.
private contractor protective security details. The U.S.
Embassy in Iraq is authorized to make payments of
$5,000 for death, $2,500 for injury, and $2,500 for



property damage.96 For high profile incidents such as
Nisoor Square, the Embassy authorized an increase in
payments to $10,000 for death and $5,000 for
injury.97

Areas Requiring Improvement /
Recommendation

Condolence Payments Require Standardization and
Transparency. In contrast to DoS’s Claims and
Condolence Payment Program in Irag, DoD requires
PSCs involved in incidents of wrongful death, injury,
or serious property damage to pay Iraqis an
appropriate amount as soon as possible.98 DoD
provides no guidance on what would constitute an
appropriate amount and does not follow up to
determine whether payments were made.®® According
to SIGIR, “DoD and DoS have different approaches
and policies for condolence payments to Iragis
[harmed by U.S. private contractors] for the same
types of incidents. Consequently, the United States
is not presenting a uniform approach to the Iraqi
people and government.”*%°

RECOMMENDATION: The U.S. government should
develop and provide access to mechanisms to
provide just compensation for wrongful deaths,
injuries, or damages caused by private contractors in
their employ, founded on principles of transparency,
consistency, and fairness.
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V. Promoting International Standards

Summary of Issue

U.S. and private companies have an independent
obligation to ensure private contractors comply with
international humanitarian and human rights law
including establishing effective mechanisms of
oversight and accountability. The U.S. has taken
important steps to meet its own obligations as
described in the Montreux Document, but it still
needs to better implement the Document’s good
practices and ensure that it promotes higher
standards and accountability for the industry around
the globe.

Progress Made

United States joined the Montreux Document, 2008.
Almost exactly one year after Nisoor Square, the
United States, joined by 16 other states, agreed to
the “Montreux Document on Pertinent International
Legal Obligations and Good Practices for States
related to Operations of Private Military and Security
Companies during Armed Conflict,” which laid out
state obligations via such companies under existing
international law.'%* Since its release, an additional
18 states have joined, making a total of 35
participating states.

The United States has engaged in an initiative to
establish a Global Code of Conduct. Following the
completion of the Montreux Document, a number of
key stakeholders came together, led by the Swiss
Department of Foreign Affairs, to establish a Global
Code of Conduct that would apply directly to the
industry. This initiative has involved various key
governments, companies, and civil society
representatives who are working to establish a set of
robust standards and mechanisms for
implementation and accountability.

Areas Requiring Improvement /
Recommendations

U.S. Should Implement the Montreux Document’s
“Good Practices.” The document reaffirms the
obligation of nations to ensure that private security

14.

and other contractors comply with international
humanitarian and human rights law, and details more
than seventy “good practices” for improving
regulation and control of contractors. The U.S. as a
participating state to the Montreux Document needs
to better implement the document’s “good practices,”
including taking concrete steps to ensure prosecution
when serious contractor crimes occur,102 ensuring
services contracted out would not cause contractors
to become involved in direct participation in
hostilities,"® and to provide for non-criminal
accountability mechanisms including civil liability for
unlawful contractor conduct.*®*

Global Code of Conduct Must be Accompanied by a
Robust Governance Structure and Implementation
Plan. While the Code of Conduct for private security
companies is still in its initial stages, the experience
of existing multi-stakeholder initiatives suggests that
a Code accompanied by a robust enforcement
mechanism has the potential to effectively assist
companies in significantly mitigating their negative
human rights impacts. Existing multi-stakeholder
frameworks such as the Fair Labor Association, in the
textiles and footwear industry, incorporate due
diligence requirements designed to help protect
companies against the risk of legal non-compliance
and the cost of community resistance, in addition to
reducing adverse human rights impacts.

For a code of standards to be meaningful, companies
must commit to take specific steps to fulfill their due
diligence responsibility to respect human rights. Any
Code governance structure must be credible, include
all relevant stakeholders and enjoy the authority
needed to be effective. Additionally, it should reflect
the need for effective, credible implementation that
includes independent assessment, public reporting,
and transparency among stakeholders.
Implementation must be holistic and go beyond
binary, yes/no auditing to look closely at how
companies fulfill a particular code requirement or
meet a specific benchmark in the field. This
information is then used to identify systematic or



entrenched problems and to formulate a capacity
building plan that addresses the issues identified.

RECOMMENDATIONS:

B The United States should implement the
Montreux Document’s “good practices” in U.S
law and policy and promote the adoption of the
“good practices” internationally.

B The United States should advocate for a Code of
Conduct that incorporates the essential elements
of a governance structure and implementation
plan.
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