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introduction

Dear Colleagues,

It is our pleasure to share with you highlights of our recent World Cyberspace Cooperation 
Summit IV, the EastWest Institute’s first cyber event in Silicon Valley. We welcomed more than 
360 participants from 37 countries from business, government, technology, policy and law en-
forcement, with the goal of forging clear paths ahead for practical solutions. We were thrilled 
to host this summit with the Stanford Institute for Economic Policy Research (SIEPR), IEEE 
Communications Society, The William and Flora Hewlett Foundation and Palantir.

Minister Cai Mingzhao of the State Council Information Office of China opened our fourth 
summit by calling for strengthened international cooperation on cybersecurity measures. 
“The United States and China are Internet giants,” Cai said. “We share many common inter-
ests and there is enormous scope for cooperation.” In subsequent panels and breakthrough 
groups, top cyber experts pointed to encouraging signs of progress in international cyber co-
operation, but stressed that there is still very far to go, pointing to the importance of continued 
momentum. In this report, you will find summaries of key breakthrough groups and publica-
tions.

This latest summit follows our 3rd summit, which took place in New Delhi in October 2012, 
underscoring India’s increasingly important position on the world cyber stage. The summit 
featured substantial participation from the upper echelons of the Indian government and pri-
vate sector, which helped shape the summit’s outcomes. Indeed, India and China, through 
their Computer Emergency Response Teams, found in the summit an opportunity to deepen 
their work together in responding to common cyber threats.

For 33 years, the EastWest Institute has served as a think and action network. We have dis-
creetly convened officials, experts and the business community to tackle some of the most 
difficult issues of our time. None is more complex than cyber. EWI’s publication regarding its 
joint Chinese-U.S. effort to fight spam was singled out in a May 2013 New York Times editorial 
that urged President Barack Obama and President Xi Jinping to read it before their first meet-
ing. The recently published report Measuring the Cybersecurity Problem highlights the need 
for clear metrics to spur global investment, and it offers recommendations that can lead to a 
breakthrough for much-needed measurement of cybersecurity breaches. Frank Communi-
cation and Sensible Cooperation to Stem Harmful Hacking, an additional paper introduced 
in Silicon Valley, is the product of a two-year long China-U.S. bilateral focused on preventing 
hacking. These publications are the product of intense, ongoing breakthrough group work, a 
fundamental part of our summit process. 

We are already planning our next cyber events. Our next summit, co-sponsored by the Federal 
Foreign Office of Germany, will take place in Berlin in 2014 (December 3-5). Each of us at EWI 
looks forward to working with you over the next months and years to come.

Yours,

Ross Perot, Jr.								        John Edwin Mroz
Chairman		                                 					    President & CEO	
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S
etting the stage for the broad agenda 
of the summit, which featured five 
plenary sessions, Chinese Minister 
Cai Mingzhao of the State Council 

Information Office of China delivered the 
introductory keynote. Cai noted that the 
Internet is “a major driving force” in China’s 
economic transformation, but that the coun-
try faces enormous cyber threats. “More 
than 80 percent of Chinese Internet users 
have fallen victim to cyber attacks” and more 
than 20,000 China-based websites were 
“modified by hackers,” he said, all of which 
caused severe damage to the economy.

Cai proposed using the framework of the 
United Nations to help define the rules of the 
road in cyberspace in a way that protects 
the interests of all parties. He also urged 
the participants to explore “effective means 
to tackle urgent problems...such as cyber 
attacks, viruses and cyber terrorism” and 
the creation of “communication channels to 
facilitate international cooperation.”

“The United States and China are Internet 
giants,” Cai said. “We share many common 
interests and there is enormous scope for 
cooperation.” He pointed to the closing down 
of the biggest Chinese-language porno-
graphic website, the Sunshine Entertain-
ment Alliance, as a clear example of success-
ful cooperation of the police forces of both 
countries.

Following the 
successes of 
the previous 
annual sum-
mits in New 
Delhi, London 
and Dallas, 
the 2013sum-
mit brought 
together an 
international 
group of cyber 
experts, lead-
ers and prac-
titioners from 
both the pri-
vate and public 
sectors

The Big 
Picture

Clockwise from 
above: Cai Min-
gzhao, Minister, 
State Council In-
formation Office 
of China; John 
Edwin Mroz, 
President & 
CEO, EastWest 
Institute; Ross 
Perot, Jr., Chair-
man, EastWest 
Institute; Chair-
man, Hillwood
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“The United States and 
China are Internet giants. 
We share many com-
mon interests and there 
is enormous scope for 
cooperation.” 

Cai Mingzhao
Minister, State Council 
Information Office of China

“Our fourth summit is 
a place where honest, 
frank discussion must 
take place to improve 
cooperation for global 
cyber stability and 
security.”

John Mroz
President and CEO, 
EastWest Institute

“EWI’s track record in the 
cyber arena has demon-
strated that it is perfectly 
suited to bring nations 
together around this 
critical issue. Solutions 
to cybersecurity require 
global cooperation, and 
our institute has and will 
continue to enable this 
platform.”

Ross Perot, Jr.
Chairman, EastWest Institute; 
Chairman, Hillwood
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Cai rejected the notion that the national 
norms no longer apply in cyberspace. “The 
Internet is global, but at the same time it be-
longs to different countries,” he said, calling 
for everyone “to show respect for national 
sovereignty in cyberspace.”

The far-ranging plenary sessions allowed 
participants to hear about encouraging signs 
of progress and the enormous amount of 
work still needed to secure cyberspace. 

In the “The Necessity for Cooperation in 
Cyberspace” plenary session, panelists 
discussed current cooperation in cyber-

space and ways to improve it. Governments, 
companies and civil society all participate 
in and depend on a safe and reliable cyber 
environment. However, no single actor or 
set of actors can ensure the safety, secu-
rity and reliability of cyberspace on its own. 
Cooperation is both more challenging and 
more critical than ever before. EWI’s Senior 
Vice President Bruce McConnell chaired this 
lively discussion with panelists Dirk Brengel-
mann, commissioner for International Cyber 
Policy, Federal Foreign Office, Germany; 
Scott Charney, corporate vice president, 
Trustworthy Computing, Microsoft; Christo-
pher Painter, coordinator for Cyber Issues, 

Bruce McConnell
Senior Vice President, 
EastWest Institute; 
Former U.S. Deputy Under 
Secretary for Cybersecurity

Above, from left: Cai 
Mingzhao, Minister, 
State Council Informa-
tion Office of China; 
John Edwin Mroz and 
Ross Perot, Jr., EastWest 
Institute; John B. 
Shoven, Stanford Insti-
tute for Economic Policy 
Research; Below, from 
left: Larry Kramer, Presi-
dent, The William and 
Flora Hewlett Founda-
tion; Bill Woodcock, Ex-
ecutive Director, Packet 
Clearing House; Sameer 
Bhalotra, Chief Operat-
ing Officer, Impermium; 
Former Senior Director 
for Cybersecurity, The 
White House; Beatrice 
Covassi, Digital Agenda 
and ICT Counselor, EU 
Delegation to the U.S.; 
Abraham D. Sofaer, 
George P. Shultz Senior 
Fellow in Foreign Policy 
and National Security 
Affairs, Hoover Institu-
tion, Stanford University.

“In cyberspace as we all know… it takes a vil-
lage. Many roles are to be played, and no one 
government, no one company and no one sec-
tor of the economy can make cyberspace safe, 
secure, reliable and open.”
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U.S. Department of State; and Latha Reddy, 
former deputy national security adviser of 
India and EWI Distinguished Fellow.

Larry Kramer, president of The William 
and Flora Hewlett Foundation, chaired the 
second plenary session, “Privacy & Security: 
Core Interests and New Realities,” which fo-
cused on the tensions between government 
and private industry. As recent headlines 
dramatically demonstrate, governments’ 
perceived national security interests drive 
them to maximize their access to informa-
tion. On the other hand, private groups are 
increasingly demanding transparency in 

the process used to manage government 
information collection. It is challenging 
enough for any one country to manage this 
tension, but the latest revelations triggered 
by Edward Snowden’s massive release of 
classified documents have magnified and 
extended the tension across borders. The 
panel debating these issues was composed 
of  Sameer Bhalotra, chief operating officer, 
Impermium and former White House senior 
director for cybersecurity; Beatrice Covassi, 
digital agenda and ICT Counselor, EU Delega-
tion to the United States; Abraham D. Sofaer, 
George P. Shultz Senior Fellow in Foreign 
Policy and National Security Affairs, Hoover 

“We need two kinds 
of cooperation. One is 
the cooperation that 
you need within coun-
tries. The second kind 
of cooperation you 
need in cyberspace 
is between countries. 
Unfortunately so far 
we haven’t been suc-
cessful in creating a 
really comprehensive 
global institutional 
mechanism where 
countries can and do 
talk to each other.”

Latha Reddy
Former Deputy National Security 
Adviser of India; Distinguished 
Fellow, EastWest Institute 

“I think human rights 
are important also 
in the context of the 
Internet […] For us 
Germans, the is-
sue of human rights 
is closely linked to 
another issue which 
we call privacy […] 
Privacy is a funda-
mental issue for us 
when it comes to the 
Internet.”

Dirk 
Brengelmann
Commissioner for Interna-
tional Cyber Policy, Federal 
Foreign Office, Germany

“We need two kinds 
of cooperation. One is 
the cooperation that 
you need within coun-
tries. The second kind 
of cooperation you 
need in cyberspace 
is between countries. 
Unfortunately so far 
we haven’t been suc-
cessful in creating a 
really comprehensive 
global institutional 
mechanism where 
countries can and do 
talk to each other.”

Christopher 
Painter
Coordinator for Cyber Issues, 
U.S. Department of State

“As a company we 
have to be commit-
ted to protecting 
the privacy of our 
customers from all 
threats, including 
government threats. 
Companies and 
governments need to 
be more transparent 
about what they do 
in cyberspace.”

Scott    
Charney
Corporate Vice President, 
Trustworthy Computing, 
Microsoft
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Institution; and Bill Woodcock, executive 
director, Packet Clearing House.

Additional plenary sessions were “The Eco-
nomic Dimensions of Securing Cyberspace,” 
where panelists offered insights into the 
economic dimension of securing cyberspace 
on an international level; “International 
Cooperation in Fighting Cyber Crime,” where 
participants discussed the state of current 
cooperation and the improvements neces-
sary; and “Success Stories and Way Ahead,” 
which featured senior stakeholder reflec-
tions on the work of the summit and identify-
ing key emerging policy and management 
issues requiring further attention.

“We are witnessing, 
a lot more unveiling 
of who the adversar-
ies are, a lot better 
understanding of 
the types of attacks 
and the information 
they’re after.”

Dave DeWalt
Chairman & CEO, FireEye; 
Chairman, Mandiant

Top left: Sergio Benedetto, President, IEEE Communications Society; 
Jack Howell, Executive Director, IEEE Communications Society; John L. 
Hennessy, President, Stanford University; Karl F. Rauscher, Former Chief 
Technology Officer & Distinguished Fellow, EastWest Institute; Steven Chu, 
Professor of Physics and of Molecular and Cellular Physiology, Stanford 
University; Former U.S. Secretary of Energy; John Edwin Mroz, President 
& CEO, EastWest Institute; Greg Shannon, Chief Scientist, CERT, Carnegie 
Mellon University; Top right: Jean Djounkeng, Minister Plenipotentiary, 
Deputy Secretary of North American Relations, Department for American 
and Caribbean Affairs, Ministry of External Relations of Cameroon; Bot-
tom: Bruce McConnell, Senior Vice President, EastWest Institute; Former 
Deputy Under Secretary for Cybersecurity, U.S. Department of Homeland 
Security; Karl F. Rauscher, Former Chief Technology Officer & Distin-
guished Fellow, EastWest Institute; Kamlesh Bajaj, CEO, Data Security 
Council of India (DSCI); Latha Reddy, Distinguished Fellow, EastWest 
Institute; Former Deputy National Security Adviser of India; Dirk Brengel-
mann, Commissioner for International Cyber Policy, Federal Foreign Office 
of Germany; John Hurley, Managing Partner, Cavalry Asset Management; 
Member, Board of Directors, EastWest Institute; Matt Bross, Chairman & 
CEO, IP Partners; Member, Board of Directors, EastWest Institute

“Is this a zero sum game? Is it necessarily the 
case that any steps that we take to protect se-
curity require a trade off on privacy or any steps 
we take to enlarge or secure privacy rights will 
require a trade off on security? “

Larry Kramer
President, The William and 
Flora Hewlett Foundation

“We still don’t 
really understand 
how to put cyber 
into a risk man-
agement frame-
work like we do for 
other risks.”

Ronald 
O’Hanley
President, Asset 
Management, Fidelity 
Investments; 
Member, Board of 
Directors, EastWest 
Institute

Philip J. Venables
Chief Information Risk Officer, 
Goldman Sachs

“While diversity has always 
been present in our world, it 
has historically been ignored 
or suppressed. But now 
in this new age, you can’t 
ignore it. People everywhere 
know what is going on. They 
can organize and express 
themselves. So the new 
problem of governance is 
how you govern over diversi-
ty in an age of transparency.”

George P. Shultz
Thomas W. and Susan B. Ford 
Distinguished Fellow, Hoover 
Institution, Stanford University; 
Honorary Chair, SIEPR; 
Former U.S. Secretary of State

“For many diplomats and politicians, I 
think that cyberspace is still like a room 
scattered full of puzzles where no matter 
how hard they try, they cannot put the 
pictures together.”

Sergio Benedetto
President, IEEE Communications Society

“Partnership to scale 
beyond our individual 
capabilities is ever 
more key. Partner-
ship must now extend 
across multiple govern-
ments internationally.” 



#c
y

b
ers


u

mmi


t2
0

13

11

“The connectivity of today’s society is 
far deeper than people realize. And the 
connectivity gives us so many new advan-
tages. And it gives us so many new vulner-
abilities. The whole cybersecurity issue is 
directly linked to connectivity—travelling 
at the speed of light connectivity.”

Steven Chu
Professor of Physics and of Molecular and Cellular 
Physiology, Stanford University; 
Former United States Secretary of Energy
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T
he success of EWI’s Global Cooperation in 
Cyberspace Initiative is measured in part by 
the policy breakthroughs made in the interac-
tive working sessions, both during the summit 

meetings and in on-going activities throughout the year.

The objective for each breakthrough group is to have 
actionable recommendations for industry and govern-
ment that, if implemented, will have significant impact 
in making cyberspace and the real world safer, more 
stable and more secure. As in Dallas, London, and New 
Delhi, the format of the Silicon Valley summit included 
ongoing and new breakthrough groups, immersing par-
ticipants in interactive sessions with professional peers 
from around the world. The topics discussed below 
emerged as central areas of focus at the Silicon Valley 
Summit. 

International Critical Infrastructure 
Protection 

Agreements about policy are integral to facilitating es-
sential services, including those that affect national and 
international critical infrastructures in the public and 
private sectors. However, gaps in the framework jeop-
ardize protection, endangering the provision of critical 
services, such as energy, transportation, finance and 
health care. This working group sought to identify and 
propose ways to close gaps as they relate to national 
and international critical infrastructures in the public 
and private sectors.

Breakthroughs
“The discus-
sions have 
been open-
ended–ap-
proached 
with an open 
mind–and an 
acceptance 
of criticism of 
all kinds. The 
summit under-
lined the need 
for even great-
er internation-
al cooperation 
against the 
background of 
global surveil-
lance.”

Kamlesh 
Bajaj
CEO, Data Security 
Council of India (DSCI) 
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Emergency Preparedness for 
the Financial Services Sector 
for International Crises in 
Cyberspace

The financial services sector plays a vital role 
throughout society— increasingly electronic 
and international in nature—and as a result, 
is progressively exposed to cyber challenges. 
The conclusion that the sector’s preparation 
for a major international crisis in cyberspace 

is insufficient emerged from previous sum-
mit working sessions. This group worked 
to define requirements across the financial 
services industry to improve the industry’s 
operational ability to respond to cybersecu-
rity incidents through information sharing 
and effective information security response 
coordination; and to transform the interna-
tional emergency preparedness capability 
from facing an extreme event with “trying 
our very best” to “best prepared for the most 
trying.”

Think of how 
many transactions 
take place via the 
Internet—travel 
reservations, 
restaurant reviews, 
banking, shopping, 
real estate 
evaluations, dating, 
investing—you 
name it. Now think 
of the tremendous 
disruption that the 
lack of trust in the 
security of the web 
would cause the 
economy.  It would 
literally roll back the 
economic progress of 
the last few decades 
immediately. We can’t 
let that happen.

John Shoven
The Trione Director of SIEPR; 
Charles R. Schwab Professor of 
Economics, Stanford University 
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Acts of Aggression in 
Cyberspace

Ambiguity in defining what constitutes an 
act of aggression in cyberspace impedes 
clear positions and consensus on response 
protocols. This working group aimed to 
identify and close policy gaps in expecta-
tions around the acceptability of aggressive 
actions in cyberspace, whether they are 
conducted by governments, businesses or 
NGOs.

Internet Governance 

A variety of existing venues are attempting 
with limited success to address key issues 
such as cybersecurity, routing, quality of 
service, content restrictions and intellectual 
property. These entities include parts of the 
United Nations, the Internet Corporation for 
Assigned Names and Numbers (ICANN), 
regional alliances, and purpose-specific 
groups, along with bilateral, multilateral 
and multi-stakeholder meetings. This group 
worked to determine new approaches to 

Unfortunately, 
offense is 
cheaper and 
easier to invent 
than good de-
fense. So we 
see a situation 
where the of-
fensive frontier 
is moving faster 
than the defen-
sive frontier.

John 
Hennessy
President, 
Stanford University
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bringing greater predictability in the interac-
tions of Internet users, be they nation-states, 
companies, civil society or individuals; and 
explored potential pathways toward ensuring 
that all Internet participants can manage and 
safely navigate this globally shared resource.

Enhancing International 
Cooperation for Law 
Enforcement for Cyber Crime

 There is a widespread agreement that the 
Internet is an essential economic enabler for 
competition at the global level. On the other 
hand, there is also broad agreement that the 
growing presence of crime in cyberspace 
is unacceptable, and that something has to 
be done. This session explored the state of 
current cooperation and what improvements 
can be made. 

Collaboration Enhancing the 
Stability of Global Connectivity

The Global Undersea Communications 
Cable Infrastructure (GUCCI) underpins the 
world’s economy, supporting an estimated 
$10 trillion worth of financial-services trans-
actions daily. As the sector is increasingly 
electronic and international, international 
connectivity is a crucial factor for individual 
institutions and the sector as a whole. This 
session provided a progress report on imple-
mentation.

Priority International 
Communications—Staying 
Connected in Times of Crisis

This breakthrough initiative is driving the 
implementation of a priority international 
communications capability that will over-
come the obstacles of lack of awareness, 
economics and private-public cooperation. 

Special Track: Diplomatic 
Strategies for Stability in 
Cyberspace

Two special sessions reviewed the progress 
in international diplomacy to promote stabil-
ity in cyberspace, and assessed the state 

We often think 
about security 
as black and 
white while 
there is always 
some blend in 
between, and 
you are con-
stantly making 
a choice: how 
much to invest 
in security.

Ellen Richey
Chief Enterprise Risk 
Officer, Visa Inc.
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of global consensus while mapping out 
leverage points for shaping more effective 
outcomes for the 2014 international dip-
lomatic action plan. In addition, this group 
focused on the diplomatic impacts of 
interdependence in critical infrastructure 
and evaluated the need for new attention 
on cross-border dependencies in Infor-
mation and Communications Technology 
(ICT), related services and critical national 
infrastructure in order to underpin a more 
rapid move to optimal positions in the 
diplomacy of cyberspace. 

Additional Breakthrough 
Groups and Policy Briefings:

Cyberspace Security and 
Reliability: A German 
Perspective

At the crossroads of commerce and 
politics in Europe, the German Federal 
Government is increasingly focused on the 
role of a secure and reliable cyberspace in 
promoting economic growth while pre-
serving individual rights. The development 
of its Cyber Security Strategy positions 
cybersecurity as core to maintaining and 
promoting economic and social prosper-
ity in Germany, balancing private, civilian 
and military roles. This session explored 
the domestic issues inherent in German’s 
strategy and the international implications 
of its approach. 

Optimizing Policy for Secure 
Cloud Enablement

Network architects, engineers and con-
sumers recognize the reduced control 
associated with cloud storage and cloud 
services. Moreover, numerous concerns 
exist about data passing through, resid-
ing in, or in the control of other countries. 
The global drive to reduce costs in a highly 
competitive world, however, seems to 
make this trade-off inevitable. In an effort 
to maintain more control, some govern-
ments have placed limitations on the data 
flow of their citizens’ data, reducing the 
potential benefit for cost savings. Given 
the seemingly unavoidable shift to cloud 
storage and services, how can policy 
agreements be optimized to provide the 
most secure cloud environment? 

“Cyber se-
curity risk is 
a significant 
and growing 
concern to 
business and 
government 
leaders, in the 
US and global-
ly. Through its 
global cyber 
summit pro-
gram, EWI has 
played a timely 
and impactful 
role in driving 
international 
understand-
ing, action, 
and solutions.”

Bob 
Campbell
CEO, Campbell Global 
Services LLC;
Member, Board of 
Directors, EastWest 
Institute
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Measuring the Cybersecurity 
Problem

Trillions of dollars of transactions fly across 
cyberspace every day that we know are 
riddled with cybersecurity problems, yet 
there is no sufficient way to measure their 
frequency or impact. The recently pub-
lished report, Measuring the Cybersecurity 
Problem, highlights this global challenge 
and offers recommendations that, if imple-
mented, would achieve a breakthrough for 
much-needed measurement of cybersecu-
rity breaches.

Latest Global Threats from 
Harmful Hacking

Cyberspace has created complex chal-
lenges to domestic and international secu-
rity. The problems traditionally associated 

with asymmetric threat landscapes persist 
in cyberspace: easy to attack, difficult to 
defend, perpetrated by the few, victimizing 
the many. What’s more, the threats continue 
to evolve and adapt. This interactive session 
discussed the dynamic global threat land-
scape and answered provocative questions 
concerning tomorrow’s risks. 

International Cooperation on 
Fighting Spam and Botnets: 
Keeping Email and Texting

This session focused on how international 
cooperation can best confront anti-abuse 
messaging as billions of additional users 
and devices come online in the coming 
years. Earlier this year, The New York Times 
editorial board suggested an EWI China-
U.S. bilateral report, titled Fighting Spam to 
Build Trust, as recommended reading for 

“The interest 
of protecting 
cybersecurity 
is not inconsis-
tent in my view 
with freedom 
and privacy.  
On the con-
trary, security 
is a prerequi-
site to real 
freedom and 
privacy.”

Abraham D. 
Sofaer
George P. Shultz Senior 
Fellow in Foreign Policy 
and National Security 
Affairs, Hoover Institution, 
Stanford University 
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presidents Obama and Xi in the context of 
the respective countries troubled relation-
ship regarding cybersecurity. This report 
articulated two recommendations and 46 
voluntary best practices for the private sec-
tor.  The implementation of this guidance 
has been championed by the international 
Messaging, Malware and Mobile Anti-Abuse 
Working Group (M3AAWG), which has ex-
tended this and other botnet-fighting skills 
and coordination to other countries, includ-
ing India.

Future Cooperation in Cyberspace

Diversity is evident everywhere in today’s 
world, magnified by increased transparency 
through the Internet. This shift suggests that 
more distributed systems of governance 
may be required going forward. This session 
discussed the implications for a new model 

of cooperation, and the necessary conditions 
for improved trust in cyberspace. 

Legal Issues in Cybersecurity

This working group looked at how legal de-
partments can inform cyber risk decisions, 
and investigated whether they need to be 
involved earlier in the process when compa-
nies make cybersecurity-related decisions. 
This session also provided a read-out of the 
special breakthrough group on general coun-
sels. This group examined ways to further 
integrate cybersecurity risk management 
into the legal operations of companies and 
how to raise awareness of ways that general 
counsels can best manage cyber risks as 
corporate risk managers.

“This report 
[Harmful 
Hacking] lays 
out confidence 
building mea-
sures that 
will help the 
United States 
and China 
work on a 
global basis to 
establish trust, 
confidence 
and security in 
cyberspace.”

Michael 
Chertoff
Chairman and Co-Found-
er, The Chertoff Group; 
Former U.S. Secretary of 
Homeland Security;
Member, Board of 
Directors, EastWest 
Institute
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Newsfeed

“Governments and businesses spend $1 trillion a year for 
global cybersecurity, but unlike wartime casualties or oil 
spills, there’s no clear idea what the total losses are be-
cause few will admit they’ve been compromised. Cyberse-
curity leaders from more than 40 countries [gathered] at 
Stanford University […] to consider tackling that informa-
tion gap by creating a single, trusted entity that would keep 
track of how much hackers steal.”

“Speaking at the EastWest Institute’s 
Cybersecurity Summit in Silicon Valley 
last month, executives at a number of 
financial services firms discussed their 
approach to cybersecurity challenges. 
As much as 75% of breaches in any 
given year are the result of low-to-mod-
erate difficulty attacks, according to 
Ellen Richey, chief enterprise risk officer 
at Visa Inc. ‘There’s a lot to be said from 
an economic view in controlling this 
risk by doing basic blocking and tack-
ling that’s absolutely not being done in 
many places today,’ she said.”

“‘We’re losing lever-
age internationally to 
China, Russia and other 
countries that want to 
give more authority to 
the United Nations and 
governments,’ Hoover 
Institution professor Abe 
Sofaer said at the fourth 
annual meeting on inter-
national cybersecurity 
cooperation held by the 
EastWest Institute.”

“The conference at Stanford University drew senior officials, academics and 
corporate officers from more than 40 countries who are working through 
the EastWest Institute on systems for improving collaboration on Internet 
security issues.

But on some of the biggest issues, including the appropriate role for inter-
national bodies and privacy rights, U.S. officials were on the defensive even 
from their European counterparts and American company representatives, 
who said the loss of trust by Internet users and possible Balkanization of the 
Internet’s technological rules could erode economic growth.”

“‘We should, step by 
step, create a fair and 
transparent mechanism 
for the governance of 
cyberspace,’ Cai said in 
his keynote address at 
the EastWest Institute’s 
Worldwide Cyberspace 
Cooperation Summit in 
Stanford, California.”

CBS News

Wall Street Journal
The Guardian

Reuters

China Daily
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EWI released two reports, Measuring the Cybersecu-
rity Problem and Frank Communication & Sensible 
Cooperation to Stem Harmful Hacking, to coincide 
with the summit and to help spark discussion there.

Measuring the Cybersecurity Problem offers recom-
mendations that, if implemented, would achieve a 
breakthrough for much-needed measurement of 
cybersecurity breaches.  

EWI’s former Chief Technology Officer Karl Rauscher 
and Stroz Friedberg’s Executive Managing Director 
Erin Nealy Cox, the co-authors of the report, pro-
pose that the private sector lead the development of 
benchmarks that are universal. They also propose the 
establishment of a trusted entity to collect such data. 

“Many volunteers from around the world have already 
offered to help build the new trusted entity called for 
in the report,” Rauscher said. “We are optimistic about 
the chances for getting this done.” 

Nealy Cox pointed out that numerous private sec-
tor companies and government agencies have been 
reluctant to share the data on cybersecurity compro-
mises impacting their operations. 

“Our recommendations offer the means to break 
through the logjam that prevents effective data col-
lection, analysis and reporting, and such global infor-
mation and intelligence sharing is critical to bolstering 
security efforts around the world,” she said. “One of 
the main obstacles has been the lack of clear bench-
marks and measurement tools needed to understand 
the scale and severity of potential cyber threats.”

With these steps implemented, the public would be 
able to understand a particular cyber threat with a 
given number value—in the same way that the Richter 
Magnitude Scale measures seismic events, for ex-
ample. 

The second report, Frank Communication & Sensible 
Cooperation to Stem Harmful Hacking, authored by 
Karl Rauscher and Zhou Yonglin, director of the Inter-
net Society of China’s Information & Network Secu-
rity Committee, offers recommendations on how to 
build trust and avoid harmful hacking between China 
and the U.S. 

New Ideas
“The Internet boom that keeps the world 
connected presents many global challenges 
as well. Concern over threats to cyber secu-
rity is what brought together more than 350 
delegates to this year’s World Cyberspace 
Cooperation Summit.

Cai Mingzhao, China’s minister of State 
Council Information, spoke at the summit 
Tuesday. He praised China’s technological 
contributions noting that Internet-based IT 
businesses generate 10 percent of the na-
tion’s GDP. He also lauded China’s number of 
netizens reaching a new high.

But at the same time, Cai Mingzhao said that 
China is a victim of cyber security breaches. 
More than 80 percent of Chinese Internet 
users, he said, have felt the effects of online 
hacking.”

“Cai Mingzhao, minister of the 
State Council Information Of-
fice of China, suggested that 
countries need to show respect 
for national sovereignty over 
cyberspace when keeping cyber 
security during his speech at the 
4th World Cyberspace Coopera-
tion Summit on November 5 in 
the United States.
Cai said at the summit that China 
is ready to expand the coop-
eration with other countries and 
relevant international organiza-
tions on the basis of equality and 
mutual benefit.”

CCTV

People’s Daily
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Global Cooperation in Cyberspace

Strategic Objective

To mitigate the negative consequences of global Internet fragmentation, the 
EastWest Institute has launched the Global Cooperation in Cyberspace Initiative. 

The Challenge

Economic growth and international security are increasingly endangered 
by national policies governing the secure flow of information and the hand-
ling of data. This development is being driven by three influences: 

•	 Political and Economic Concerns: Trade preferences, concerns about 
inappropriate or illegal Internet content, and anger about surveillance 
and privacy create domestic political pressure for the “localization” of 
products, services and data.

•	 Security Concerns: The digitization and interconnection of society, 
and in particular critical infrastructures, increase the risk of accidental 
or deliberate cyber disruptions, while international cyber criminals go 
unpunished and a cyber arms race threatens stability.  

•	 Weak Governance: National and international cyberspace governance 
institutions are slow, weak, isolated, or non-existent.  

If these three influences are not successfully managed, a militarized, frag-
mented “Splinternet” will emerge to undermine global economic growth and 
fuel dangerous regional and international instability. Moreover, these inter-
related influences cannot be managed separately.  Because the network con-
nects everywhere, true cyber security and stability require the participation of 
all key governments, including the developing world.  Private sector operators 
and suppliers, national and international non-governmental organizations, and 
the netizens themselves must also participate in shaping a common future. 

Progress is urgently needed in the near term – every month that passes 
without action raises the costs to society of the current trends, and of turn-
ing those trends around. Without effective action, the future safety and liveli-

Looking Forward
“Most impor-
tant to me are 
the relation-
ships starting 
to form, where 
trust can begin 
to fill in as the 
glue between 
people who 
have partici-
pating consis-
tently.”

Matt Bross
Chairman & CEO, 
Compass EOS; Member, 
Board of Directors, 
EastWest Institute
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hoods of literally billions of young, new 
Internet users will be damaged, lead-
ing to unrest in already fragile states. 

The Opportunity 

The Splinternet is an Internet whose cap-
acity and effectiveness are weakened by bar-
riers to efficient information transfer, threats 
to personal and public security, and un-
resolved conflicts around norms. EastWest 
is helping to create institutions, processes, 
and policies that reduce the pressures driv-
ing fragmentation and minimize its negative 
consequences. The Global Cooperation in 
Cyberspace Initiative convenes and mobil-
izes government and private stakeholders 
around three objectives that match the 
three influences driving fragmentation:

1.	 Economic and Political 
Development:  
Enhance global access to secure 
digital products and services, 
encourage the flow of information 
to support education and 
innovation, and explore limits on 
cyber surveillance. 

2.	 Digital Security and Stability: 
Work to mitigate cyber risks to 
critical infrastructure, modernize 
mutual law enforcement assistance 
in cyber-enabled crime, and 
promote measures of restraint in 
cyber weapons development and 
deployment. 

3.	 Sound Governance and 
Management:  
Facilitate the design and testing of 
transparent, accountable, orderly, 
inclusive and agile management 
and governance structures 
that increase predictability and 
trustworthiness in cyberspace.  

The work needed to achieve a secure 
and stable cyber environment aligns with 
EastWest’s mission. EastWest takes on 
seemingly intractable problems that, left 
unsolved, would result in serious conflict 
among and within nations on a regional or 
global scale. Over the past four years, East-
West’s cyber collaboration has integrated 
public and private leadership to address 
several serious challenges in cyberspace. 
For example, EastWest has worked suc-
cessfully to catalyze international arrange-

ments that are improving communications 
security, reducing spam and building bi-
lateral confidence and trust among China, 
India, Russia, and the United States.  

The Work Program

The Global Cooperation in Cyberspace Initia-
tive uses EastWest’s proven process – Con-
vene, Reframe, Mobilize – to help achieve 
the three objectives that will mitigate the 
impact of the Splinternet. This work takes 
place through working groups (which we 
call breakthrough groups) that will meet 
at least four times in 2014, either in per-
son or online. These interrelated activities 
capitalize on EastWest’s ability to help top 
corporate and national leaders around the 
world see and shape the strategic impact 
of issues. EastWest is utilizing its global 
network of technology/policy experts and 
senior officials responsible for cyberspace 
in governments and private organiza-
tions.  Participants in the work include:

•	 Government: ICT security and 
policy leaders in key governments, 
including China, Germany, India, the 
European Union, Russia, the United 
Kingdom, and the United States.

•	 Corporate: Public policy, law, secu-
rity, and business executives from 
a geographically-diverse set of in-
ternational companies who provide 
and use cyberspace to serve their 
customers

•	 NGOs: Selected cyber/Internet pol-
icy and advocacy groups to comple-
ment EastWest’s capabilities. 

•	 EastWest Fellows: Volunteer subject 
matter experts who serve as Fellows 
for the Institute.

Two invitation-only global meetings will 
coordinate and consolidate progress, show-
case results, and promote collective action. A 
working roundtable in San Francisco June 16-
17 will formally launch the 2014 cyberspace 
cooperation work program.  The major sum-
mit in 2014 will occur December 3-5 in Ber-
lin, co-hosted by the German Foreign Office. 

Eight breakthrough groups, aligned 
with the initiative’s three objectives, 
will carry forward the program:

“Cyberspace 
is the future 
of the human 
race.”

Zhang Li
Director, Chinese 
Center forContemporary 
International Relations
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EastWest’s senior vice president, Bruce 
McConnell, a widely-respected cyber-
space policy and security leader with over 
25 years’ experience in public and private 
sector information policy and technology 

organizations, is leading this effort.  His skills 
are complemented by EastWest cyber staff 
and fellows, along with EastWest’s exten-
sive network of volunteers and partners.  

Objective Breakthrough Group Mission

Economic  
and Political 
Development

Enhancing global access 
to secure products and 
services 

Balance the conversation about the benefits 
of “localization” by promoting the benefits 
of worldwide access to secure products and 
services. 

Encouraging informa-
tion flows for education 
and innovation

Recognize the domestic security and stabil-
ity concerns that lead to content filtering; 
balance the conversation by encouraging the 
flow of information to promote education and 
innovation. 

Exploring limits on sur-
veillance

Internationalize and expand the dialogue 
about transparency and limits.

Digital
Security
and Stability

Strengthening critical 
infrastructure resilience 
and preparedness 

Enhance international preparedness and 
resilience in such areas as contagion risk for 
interconnected systems, emergency commu-
nications, submarine cable incident response, 
and regional CERT-CERT cooperation.  

Increasing confidence in 
ICT product and service 
security

Advance discussion around securing ICT sup-
ply chains and promote the adoption of highly 
secure computing.

Modernizing inter-
national procedures 
against cyber-enabled 
crimes

Modernize mutual law enforcement assis-
tance procedures for the investigation and 
prosecution of cyber-enabled crimes.

Promoting measures of 
restraint in cyber arma-
ments

Promote measures of restraint in the use of 
cyber weapons against civil nuclear facilities, 
submarine cables, and financial exchanges 
and clearinghouses. Explore potential imple-
mentation regimes.

Sound 
Governance & 
Management

Governing and manag-
ing cyberspace

Design and model strong Internet institutions 
and processes for cyberspace management 
and governance.

“The more in-
teresting ques-
tion is: ‘what 
are the crucial 
variables out-
side of your 
organization’s 
control?’ Go 
right to those 
borders. Start 
the conversa-
tion there.”

John Hurley
Managing Partner, 
Cavalry Asset 
Management; 
Member, Board of 
Directors, EastWest 
Institute
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#cybersummit2013
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Watch the summit 
video highlights at: 
cybersummit.info

>
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