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‘ Foreword

his report was inspired by three roundtable discussions, hosted in the fall of 2012 by the

Center for Strategic and International Studies (CSIS) and funded by the Nuclear Threat
Initiative (NTI). Throughout these meetings, a group of senior government officials and non-
governmental subject-matter experts discussed the range of biological threat prevention
tools, their costs and benefits, and techniques for integrating them into optimal policies. The
authors are grateful to NTI for their support and to the roundtable participants for their in-
sights and comments, which have been integral in shaping this report. A list of these partici-
pants is included as the second appendix to this report.

This report represents only the views of its listed authors. It does not represent the views
of individual roundtable participants, nor does it represent the views of the U.S. government,
the Department of Defense, Sandia National Laboratories, the Center for Strategic and Inter-
national Studies, or the Nuclear Threat Initiative.






‘ Executive Summary

Acontradiction sits at the core of U.S. biological threat prevention policy. Despite the U.S.
government (USG) accepting the scientific and industrial costs of a domestic biosecurity
system, it has not committed the diplomatic and financial resources needed to successfully
promote the global adoption of similar systems. While the safety and security of biological
pathogens within the United States are important national goals, their pursuit has the poten-
tial to impede another crucial goal: a robust research and commercial enterprise. To make
matters worse, domestic policies are insufficient to fully protect U.S. citizens, since they pro-
vide limited protection from attacks launched with pathogens brought into the United States
from abroad. Biosecurity has become a global problem. With the rapid spread of technology
and know-how, attacks that originate from less-regulated locales outside the United States
are becoming increasingly serious risks to U.S. national security. This means that the United
States is bearing the full costs of domestic bio threat prevention without attaining the bene-
fits of a thorough global prevention system.

The USG must correct this imbalance by reevaluating its policies both at home and
abroad. This reevaluation should take the form of three action steps. First, the administra-
tion should direct a thorough assessment of the safety and security benefits of current or
potential alternative national bio threat prevention systems compared with their scientific,
industrial, and public health costs. Second, the National Security Council should use this as-
sessment to define the optimal content of domestic and global bio threat prevention efforts.
Third, the National Security Council should establish a tactical plan for committing high-level
resources to speed the adoption of appropriate domestic and global measures.

The stakes are high. The USG must commit to a balanced global safety and security
policy that maximizes the tremendous benefits of modern life sciences while minimizing
the risk of their misuse. If the United States fails to act now, it will risk enduring the worst
of both worlds: a domestic research enterprise entangled in regulations and bureaucratic
procedures, and an international counterpart unfettered and ever more widely distributed
and capable.
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A Biological Threat Prevention
Strategy

Complicating Adversary Acquisition and Misuse of
Biological Agents

he risk of a biological attack is ever-present. The relevant knowledge and material are

becoming more widely available because of the global dispersion and rapid advances of
technology, combined with its inherent dual-use nature.! While technical challenges remain
to a successful large-scale, high-impact biological attack, such an attack could kill tens of
thousands of innocent civilians.?

Significant efforts have been devoted to strengthening a national strategy to counter biologi-
cal attacks. This report focuses on the prevention portion of these efforts. Prevention seeks
to prevent an adversary or a potential adversary from acquiring, developing, or misusing
the biological materials, delivery technologies, and expertise needed to launch an effective
biological attack. This examination focuses on biological materials and expertise.® Although
effective delivery would be essential to significantly increase the number of deaths in an at-
tack, this report does not focus on preventing the acquisition of delivery systems.

Prevention strategies constitute only a portion of an overall national strategy to counter bio-
logical threats. The other aspects of a national strategy are deterrence and defense. Deter-
rence seeks to affect the calculation of an adversary, leading him to conclude that the costs
of launching an attack would be greater than the benefits he would accrue. Defense seeks to
mitigate the consequences of an attack through response measures, such as deploying vac-
cines and therapeutics, which reduce the severity of the attack on the defender’s population
or military forces. Both deterrence and defense are critically important to overall national
strategy.* They are not, though, the subject of this report.

Costs and Benefits: At Home but Not Abroad

Current U.S. prevention policy contains a contradiction at its core: federal enforcement of
a domestic biosecurity system that is unmatched by other nations with leading research or
industrial life science sec-

tors. As a result, the United ) )
States incurs the full cost of At its core: federal enforcement of a domestic

implementing its domestic ~ bjosecurity system that is unmatched by other nations
bio threat prevention mea-

sures—potentially including
impediments to scientific progress and industrial strength—but remains vulnerable to gaps
in international bio threat prevention. For instance, pathogens at home may be more secure,

Current U.S. prevention policy contains a contradiction

with leading research or industrial life science sectors.
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but many abroad have been secured less comprehensively and could be carried into the
United States and used to launch an attack. This contradiction should be resolved. If prevention
efforts are worth the costs of implementation at home, they are worth a much more concerted ef-
fort by high-level U.S. officials to catalyze the global adoption of bio threat prevention practices.

The United States has constructed an extensive domestic structure of controls and guid-
ance. The U.S. Select Agent Program specifies the conditions under which facilities and in-
dividuals can have access to biological select agents and toxins (BSAT), and requires these
facilities to create performance-based safety and security plans. The U.S. government (USG)
also has established official guidance on a variety of issues, including biosafety, recombinant
DNA, and, most recently, government-funded and government-conducted dual use research
of concern (DURC).> Further, the USA PATRIOT Act expanded Title 18 of the United States
Criminal Code to criminalize the use of biological agents and toxins as a weapon and the pos-
session of biological materials without prophylactic, protective, bona fide research, or other
peaceful purpose. Licenses are required for exporting, and permits required for importing,
select agent pathogens and toxins. FBI outreach to scientific communities aims to facilitate
awareness and enforcement of these regulations.

Such controls seem to provide safety and security benefits at home. They can increase
safety by raising awareness and establishing procedures that reduce the probability of unin-
tentional exposure to harmful agents—both inside and outside the laboratory. Reducing the
risk that pathogens could leak from labs based in the United States without imposing unrea-
sonable scientific or industrial costs is an important goal. Controls can increase security by
making it more difficult for adversaries or potential adversaries to acquire components of a
biological weapons capability, or by more efficiently targeting law enforcement resources on
individuals or groups that demonstrate high-risk behavior. Since the means to develop a bio-
logical weapon are widespread, preventing adversary acquisition or misuse of a biological
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agent with 100 percent confidence is impossible. However, a well-conceived set of practices
could help manage these circumstances and mitigate risk.

Despite these potential benefits, U.S. policies leave a major security gap: pathogens and
technologies delivered from abroad. Despite calls by the Biological Weapons Convention and
United Nations Security Council Resolution 1540 for each party nation to pass laws to prevent
the illicit acquisition of biological agents and technologies that a non-state actor could misuse
for harm, international progress toward implementing these agreements has been slow and
uneven. It would be possible for an individual to surreptitiously carry a dangerous patho-
gen into the United States and, subsequently, manipulate the pathogen for malicious use in a
private room. It also would be possible for an individual to release a pathogen in the United
States that was acquired and weaponized abroad. U.S. controls provide minimal protection
against such scenarios.

Further, the means to acquire such a pathogen abroad are increasing. Public health infra-
structure is growing around the world. Advanced biological research is becoming ever more
globally diffuse and booming in China and India in particular. Costs for DNA segments and
genome sequencing are dropping at a rate faster than predicted by Moore’s law,’ and high-
end equipment capable of synthesizing new or modifying existing organisms is becoming in-
creasingly accessible.” These developments are unquestionably positive overall. For example,
they enable production of better medical diagnostics and therapeutics, improve agricultural
productivity, and allow production of molecules that can consume carbon dioxide emissions.
At the same time, however, this trend toward reduced entry barriers to increasingly sophisti-
cated technology may make it easier for a terrorist to acquire a hioweapons capability.
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The USG has allocated significant resources to international bio threat prevention. How-
ever, despite pursuing some whole-of-government initiatives, U.S. efforts to promote pre-
vention abroad have proceeded primarily at a program-by-program level. The U.S. Depart-

ment of Defense (DoD) has by far the greatest

However, despite efforts to pursue  ghare of available funds; the Department of
whole-of-government initiatives, U.S. ~ State has an analogous but smaller program.*
The bio components of the DoD Cooperative
Threat Reduction (CTR) program, created by
have proceeded primarily at a program-  the 1991 Nunn-Lugar Act, focus on (1) consol-
idating pathogen collections and construct-
ing labs for centralized pathogen storage so
agents are no longer held in far-flung and unsecure public and animal health labs; (2) pro-
viding technical training and assistance in biorisk management and disease surveillance;
and (3) supporting transparent and ethical research practices in the biosciences.’ DoD, the
Department of State, the Centers for Disease Control and Prevention (CDC), the U.S. Depart-
ment of Agriculture (USDA), and other government agencies have programs that seek to build
relationships between the United States and foreign bioscience and biotechnology communi-
ties and encourage the adoption of best practices abroad. These programs offer partner na-
tions a variety of engagement options, including training, education, and other resources to
consolidate pathogen collections and manage risks in public and animal health facilities.

efforts to promote prevention abroad

by-program level.
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Unfortunately, this work is largely bilateral, U.S. bio-engagement policy is global
leaving the majority of countries unengaged. Al-

though the 2009 National Strategy for Counter-
ing Biological Threats identifies the importance in resources or execution.

of transforming international dialogue on this

issue,'® the global components of U.S. policy are less well resourced compared to bilateral
outreach. The clearest example of U.S. global efforts is the United States’ engagement with the
Global Partnership Against the Spread of Weapons and Materials of Mass Destruction (GP).!
This initiative seeks to extend the efforts of Cooperative Threat Reduction beyond the former
Soviet Union, creating a coordinated global network of providers and recipients of assistance.
While U.S. work in the GP is well conceived and laudable, the Global Partnership is a relatively
new effort with a limited track record, and it appears to lack top-level commitment within the
U.S. government. In brief, U.S. bio-engagement policy is global in both strategy and concept,
but not in resources or execution.

in both strategy and concept, but not

These U.S. policies have undoubtedly achieved meaningful tactical advances—securing
facilities; establishing positive relationships; and encouraging better integration of biosecurity,
human health, veterinary, and agricultural disease communities in some countries. However,
these policies do not seem likely to produce efforts that will persist and generate, over time, a
broadly accepted, self-reinforcing global framework. For example, USG-funded reference labs
in Georgia and Kazakhstan, which consolidate pathogens of concern located in each nation, are
valuable but expensive to operate and maintain, much less to construct in additional countries.
This approach may prove neither sustainable nor widely replicable, given U.S. partners’ lack of
capacity and the limitations of future funding outlays in the United States. Further, this model
is likely unworkable in some of the countries where bio threat prevention is arguably most im-
portant—those with large, highly capable academic and commercial life science sectors.

The trajectory of U.S. efforts to prevent misuse lags behind the global advance of the life
sciences. A sustainable solution that does not hamstring the U.S. scientific enterprise requires
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a reprioritization of global initia-
tives. Although the United States
cannot compel adoption of its bi-
osecurity agenda—and must avoid
the perception that it is trying to
work unilaterally—a sustained
high-level U.S. commitment could
succeed in raising bio threat pre-
vention on the global agenda and
would likely spur useful change at
a faster rate.

b

A variety of nongovernmental groups have pursued and advocated such global preven-
tion efforts, but these groups lack the funding and top-level political support necessary to
leverage their initiatives into system-wide changes. They generally focus on one professional
group (e.g., lab technicians, top scientists) or one part of the problem (e.g., laboratory contain-
ment). While these efforts reflect well on the tenacity and determination of the individuals and
organizations involved, the efforts seem too limited to advance a global consensus on a preven-
tion framework on any reasonable timeline, absent more funding and senior-level support.

The result of these uncoordinated efforts on the part of both government and civil society
is a patchwork of international bio threat prevention policies and programs. A few countries
have constructed domestic control systems similar to that in the United States. Singapore and
Denmark are among the countries with significant regulatory systems, although neither has
a bioscience enterprise approaching the size of that in the United States. The European Union
is working to implement coordinated standards, but progress is slow and uneven. Several
countries with burgeoning bioscience sectors—such as Brazil, China, and India—have weak
legal and regulatory systems that, in some cases, are plagued with local corruption.

Such a system could complicate This inconsistency among national regimes
harms the United States. By regulating access to

particular materials and facilities and increasing
portions of these communities out of compliance costs, prevention measures probably

the field, overseas, or underground, create at least some inefficiencies in U.S. scien-
tific, pharmaceutical, and public/animal health
research.'? It is plausible that these inefficiencies
are worth the benefit of reducing the risk that pathogens leak or become diverted from U.S.
labs, threatening the safety of those in surrounding communities. However, it also could be
the case that the costs of such a system do not justify their safety benefits, or that the safety
benefits could be achieved through less costly alternative policies. Making prevention poli-
cies too onerous could be counterproductive. Such a system could complicate regulation of
the life sciences, driving portions of these communities out of the field, overseas, or under-
ground, where regulation is impossible. Some analysts argue that U.S. policies have reached
this level.’

regulation of the life sciences, driving

where regulation is impossible.
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Although U.S. bio threat prevention policy may be valuable in the absence of compara-
ble global efforts, the extent of global implementation should play a role in deciding the ap-
propriate degree of domestic regulation. Specifically, the benefits to the United States and its
life science community of a prevention framework seem almost certain to be increased by its
broader global adherence, while costs to the United States and its life science community seem
likely to be commensurately reduced. In any case, if the safety and security advantages of U.S.
policy truly outweigh their efficiency downsides, shouldn’t the USG be playing a much more
active role in catalyzing global activity to develop and implement similar bio threat prevention
measures?

To answer this question, the USG  AJthough advocates argue strenuously on
must decide: what bio threat preven-

tion efforts are worthwhile? This re-
quires weighing costs and benefits— level assessment has been conducted that
an extremely difficult task given the

wide range of variables, the difficulty ] ) )
of quantifying the benefits of particu- ~ Potential synergies—between biosafety and

lar biosecurity efforts, and the wide biosecurity on the one side and science,
array of potential bio threat preven-
tion tools and enforcement nodes.*
Although advocates argue strenuously
on both sides of the issue, no integrated, high-level assessment has been conducted that sys-
tematically weighs the trade-offs—or potential synergies—between biosafety and biosecurity
on the one side and science, industry, and public/animal health on the other. Such an analysis
could, for example, study the number of U.S. patents and publications, the amount and quality
of research, and the incidence of accidents before and after the enactment of dual-use research
guidance, Select Agent regulations, and other changes in bio threat prevention policy. It could
determine the costs—both direct and indirect—of compliance for individual facilities. It also
could evaluate the number of known criminals, terrorists, or other restricted persons that the
new policy has denied access to high-risk pathogens, and coordinate with intelligence communi-
ties to assess the contributions of these restrictions to public safety and security. It could delve
into the qualitative experiences of researchers in these areas to determine whether they have re-
directed their research to avoid being subject to these rules. It also could seek the views of trade
and international economists to evaluate what, if any, have been the repercussions of these rules
on U.S. industry. The study also should consider the robustness of its findings given different lev-
els of foreign adoption and observance—such as a lack of regulatory strength or cheating.

both sides of the issue, no integrated, high-

systematically weighs the trade-offs—or

industry, and public/animal health on the other.

Admittedly, these are challenging issues to evaluate, especially in a single study. But even
multiple analyses of these various questions would contribute to shaping more informed U.S.
policy at home and abroad. Working to develop a clear understanding of the costs and benefits
of each component of U.S. domestic bio threat prevention system and U.S. priorities in balanc-
ing these costs and benefits will aid U.S. efforts to identify and persuasively promote a suite of
global bio threat prevention initiatives.

Action Step: Systematically weigh costs and benefits.
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The administration should direct that a high-level analysis or analyses be conducted—
including life science researchers, public/animal health experts, nonproliferation experts,
economists, and trade experts—to weigh the costs and benefits of current and potential alter-
native U.S. bio threat prevention policies. The study should make this calculation assuming
different levels of global adoption and observance.

Content: Optimizing Prevention Measures

After completing the assessment, the USG will need to decide if the implications call for alter-
ing the U.S. system and/or pursuing a global one. Assuming that the net assessment calls for
pursuing a global initiative, the next two steps are content and tactics: defining the optimal
set of prevention measures and shaping a tactical plan to secure these measures’ broadest
possible adoption. More plainly, the USG needs to figure out what to do and how to do it. A
reasonable first step is to consider the content that such an initiative should seek to promote.

Twenty-first century bio threat prevention It seems clear that a traditional arms
control approach cannot be the centerpiece

of such an effort. Inspection regimes, such
and diversity of relevant actors. These 35 those envisioned in previous Biological

actors work in conditions ranging from  Weapons Convention (BWC) proposals, are
highly problematic given the dual-use na-
ture of the relevant research® and the risk
to do-it-yourself biology experiments that inspections could compromise propri-
etary information. Export controls can be
helpful in complicating the efforts of some
biopharmaceutical companies.  gate programs to acquire sophisticated

technology, but they have limited utility,
particularly against non-state programs, since biological agents and technologies are widely
dispersed internationally, inherently dual-use, and constantly changing, and export control
laws are nationally (not universally) imposed. Discussions at the BWC, United Nations, and
in forums such as the Australia Group (created to harmonize export controls) can stimulate
interest and build expertise in biosecurity among foreign bureaucracies, but they are not a
complete solution to the challenges posed by 21st-century bio threats.

must be equal to the enormous number

poorly funded public health clinics

to university research labs to large

Twenty-first century bio threat prevention
must be equal to the enormous number and diver-
sity of relevant actors. These actors work in con-
ditions ranging from poorly funded public health
clinics to do-it-yourself biology experiments to
university research labs to large biopharmaceuti-
cal companies. These sites are not systematical-
ly organized by professional associations or via
government processes; such organization is likely
impossible. The entry costs for the creation of new
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operations are so low that maintaining a list of relevant facilities is probably a poor use of
resources.'®* Within these facilities, the vast majority of actors have the most public-spirited
of intentions, hoping to save lives and secure research advances. The difficulty is separating
these actors from those with malign intent.

There are two major issues in shaping the content of measures equal to this challenge: (1)
the optimal mix of global bio threat prevention measures, and (2) whether these measures
should be enforced by a comprehensive global regime or left to voluntary national imple-
mentation of best practices with little or no global enforcement.

There is broad agreement about the prevention measures that could be promoted. Ex-
perts disagree, however, about how far down this list of prevention measures to proceed. At
the top of the list would be challenging but relatively easier issues, including laboratory bio-
safety practices that aim to prevent accidental exposures and releases. Next would likely be
laboratory biosecurity practices that reduce the risk of misuse by limiting access to danger-
ous pathogens to certain individuals. Further down the list might be certification of profes-
sional competencies in the life sciences. Particularly contentious topics, such as limiting dual-
use research and publication, might fall toward the bottom of this list.

The second choice is determining whether the enactment of these measures should pro-
ceed top-down or bottom-up. A top-down approach, for example, could involve a binding
global treaty or United Nations Security Council resolution that requires countries to adjust
their national laws and regulations. A bottom-up approach could engage individual com-
munities, reaching out to scientists, law enforcement, and other nations. Such an approach
could result in national regulation, but it would include little to no global enforcement.

There are arguments for all of these outcomes. The right answer may entail a suite of bio
threat prevention initiatives, each with different levels of enforcement. One example of such
a solution could be a series of global standards, coordinated through an international stan-
dards organization. Each group of standards would target different components of the life
sciences enterprise—for example, laboratory biorisk management, professional competen-
cies, and managing dual-use research.

These standards gradually could become more These standards gradually
widely and stringently enforced. For instance, the

standards could initially be established as internation-
al best practices. Economic pressures may prompt the  stringently enforced.
community to pursue the creation of accreditation or

certification systems to validate that a particular facility meets a certain standard or element
of a standard. Prestigious journals could decide to publish only research that complies with
appropriate bio threat prevention standards. Although an international verification regime
seems unlikely, certain countries may independently decide to implement some standards as
national regulations.?’

could become more widely and

At all points along the path toward more robust enforcement, standards could com-
plement and enhance international outreach and assistance efforts. The commitment of
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high-level resources could gener-
ate interest in bio threat preven-
tion among foreign bureaucrats,
nudging governments with a
wide range of interests and pri-
orities toward renewed preven-
tion efforts that are coordinated
with the emerging global norm.
In addition to changed policies,
invigorated interest on the part
of foreign governments could
produce new opportunities for coordination, such as sharing intelligence related to the im-
plementation of new biosecurity policy.

Further, the process of negotiating a set of standards could facilitate awareness and build
productive partnerships between security and scientific communities. On the security side,
this discussion can increase the sensitivity of regulators and law enforcement to the de-
mands of scientific research and facilitate the collection and coordination of information re-
garding known or potential adversaries with an interest in bio threats. On the scientific side,
this discussion can raise awareness regarding the risk of misuse of biological agents or tech-
nologies. Partnership between the security and research enterprises is necessary to revise
and update government policy, and identify where regulation is inappropriate. Absent such
efforts, regulation will be neither well enforced nor up-to-date with rapid changes in the life
sciences. Informed scientific communities seem open to cooperation as long as standards are
not unduly onerous or expensive.'® Outreach efforts are underway—the U.S. FBI, among oth-
er agencies, has advanced cooperation with relevant scientific communities—but, in order to
produce widespread global change, these programs need the top-down support that would
come from a whole-of-government commitment to global bio threat prevention standards.

The process of negotiating these standards must be attentive to the differences among
affected communities. At the same time, the significance of these differences from the per-
spective of bio threat prevention should not be overstated. Some types of standards—such
as those concerning dual-use research with infectious agents—would affect only a relative-
ly specialized subset of life sciences activities. Further, although day-to-day procedures are
vastly different between small public health clinics and multinational pharmaceutical com-
panies, commonalities exist in the conditions required to manage the risks of working with
dangerous materials at these disparate sites, and all major life sciences groups have a profes-
sional interest in avoiding the misuse of biological agents. As a result, there exists significant
space for a meaningful agreement.

Action Step: Identify an optimal mix of domestic policies and global initiatives.

The National Security Council should direct the development of a paper for principals-
level review, six months after completion of the cost-benefit assessment, outlining in light
of the assessment’s findings (1) how the United States should alter its total set of bio threat
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prevention measures (if at all) to better balance their costs and benefits; and (2) the content
and specific enforcement plans (if any) for a global bio threat prevention initiative.

Tactics: Mapping a Path Forward

The negotiation of a global bio threat prevention initiative would be complicated. A success-
ful effort probably needs reinforcing (or at least not counterproductive) efforts at several
levels, including: (1) the international level (United Nations, Biological Weapons Convention,
World Health Organization, etc.); (2) the national government level including security, coun-
terterrorism, public/animal health, and life science research officials; (3) the professional
community level (life science researchers, public/animal health professionals, lab techni-
cians, etc.); (4) the private-sector level, both large pharmaceuticals and emerging biotech
companies; (5) the “thought-leader” or champion level to spur progress across both formal
and informal domains; and (6) the individual facility and the principal investigator level.
None of these levels can individually implement a comprehensive solution, so awareness of
the others’ actions and perspectives and a commitment to cooperative progress are impera-
tive in the long term.

There are many viable tactical paths to advance this initiative. Selecting and refining one
should be a first order of business. If the USG decides to pursue the development of a global
bio threat prevention initiative, one tactical approach would be to identify industries and
nations that would support such an effort. An international, public-private partnership, in-
cluding representatives from the public/animal health community, the pharmaceutical and
biotech industries, the security community, and other key stakeholders, could work together
to develop a consensus on content and method of implementation. This partnership could
convene representative technical experts from around the world, and specific technical com-
mittees could be tasked with developing standards in specific disciplines of relevance to bios-
ecurity—including, for example, standards for laboratory biorisk management, professional
competencies, and managing dual-use research. This process would create groups of experts
who, under the framework established by the convening organization, could update and re-
fine the standards as the scientific and technical context rapidly progresses.

Once the technical committees have agreed to a set of standards in their respective ar-
eas, the representatives involved in creating them, along with the foreign ministries in-
volved in their development, could advocate for their global adoption. This group would
need to work closely with relevant international organizations, including the United Na-
tions, the World Health Organization, the World Organization for Animal Health, and the
Biological Weapons Convention.

Current efforts to develop such global standards are limited, and encountering difficul-
ties. One example is the European Committee for Standardization’s (CEN’s) CEN Workshop
Agreement (CWA) 15793 on Laboratory Biorisk Management.'® This document provides per-
formance-based risk management standards for life sciences laboratories. Related guidance
documents also have been created and updated by the World Health Organization (WHO)
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Standards that can genuinely contribute =~ and the U.S. Department of Health
and Human Services (HHS).2® Al-
though CWA 15793 goes further than
broader in scope and duration, developed in  WHO or HHS guidance in describing

to global bio threat prevention need to be

a much more transparent and participatory ~ eXpectations for a management struc-
ture to implement biosafety and bi-

osecurity, it also has some significant
support of significant political bodies and  limitations. First, it was created by

a relatively small group of technical
experts from only 24 countries. It was
not subject to the broad international scrutiny and consensus of a formal global standard.
Second, it is a temporary document that is due to expire in September 2014. Third, since it is
not an official standard, an accreditation or certification system cannot be created to sustain
it. Fourth, it is often incorrectly perceived to be “European” guidance and not internationally
relevant. Finally, this CWA is limited in both scope and ambition. It is directed at traditional
laboratory operations and does not address the wider biomedical/bioscience community, nor
does it contain guidance on key issues, such as dual-use research or professional competency.

process, and adopted globally with the

professional organizations.

Standards that can genuinely contribute to global bio threat prevention need to be broader
in scope and duration, developed in a much more transparent and participatory process, and
adopted globally with the support of significant political bodies and professional organizations.

Significant tactical judgment calls would be required. What group or organization should
have the day-to-day responsibility for moving the initiative forward? Should all components
of the initiative be negotiated simultaneously, or should a separate working group craft each
distinct component? How are the members of that group connected to the foreign ministries
of the nations seeking to advance the initiative? How should international organizations be
included? Who are the stakeholders and, given their extreme diversity, how could they prac-
ticably be included in a negotiating or consultative process? How large a coalition of the will-
ing is necessary to make the initial adoption of the standards meaningful? Should potential
“tough cases” be engaged at the outset, or after a consensus begins to take shape? What de-
gree of confidence is needed that other avowed members of the coalition are actually follow-
ing the standards?

As global standards further develop, the United States should consider normalizing U.S.
rules and guidance with the emerging global norms.

Action Step: Knit together and secure commitment from diverse communities.

The National Security Council should task the development of a paper, within two months
of the policy review, that outlines a specific plan to commit high-level resources to pursue the
review’s recommended initiatives. The plan should identify, for example, governmental staff
to dedicate to the initiative; scientific, public/animal health, and industry representatives to
serve as advocates; like-minded or influential states to approach early on; and international
forums to push the initiative.
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Conclusion

The biosciences are growing increasingly global and complex, producing both great oppor-
tunities and grave dangers for society. The United States must navigate these rapidly chang-
ing dynamics, working to minimize the risk of devastating bioattack while maximizing the
potential of its research enterprise. This is no easy goal. It will require a reevaluation with
three components: (1) a high-level assessment of the costs and benefits of bio threat preven-
tion; (2) identifying the optimal content of domestic policies and global initiatives; and (3) a
robust, broadly supported tactical plan to pursue these measures. These three action steps
must go together. Without the first, the United States risks an overburdened life sciences sec-
tor. Without the second, the United States may pursue only ad hoc global efforts. And without
the third, U.S. bioscience will disproportionately shoulder the costs of desirable safeguards
while threats continue to grow abroad.

The path forward is difficult and complex, but it is also worthy and important. Anyone
who has closely studied the impact of an effective biological attack on a civilian population
would vastly prefer to stop the attack before it was launched. The type of analyses and initia-
tives urged here may show the path to such a strategy and help generate the momentum to
pursue it.
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Appendix |

Bio Threat Prevention “Toolbox”
A Summary of Current Efforts

Tool Category

Tools

Definition and/or Example

International
enforcement

Candidate Enforcement Nodes

International coalition of the

treaties

National laws
and
regulations

International
Norms and
codes

Person-to-

willing person

Nationally or
supranationally imposed
initiatives

Inspections

Historical BWC proposals; similar to OPCW/IAEA in
concept

National Criminalization

BWC/UN1540 adherence

Export Controls

Australia Group adherence; national measures

National Biosecurity System

Registration or licensing regime; Select agent rule-
type legislation

Monitoring and Interdiction

Cooperative and non-cooperative monitoring; PSl is
an example of interdiction

Facility operations based
initiatives

Consolidation

Reduce number of facilities with dangerous agents

Biorisk Management
Standards

Biorisk management (biosafety and biosecurity) from
cradle to grave

Training of Professionals

Potential certification of technical biorisk
management competencies

Science and knowledge
based initiatives

Disease Surveillance

Identifying, characterizing, and controlling outbreaks
of dangerous diseases to make acquisition from
environment more difficult

Technical Constraints

Proliferation-resistant biotechnology - e.g. to prevent
undesirable gene combinations

Industry Standards

Intervention to monitor networks of high-end
equipment; Gene foundries verifying legitimacy of
genomic sequence orders and tracking shipments
and receipt

Technology Transfer/Capacity
Building

Train/engage scientists to broaden security
sensitivity of the technical community; to enhance
specific technical capabilities; and to redirect
weapons capabilities, and promote legitimate skills
and professional status

Dual Use Oversight

Risk assessment and public communication tools;
potential experiment pre-approval or cradle-to-grave
management

This appendix provides a summary of bio
threat prevention activities that are
underway. This cover chart displays a
complete “toolbox” of bio threat
prevention tools, each of which could be
enacted via multiple enforcement nodes.
Some of these nodes represent ongoing
efforts; others are theoretical. The first
step in revitalizing bio threat prevention
policy must be to fill in these empty
boxes. An understanding of the range of
potential options is needed for a holistic,
integrative assessment of the proper
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A Deeper Look at the Tool Categories

Nationally or supra-nationally imposed initiatives

Tools

Ongoing Efforts

Inspections

No ongoing efforts.

National
Criminalization

The Geneva Protocol is a post-WWI, No-First-Use agreement for biological (and chemical) weapons, ratified by the United
States in 1975. Although there are no verification or enforcement provisions, the Geneva Protocol has contributed to the
development of a norm against biological weapons use.

The 1972 Biological and Toxin Weapons Convention (BWC) requires signatories to prohibit and prevent the development,
production, stockpiling, acquisition, or retention of agents, toxins, weapons, equipment and means of delivery related to
biological weapons. The U.S. ratified it in 1974. The treaty seems to have created a meaningful but hardly foolproof norm
against biological weapons. The Soviet Union/Russia is one of several states known to have pursued biological weapons
after ratifying. The treaty has no inspection or verification provisions; such provisions are implausible given the difficulty of
distinguishing offensive and defensive research.

The BWC Implementation Support Unit (ISU) provides support and assistance for implementation and confidence-building
measures (self-reports on outbreaks, publications, legislation, and research efforts), but the ISU is small (3 full-time staff)
and lacks a clear international mandate.

The 2001 USA PATRIOT Act criminalizes possession of biological materials of a type or quantity not reasonably justified by a
bona fide research or peaceful purpose. The Bush administration envisioned an effort to criminalize biological weapons by
countries throughout the world as a superior alternative to the one-size-fits-all BWC, whose strengthening would require
onerous negotiations. This approach gives greater latitude to domestic law enforcement. However, its success has been
limited by a lack of international political will; as of September 2002, ninety-eight BWC members had failed to report on
progress towards criminalization. Some contend that such legislation unduly inhibits the pursuit of science.

United Nations Security Council Resolution 1540 (UNSCR 1540), adopted in 2004, imposes binding obligations on all States
to adopt legislation to prevent the proliferation of weapons of mass destruction, including biological weapons, and their
means of delivery, and to establish domestic controls over related materials to prevent their misuse. While it has been a
useful vehicle for discussions, many states have not submitted required national reports on compliance, and measuring the
effectiveness of implementation is difficult even with reports.

Export Controls

The Australia Group (AG) is an informal coalition of countries which, through the harmonization of export controls, seeks to
ensure that exports do not contribute to the development of chemical or biological weapons. The AG Common Control Lists
include dual-use biological equipment and related technology and software, biological agents, plant pathogens, and animal
pathogens. The AG is only a forum for discussion among participating states; it has no enforcement authority. Further, the
coalition does not include a number of countries with rapidly-growing biotechnology sectors, such as China and India.

The United States requires export licenses for pathogens and toxins on the Commerce Control List (CCL) though Export

Administration Regulations (EAR) and for pathogens and toxins controlled by the International Traffic in Arms Regulations
(ITAR) under Category XIV of the US Munitions List (USML). Given the need to protect U.S. industry as well as bureaucratic
difficulties, these lists are slow to change, and many other countries do not have particularly stringent export regulations.

National
Biosecurity System

The United States has a legal certification regime, granting individuals access to work with biological select agents and toxins
(BSAT). The select agent rules affect: people, places, and agents. The institution must register with HHS Centers for Disease
Control and Prevention (CDC) or the USDA Animal and Plant Health Inspection Service (APHIS). Individuals with access to
BSAT must undergo a security risk assessment (SRA) performed by the FBI every three years. In order for individuals to be
approved, they must be affiliated with an institution and a Principal Investigator who has registered with the CDC or APHIS.
Required documentation includes background checks, security plans, laboratory inspections, and inventories. “Restricted
persons,” as defined in the USA PATRIOT Act, are prohibited from working with BSAT. The U.S. recently increased the amount
of protections required to work with 11 agents of particular concern. These laws are criticized by some for damaging the
competitiveness of U.S. industry and limiting the ability of the Armed Forces, particularly the Army, to engage in cooperative
public health research abroad.

A number of other countries have similar regimes. Canada has a legal licensing regime, which authorizes research ventures
involving pathogens of concern. Israel provides legal authorization to institutions that possess disease-causing biological
agents, which have institutional committees to oversee research. Denmark has a licensing and inspection procedure that
permits research institutions, pharmaceutical companies, and hospital labs, to work with certain biological agents and
dual-use components. Not all national biosecurity systems are select agent-based, however. China, for example, has a tiered,
biosafety/containment-focused legal accreditation regime for work in government-funded labs with various pathogens. A
large segment of Chinese biosciences — including private industry and hospitals — are not covered by these regulations.

Monitoring and
Interdiction

The Proliferation Security Initiative (PSI) is a global effort to stop trafficking of WMD. A coalition of more than 90 countries
has committed to strengthening national interdiction capabilities and international information sharing. Although this
framework could be used to interdict bioweapons components in theory, in practice its focus is almost entirely nuclear.
China, for example, does not participate.
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Facility operations based initiatives

Tools

Ongoing Efforts

Consolidation

The Cooperative Threat Reduction (CTR) program, designed to secure WMD in the former Soviet Union (FSU), has shifted
its focus gradually from fissile materials towards biosecurity. The DoD’s Cooperative Biological Engagement Program (CBEP-
formerly Biological Threat Reduction Program, or BTRP) was projected to receive over half of Congressionally-allocated CTR
funding in FY 2012, or nearly $260 million.

One CBEP initiative continues CTR’s emphasis on consolidation, or working to destroy or secure especially dangerous
pathogens (EDPs) at their source. These efforts typically involve investment in costly facilities and capabilities, and are
only feasible in countries with relatively small life science sectors. Given the global nature of the biological threat, these
initiatives may prove difficult to sustain or replicate, as funding outlays may decline over time.

The development of codes of conduct spurs valuable discussions, but it’s unclear whether these insights percolate down to
the laboratories where they need to be heard. The discussions are the true strength of this approach, since raising aware-
ness is crucial, but the documents themselves have no enforcement authority and tend to be vague. Specific examples of
such efforts include:

o The Royal Netherlands Academy of Arts and Sciences (KNAW) has published a code of conduct that seeks to
inform and guide individual institutions. It is unclear if this model has been replicated in other countries, or seri-
ously enforced by facilities located in the Netherlands.

o The National Science Advisory Board on Biosecurity (NSABB), a federal advisory committee that consists of
members from a broad array of professional communities, released a report on considerations for developing
and disseminating a code of conduct for dual use research.

o  The InterAcademy Panel (IAP) convened National Academies from various countries to produce a statement
outlining guidelines for codes of conduct. This statement and the discussions that produced it are unique in that
they include representatives from countries with emerging bioscience sectors, including China and India.

Professionals

Biorisk
ggansge;went ° Standards provide more specific guidance than codes of conduct, facilitating implementation of biosecurity practices.
andards However, there exist no acknowledged global standards, and existing documents cover only a portion of biosecurity
topics—excluding, for instance, dual use research. Examples include:
o  The Office of Safety, Health, and Environment (OSHE) at the U.S. Centers for Disease Control and Prevention
(CDC) periodically updates two publications containing biosafety guidelines: Biosafety in Microbiological and
Medical Laboratories (BMBL) and Primary Containment for Biohazards: Selection, Installation, and Use of
Biosafety Cabinets. CDC hosts biennial international symposia on biosafety to promote these guidelines abroad.
o  The World Health Organization (WHO) published its most recent (third edition) Laboratory Biosafety Manual in
2004 and extended these principles into biosecurity guidelines in its Laboratory Biosecurity Guidance, published
in September 2006. In 2010, it published an integrative guidance on research excellence, ethics, and laboratory
biosafety and biosecurity, Responsible Life Sciences Research for Global Health Security. These guidance
documents have no regulatory authority, but are intended to catalyze development of codes of practice.
o  The European Committee for Standardisation (CEN) created a standards document outlining the components
of a biorisk management system in CEN Workshop Agreement (CWA) 15793:2008. This code was designed
with the involvement of key stakeholders, including non-European representatives. However, CWA 15793 is
frequently understood as a European standard; it has not secured the buy-in required of global standards.

. Biosafety associations are widely dispersed, which means that the biosafety community extends to some unexpected
corners of the world, including for example Bangladesh and Morocco. Further, this community is fairly active, particularly in
the United States and Europe. The major difficulties are generating that degree of activity in other parts of the world and,
more importantly, ensuring that biosafety becomes an important component of the day-to-day operations of laboratories
in places where biosafety associations are active. Examples of biosafety associations include:

o  The International Federation of Biosafety Associations coordinates and assists the efforts of other BSAs, with an
Training of emphasis on public and animal health.

o The American Biological Safety Association, which holds an annual conference and gives credentials to trained
professionals.

o  The Asia-Pacific Biosafety Association hosts conferences for biosafety professionals in the region.

o  The European Biological Safety Association hosts conferences in addition to lobbying on behalf of its members.
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Science and knowledge based initiatives

Tools

Ongoing Efforts

Technology
Transfer / Ca-
pacity Building

DoD’s Cooperative Biological Engagement Program (CBEP) and the State Department’s Biosecurity Engagement Program
(BEP) engage scientists to support safe, secure, and ethical work in the life sciences. Specific outreach is limited to a fairly
small number of international partners. Sponsorship of events and attendance of individuals, while broader in reach, may be
shallower in effect.

The Global Partnership Against the Spread of Weapons and Materials of Mass Destruction (GP), pursued in the context of
the G8, coordinates global bio-engagement and facilitates other countries’ international biosecurity assistance, including
outreach programs. Broadening international biosecurity efforts to include the international community could improve the
sustainability of these programs—distributing the high cost among an increasing number of players.

The Federal Bureau of Investigation (FBI) Biological Countermeasures Unit (BCU) performs outreach to scientific communi-
ties to improve their security sensitivity and receive advice on emerging threats. These efforts include Regional FBI Academic
Biosecurity Workshops at colleges and universities; funding the International Genetically Engineered Machine (iGEM) Com-
petition; the Synthetic Biology Tripwire Initiative, which facilitates reporting of suspicious requests and mitigating risks for
abuse; and outreach to Do-It-Yourself Biology (DIYbio). The FBI has WMD coordinators at each of its 56 FBI Field Offices who
specialize in chemical, biological, radiological, and nuclear (CBRN) threats and incidents. It has shared best practices with
other governments, including Canada and EU members such as Denmark and Germany.

Education efforts are numerous and diverse. They have achieved many important successes, but lack of awareness is so
widespread that they are reaching their limit in the absence of further top-down support. Examples include NSABB out-
reach and education, an annual biosecurity meeting at the Biotechnology Industry Organization (BIO) sponsored by DHHS,
biosecurity courses offered at universities (such as the University of Bradford), and dual-use education workshops run by the
National Academy of Sciences.

Disease
Surveillance

The CBEP funds the development of partner capacity to develop and sustain effective disease surveillance systems. These
systems have great public and animal health benefit and may prove useful for responding to natural and man-made out-
breaks, but play a limited role in bio threat prevention.

Some GP assistance facilitates implementation of the World Health Organization (WHO) International Health Regulations
(IHR). The IHR are designed to improve national, regional, and global public health security, with an emphasis on disease
surveillance and response capabilities. They are legally binding on and should be implemented by the 194 State Parties to
the IHR. The WHO recently launched an IHR implementation course to facilitate adherence. However, despite these efforts,
many countries failed to meet the June 2012 implementation deadline and, given limited resources, competing priorities,
and political challenges, enforcement is likely to remain difficult.

The Centers for Disease Control and Prevention (CDC) offers the Field Epidemiology Training Program (FETP) and the Field
Epidemiology and Laboratory Training Program (FELTP). These are two-year training programs that seek to help foreign coun-
tries develop, set up, and implement dynamic public health strategies to improve and strengthen their public health system
and infrastructure. These initiatives are focused on public health, not furthering bio threat prevention.

Technical
Constraints

The Defense Advanced Research Projects Agency’s (DARPA’s) Chronicle of Lineage Indicative of Origins (CLIO) funds a Gene
Guards thrust area. This thrust area seeks approaches and methodologies to increase the safety of research involving dan-
gerous pathogens and provide secure access to products of proprietary microorganisms used in biomanufacture. This objec-
tive would be achieved through the direct modification of the microorganism, with the goal of preventing genetic manipula-
tion to enhance pathogen virulence. DARPA has led the development of many advanced technologies and, although Gene
Guard is in its early phases, this venture has great potential. If developed, a second challenge would be effectively bringing
this technology to market.

Industry
Standards

The International Association of Synthetic Biology (IASB) and International Gene Synthesis Consortium (IGSC) have devel-
oped protocols for screening sales of gene sequences. Screening attempts to determine whether the gene segments ordered
by an individual could be used in combination to make dangerous pathogens. These groups cover at least 80 percent of

the market for gene segments—an impressive accomplishment, although it would not be difficult to buy from the other 20
percent.

The United States Department of Health and Human Services (HHS) has issued “Screening Framework Guidance for Provid-
ers of Synthetic Double-Stranded DNA.” This non-binding guidance includes customer screening (to establish the legitimacy
of customers ordering synthetic dsDNA sequences), sequence screening (to identify when “sequences of concern” are
ordered), and follow-up screening (to confirm that end-users are acting legitimately and within their authority). Guidance
has both lower industry costs and greater flexibility than regulation—many think it should be the preferred approach to
emerging technologies. Some have criticized this particular guidance for relying too much on automated review.

The NIH “Guidelines for Research Involving Recombinant DNA Molecules,” created by the Recombinant DNA Advisory
Committee (RAC), are research standards dating from the Asilomar Conference of 1975. They form the basis of the Institu-
tional Biosafety Committee (IBC) system, which is employed to oversee recombinant DNA research by all federal research
institutions and all other research institutions receiving support from NIH. These guidelines are periodically updated—most
recently in October 2011.

Dual Use Over-
sight

The United States Government (USG) recently released “United States Government Policy for Oversight of Life Sciences Dual
Use Research of Concern” (or DURC). This policy requires federal funders to identify DURC and pursue a risk-mitigation plan
that can include modifying research design or conduct, regularly reviewing research findings, or classification of research.
This policy is significant since it applies to all federal agencies that fund life sciences research. Further implementation
remains to come, however, potentially in the form of common compliance standards across agencies or requirements for
researchers.
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Appendix I1

Roundtables

he following is a list of individuals who participated in at least one of the three round-

table discussions that generated this report. Although their contributions helped to
shape an understanding of these complex issues, the views contained in this report are the
authors’ alone, and should not be understood to represent those of any individual listed
below. The authors, though, want to express their gratitude to these individuals for their
insights, suggestions, kindness, and work to strengthen bio threat prevention and hence
international safety and security.
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