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EXECUTIVE SUMMARY

The Department of Defense’s (DoD’s) mission to protect the nation necessitates its leaders’ con-
cern about the military’s readiness for a vast and expanding range of missions. These concerns are
heightened in the midst of two ongoing campaigns in Iraq and Afghanistan and within the context
of a world that is increasingly complex. To their credit, DoD leaders continue to seek insight from
both inside and outside the department about areas of potential vulnerability; this study is one
such effort.

In Fall 2009, the Office of the Under Secretary of Defense for Personnel and Readiness (OUSD
(P&R)) asked CSIS to undertake a six-month assessment of DoD vulnerabilities to events that
might occur in the next 5 to 10 years. As described more fully below, the study team employed a
three-step approach to meet this charter: (1) identify possible areas of surprise;' (2) estimate the
types of military capabilities addressing such surprises might require; and (3) compare those de-
mands to DoD’s current capabilities to identify potential gaps. The report concludes with a broad
discussion of those gaps and some considerations for DoD leaders going forward as they seek to
address them.

As its conceptual starting point, the CSIS study team took the basic framework DoD uses in
its “Trends and Shocks” process. Begun in 2006 in the Office of the Under Secretary of Defense for
Policy (OUSD (P)), Trends and Shocks is essentially a horizon-scanning exercise that examines
broad global trends (e.g., economics, demographics, and technological advances) and then seeks
to identify the defense implications of shocks that might arise within a given trend or as multiple
trends converge. Because organizations are frequently prone to bias (both conscious and uncon-
scious), however, the study team began its effort with an independent assessment of potential
near- to mid-term threats and challenges, as well as the broader trends underlying them.

This survey, drawn from a wide range of literature and interactions with experts, revealed
dozens of postulated threats, described at varying levels of specificity. The study team synthesized
these threats into broad categories and then applied three criteria to further refine a subset to be
examined in greater depth. The first criterion was difference, or the degree to which the threats
departed from those the subject matter experts involved in the study deemed already firmly en-
sconced in DoD planning processes. The second criterion was pervasiveness, or threats that were
identified as significant by multiple experts. The third criterion was increasing likelihood. When
the team examined the trends shaping the evolution of various threats, priority was given to the
challenges that strategic drivers indicate are becoming more probable and thus worthy of addi-

1. As is explained more fully in chapter 1, the term “surprise” is used throughout this study to mean
unanticipated events that are generally consistent with broader trends in governance, economics, demo-
graphics, etc. “Shocks,” on the other hand, is used to describe events that result in major discontinuities
along a trend line—for example, a major financial crisis that puts economic growth projections on a funda-
mentally different trajectory than had been expected.
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tional attention. Application of these three filters resulted in six broad threat categories: (1) state
collapse; (2) large-scale chemical, biological, radiological, or nuclear (CBRN) events, either within
or outside the United States; (3) technological surprises; (4) unrestricted (i.e., primarily non-
military) warfare; (5) cyber attacks; and (6) conflicts over increasingly scarce natural resources.
These categories are not necessarily mutually exclusive. For example, while some experts envi-
sioned military operations solely aimed at restoring order in a collapsed state, others foresaw DoD
conducting such missions in a state that had suffered a chemical attack or that was experiencing
widespread internal conflict over water supplies. Because each area reflects threats that have not
been DoD’s principal focus and are also becoming more likely, they represent potential surprises
to the department worthy of further examination.

Within the six categories of potential surprise, the study team sought to identify areas where
DoD might improve its readiness posture. This required envisioning, with some degree of fidelity,
how specific missions might unfold. Using existing scholarship as a foundation, the team devel-
oped six representative scenarios, each incorporating one or more threat categories, as a means to
identify capabilities DoD might require to successfully address potential surprises.

The scenarios were a necessary step to ground projections of potential DoD needs. The team
was mindful, however, that positing the evolution of future conflicts inevitably involves some
risk of implausibility that could undermine the overall credibility of the resulting analysis. Thus,
the team sought to strike a difficult balance. On the one hand, the scenarios had to be detailed
enough to support basic judgments about associated military needs. On the other, they had to be
sufficiently general to avoid features that might strike experts as improbable and distract from the
principal intent. Finding this “sweet spot” is an impossible task and one that the study team does
not purport to have attained within any given scenario. The scenarios are sufficiently varied and
realistic, however, that the resulting capability requirements are robust in the aggregate.

The team thus relied on the scenarios as a basis for framing the various capabilities DoD
might demand for a range of surprises. Estimating the supply of those capabilities required
detailed subject matter expertise and access to a variety of information sources not universally
available to the public. Therefore, the CSIS team sought information about DoD’s current capabil-
ity levels from the study’s sponsor. Using input from experts in each of the four military services,
OUSD (P&R) provided an independent assessment of DoD’s capabilities across a range of military
missions that might be conducted in a variety of different physical environments (e.g., in space or
in mountainous terrain). The study team then took these judgments about the “supply” of various
capabilities and compared them to the “demands” suggested by the scenarios.

This comparison led to the identification of seven gaps in which DoD’s current or planned
capabilities may not be sufficient to address challenges that appear to be well within the realm
of possibility in the next 5 to 10 years. The underlying trends suggest that these challenges are
becoming increasingly likely, though to what degree is difficult to predict. Given this uncertainty,
the study team prioritized the gaps relative to their probable consequences. Greatest concern was
given to enemy actions that would likely produce large numbers of casualties. Second and tertiary
priorities were given to actions that might result in widespread civil disruption or interference
with the conduct of military operations. This logic produced the following list of capability gaps:

1. Insufficient ability to operate in contaminated environments;

2. Insufficient capacity to conduct computer network operations;
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Inability to adequately anticipate or respond to attacks in space;
Shortfalls in the intelligence workforce;
Inability to achieve spectrum control;

Inability to definitively attribute enemy actions; and

N W

Inadequate legal frameworks.

Not surprisingly given an increasingly interconnected world, none of these gaps represents
challenges unique to the Defense Department. Nor is DoD likely to be solely responsible for (or
even necessarily the lead agency in) addressing each of them. For many of the gaps, the most
valuable capability improvements could likely be made by other elements of the U.S. government
(USG). However, there are steps that DoD could consider that might further improve its capabili-
ties in each area. These include updating personnel authorities, leveraging high-level games and
exercises, relying more heavily on strategies aimed at redundancy in the space and cyber realms,
continuing to encourage widespread collaboration by intelligence analysts, and ensuring organiza-
tional structures remain aligned with rapidly evolving warfighting environments.

Surprise is inevitable; perhaps even more so in a political and bureaucratic system designed to
guard against decisive, far-reaching actions. And while the future cannot be known, policymakers
must make some assumptions about its course in order to guide their actions and allocate resourc-
es. Deliberate attempts to understand areas of potential vulnerability can significantly improve
the information available to those policymakers, and the purposeful inclusion of “outsiders” as a
hedge against conscious and unconscious biases is likely to even further enhance the result. This
study aims to contribute to this objective. Its findings seek to shore up DoD’s capacity to shape or
respond to potential surprises, thus enhancing the department’s readiness for the future.

MAREN LEED, HILARY PRICE, AND TARA MURPHY | Vi






.l INTRODUCTION

As Danish physicist Niels Bohr reportedly said, prediction is very difficult, especially if it's about
the future. Unfortunately, difficulty does not relieve policymakers of the task of taking daily deci-
sions that are based, both implicitly and explicitly, on assumptions about how events will unfold.
While there are countless methods used in both the private and public sectors that seek to better
frame those decisions, one that the Department of Defense (DoD) has recently adopted involves a
more deliberate review of strategic trends and the potential shocks that might affect those trends.
Thus far, DoD’s analytic process known as “Trends and Shocks” has provided useful insights into
the defense implications of events that could have a sudden and disruptive impact on U.S. na-
tional security priorities, up to and including those events examined as part of the 2010 Quadren-
nial Defense Review (QDR). This study is an effort to complement and expand upon that work,
focused on identifying potential areas of particular vulnerability where DoD’s readiness might be
enhanced.

Even a cursory review of many strategic trends clearly demonstrates that the potential for
surprise is real and growing, increasing the premium on developing robust approaches to manag-
ing the associated risk. The amount of scholarship, reflection, and formal documentation on future
threats to global and U.S. national security is prodigious. Feasibility constraints forced the CSIS
study team' to make a number of decisions about this study’s scope. Two are particularly worthy
of note. First, the study focuses on events that may occur within the next 5 to 10 years. This period
extends beyond the near future that tends to dominate policy debates, but it is still within the time
frame covered by DoD resourcing processes. Second, our approach required some assessment of
DoD’s actual level of preparedness across a wide-ranging set of defense capabilities. The CSIS team
lacked the resources to conduct such an assessment on our own; instead, our sponsor (the Office
of the Under Secretary of Defense for Personnel and Readiness Division [OUSD(P&R)]) provided
that assessment. We took those judgments at face value.

Study Methodology

The fundamental aim of this study—to identify currently unforeseen or underappreciated events
that could have a sudden and disruptive impact on U.S. national security—Iled the study team

to focus on challenges that, for political, bureaucratic, cultural, or other reasons, have tradition-
ally been underemphasized within DoD’s normal planning processes. We relied on three primary
information sources to inform this alternative view: a far-reaching literature review, an expert
workshop, and a series of in-depth interviews.

1. Members of the team include Maren Leed, Clark Murdock, Hilary Price, Tara Murphy, Nathan
Freier, David Sokolow, Becca Smith, and Meg Giles.



Initially, the study team conducted an extensive review of the business, economic, scientific,
social science, and other literature addressing the prominent features of the future global environ-
ment. This review covered over 100 official government documents, books, articles, and mono-
graphs (see the bibliography in Appendix A for the full list of works included). In January 2010,
shortly after the literature review and preliminary analysis were completed, the study team held a
workshop with defense and planning experts. The primary purposes of the workshop were to vet
the initial findings from the literature review and to refine the study methodology. Throughout the
project, the CSIS study team held informal consultations with former senior national security of-
ficials, including Harold Brown, former secretary of defense; Zbigniew Brzezinski, former national
security adviser; and Brent Scowcroft, former national security adviser. The team also relied on
input from the 2009-2010 CSIS military fellows and military officers assigned to U.S. Joint Forces
Command and U.S. Northern Command.

Drawing primarily from the literature review in the first phase of the analysis, the CSIS team
derived broad categories of potential threats that the United States might face in the next decade;
these were later refined into more specific military missions. The team also identified features of
possible military operating environments that would have a substantial impact on the types of
capabilities DoD might require (in terms of materiel, people, or authorities).

During the second phase of the project, the team further developed the missions and en-
vironmental features into scenarios in an effort to hone in more directly on specific capability
needs. The scenarios represent a range of potential circumstances that highlight particular areas
of possible vulnerability to DoD. In some cases this vulnerability may be the result of a deliberate
decision about where to accept risk; in others it may reflect undervaluation or lack of appreciation
of the risks involved.

The final phase of the analysis involved identifying the capabilities the Defense Department
would require across the scenarios, which, when compared to DoD’s assessment of what it in fact
possesses, resulted in the identification of several critical gaps. The team then developed options
for DoD to consider that might further enhance its readiness posture relative to those gaps.

The remainder of this report proceeds in three chapters. Chapter 1 summarizes the main
threats or potential surprises identified from the literature and expert discussions; describes
the scenarios developed to reflect those surprises; and examines the main trends driving them.
Chapter 2 compares the military requirements from the scenarios to OUSD (P&R)’s estimation of
DoD’s capabilities on hand and derives the associated capability gaps. Chapter 3 discusses ongoing
efforts within DoD that relate to the gap areas and offers suggestions that might further enhance
the department’s readiness in key capability areas.
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anRENDS AND SURPRISES

The literature review, augmented by interviews and a roundtable with numerous experts, was the
initial step in our analysis. The first section of this chapter describes the overarching themes and
categories of potential surprises that emerged from that effort. The second section lays out the sce-
narios the study team developed based on those surprises. The last section provides an overview of
the main strategic drivers behind them.

Summary of Trends and Surprises

The key objective of this study was to conduct an independent assessment of potential shocks or
surprises, in order to present an additional and potentially contrasting view to ongoing processes
within the U.S. government (USG). Our initial starting point was a comprehensive survey of the
relevant literature, deliberately focused on areas that might normally fall outside of a defense-
focused effort. The review was intended to help us better understand how different disciplines are
viewing key trends and possible shocks, as well as to help us identify potential areas of surprise
that could have implications for DoD. In this way, we sought to give equal or even greater atten-
tion to those security challenges considered nontraditional but that might place very real and
significant future demands on the Defense Department. Therefore, in addition to surveying USG
and DoD documents, our review spanned the worlds of business, natural science, and technology,
as well as the work of a number of leading strategic thinkers and futurists. In order to ensure we
had a firm understanding of how the broader national security and defense communities also view
the same issues, we reviewed numerous key U.S. strategic documents, to include recent National
Security, National Defense, and National Military Strategies; the National Intelligence Council’s
Global Trends studies; the 2001, 2006, and 2010 Quadrennial Defense Reviews; and the 2008 Joint
Operating Environment. Our review also included multiple government-sponsored outside
analyses, some of which were explicitly designed to seek international perspectives on these issues.

One general observation that emerged from our literature review was that there is far greater
commonality in the trends and surprises across a wide range of disciplines than the study team
had anticipated. There are a number of potential explanations for this finding. One is that, despite
its complexity, there truly is a broad-based general consensus about the future. A second possibil-
ity is that this consensus results from some sort of collective “failure of imagination” or “group-
think” that could be caused by editorial or cultural bias or some other subconscious filter.

Secondly, as a general characterization, most of the materials we examined fell into one of two
broad categories. Either they are relatively high-level or general discussions of one or more trends,
or they are relatively narrowly focused on concrete manifestations of a given problem set as it re-
lates to the military or DoD specifically. Few works we read spanned the full conceptual spectrum
from trends to a range of potential outcomes and/or shocks or surprises and then to a defense-



relevant end. This suggests that there may be room for additional future analysis to help amplify
the “middle ground” between one or more trends and concrete DoD implications.

Main Strategic Drivers in the Literature

Based on our analysis, four strategic drivers or trends are most directly salient to the missions
DoD might be expected to conduct over the next 5 to 10 years. They are demographics, econom-
ics, governance, and science and technology. Each is briefly summarized below.

Demographics

The broad trends in birth rates, population age, and migration are inextricably intertwined with
other key strategic drivers, particularly economics. Broadly speaking, the future portends a contin-
ued shift in population density and youth from the developed to the developing world.! According
to December 2009 U.S. Census figures, virtually all population growth over the next 15 to 20 years
is expected to occur in Asia, Africa, and Latin America, with India maintaining the lead.> Many

of these regions already suffer from shortages in clean water and other basic resources, and these
strains will likely increase.

Social welfare systems are also projected to come under increasing strain, both in developing
states with much larger populations to support and in most Western, developed nations whose
populations are projected to age significantly.’ Migration patterns, which typically mirror econom-
ic opportunity, are expected to continue to exhibit a shift from rural to urban areas. Internation-
ally, increasing economic opportunities in the developing world may result in fewer migrants to
the West and more south-to-south movement. Youth bulges in many Middle Eastern countries, if
not coupled with economic opportunities, may increase the impetus for migration.

Economics

While economic fortunes seem most vulnerable to permutation, most experts project an eastward
shift in economic might over the next 15 to 20 years. Bolstered by an expanding middle class,
China and India are expected to play increasingly dominant roles. Capitalizing on rising youth
populations will require developing nations to invest in education and workforce development;*
if they do, significant long-term growth could result. Even so, almost two-thirds of the world is
projected to remain in poverty two decades hence.

At the national level, state control of businesses and assets is experiencing a global resurgence

1. Jack Goldstone, “The New Population Bomb: The Four Megatrends That Will Change the World,”
Foreign Affairs 89, no. 1 (2010).

2. National Intelligence Council, Global Trends 2025: A Transformed World (Washington, D.C.: U.S.
Government Printing Office, 2008), vii, 19, http://www.dni.gov/nic/NIC_2025_project.html.

3. Populations are aging in virtually every country—though very gradually in youth bulge countries—
but North America and Europe are expected to maintain the highest percentages of persons aged 65+ in
2030. See Table 2-5 and Figure 2-25 in Wan He, Manisha Sengupta, Victoria A. Velkoff, and Kimberly A.
DeBarros, U.S. Bureau of the Census, 65+ in the United States: 2005, Current Population Reports (Washing-
ton, D.C.: U.S. Government Printing Office, 2005), 23-209, http://www.census.gov/prod/2006pubs/p23-209.
pdf.

4. National Intelligence Council, Global Trends 2025, 64.
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in the form of state capitalism.” In the next two decades, states are expected to continue hybrid
market policies to benefit national welfare and state (or ruling party) finances. China and other
wealthy, energy-rich states, such as Russia, are using sovereign wealth funds to finance domestic
and foreign investment. The ability of these nations to continue to exercise economic leverage,
although subject to some variation in price, is likely to persist as current alternative energy tech-
nologies are insufficiently mature to supplant fossil fuels in the near term.S It remains possible that
an alternative source, such as solar power or shale gas, could emerge more quickly. Most experts,
however, believe fossil fuels will remain the dominant energy source for at least the next 15 years.
Unless such a breakthrough dramatically reduces U.S. exposure to international energy markets,
the United States is increasingly likely to face adversaries able, through economic influence and
might, to effectively undermine U.S. military advantages.

Governance

As the world has become more connected, the declining salience of the state has become a much-
noted casualty. Expanding power for individuals and groups has come at the expense of the state
and, in turn, the international system built upon a state construct. The degree to which national
structures are challenged varies from state to state, but at least one clear implication for U.S. armed
forces is the challenge of dealing with power sources outside of existing legal and organizational
mechanisms. The multiplicity of players, many with separate objectives and values, vastly compli-
cates almost every military mission. The same is true for the U.S. government as a whole, which
must confront expanding sources of conflict with an architecture designed for a much more
simplistic era. Outdated legal and political structures, both nationally and globally, are particularly
problematic for Western nations grounded in law and federalism.

Science and Technology

Trends in science and technology continue to reflect the double-edged sword of opportunity and
vulnerability. Advances in information technology (IT) and communications, space, and medi-
cine are perhaps most directly relevant to national security, though in different ways. The United
States has been able to exploit the advantages of IT and space capabilities for decades, but as those
technologies have become more powerful, less expensive, and more accessible, the United States’
relative advantage has decreased. At the same time, many U.S. military capabilities are increasingly
reliant on these technologies, resulting in greater vulnerability. Recent years have also seen the
development of numerous medical advances that have the potential to positively affect workforce
productivity and life expectancy. The potential social and military implications are profound, but
whether societies fully embrace them and the challenges they pose socially and ethically may serve
as the most significant determinant of their ultimate impact.

As an example of the potential impacts of technology, one of the most influential vehicles for
this trend in the next two decades will likely be the smartphone and the technology that builds
on it. American Heritage’s Invention & Technology magazine calls camera phones “the world’s

5. Tan Bremmer, “State Capitalism Comes of Age: The End of the Free Market?” Foreign Affairs 88, no. 3
(2009): 40-45.
6. National Intelligence Council, Global Trends 2025, 44.
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best-selling gadgets” and “the most ubiquitous device in history.”” Smartphones with photo and
video capability are likely to remain popular for the foreseeable future, in the developed world and
increasingly in the developing world as well. The political, economic, cultural, and military im-
plications of these types of technologies will be dramatic. Amateur cell-phone photos and videos
have made headlines in recent years, capturing events such as the hanging of Saddam Hussein,
the shootings at Virginia Tech,® and the post-2009 election riots in Iran. Camera-phone technol-
ogy has converged with social-networking and video-sharing Web sites to create a powerful new
communication tool accessible even to individuals in more repressive societies. The inclusion of
global positioning system (GPS) technology in personal devices has added yet another dimension
to this phenomenon.” On the positive side, the devices increase the U.S. military’s ability to protect
and rescue. They may also offer an avenue to target enemies more accurately. And over the long
term, they may assist repressed societies toward more open systems of government. On the negative
side, analysts and policymakers will be ever more challenged to identify enemies amidst the chatter,
protect sensitive information, and disseminate official explanations of U.S. actions and intentions.

Trend Summary

The brief descriptions above capture a small portion of vast literature on the strategic drivers,
whose encompassed trends are shaping the future. All are subject to variation, some of which
could be extreme. For example, while birthrates suggest a future age profile, illness, natural disas-
ter, or war can dramatically alter those projections. Despite this uncertainty, the trends are typi-
cally characterized more by constancy than disruption. We therefore grounded our assessments of
potential surprise in a review of the trends that have the most direct impact on the likely missions
for U.S. military forces over the next decade.

Surprises in the Literature

While some experts address both trends and more specific threats that might emanate from them,
many sources focus on one or the other. There is substantial discussion of potential threats fac-

ing the United States and the international community throughout the literature, ranging from

the very broad to the specific. Upon further examination, the team observed that almost all of the
potential events that authors and experts described were cast as surprises rather than shocks. The
distinction is somewhat artificial, but the two terms as used here represent concepts that do dif-
fer—and that ultimately describe one of the important parameters of this study. Because most of
what we gleaned from our research related to surprise, we focused the remainder of our analysis in
that area and did not further examine potential shocks.

To clarify, shocks and surprises both refer to unforeseen events.' The fundamental difference
is that surprises are events that are generally consistent with current trends, while shocks represent

7. Stewart Wolpin, “The Decade’s Top 10 Trends,” Invention & Technology 24, no. 4 (Winter 2010): 19,
http://www.americanheritage.com/articles/magazine/it/2010/4/2010_4_16.shtml.

8. Ibid,, 19.

9. Ibid., 27.

10. In a recent report, the Defense Science Board further delineates surprises into two types: “known
surprises,” or events that are anticipated but which, for a variety of reasons, decisionmakers have chosen
not to address; and “surprising surprises,” or those events that are truly unexpected. Office of the Under
Secretary of Defense for Acquisition, Technology, and Logistics, Capability Surprise: Volume 1: Main Report,
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major departures from or breaks in those projections. As a general rule, the two tend to be de-
scribed at different levels of abstraction. Surprises, because they are posited within the broad stra-
tegic framework that already exists, are more readily amenable to detailed descriptions and require
fewer flights of imagination. Shocks, on the other hand, manifest themselves as events with such
impact that the slope of a given trend line or lines is altered, requiring greater conceptual open-
ness. Taking the global financial crisis as a recent example, conventional wisdom failed to envision
a shock so widespread and dramatic that it would result in significantly lower growth projections
for most of the world’s economies.

This is just one illustration of how difficult it is to hypothesize about potential shocks in a way
that generates broad acceptance. While most people could likely accept the possibility of addi-
tional terrorist attacks in the United States (a surprise that would be consistent with a number of
observable and broadly appreciated trends), fewer are likely to see as probable, for example, the
widespread introduction of a nanotechnology that results in significantly longer life expectancy
and the concomitant effects it might have on social and economic structures (shocks). To the ex-
tent that shocks are imagined, most find it easier to conceive of and discuss them (e.g., a large drop
in birthrates or a diplomatic breakdown that results in the implosion of the United Nations) absent
a narrative that explains how they emerge. Because this study was shaped by the literature and ex-
pert views, and those inputs largely reflected surprises rather than shocks, the analysis that follows
shares that same focus. The attention to surprise is not an indication that DoD can or should pay
less attention to potential shocks; to the contrary, it may in fact suggest that a detailed investiga-
tion of shocks could produce a number of insights obscured by much of the existing literature on
this subject. DoD must ultimately concern itself with both surprise and shock; unfortunately, time
did not permit an examination of both as part of this effort.

Within the range of events that we did consider, numerous categories of potential surprises
emerged. Given the short duration of this study, however, we could not consider them all. The
study team thus decided to focus on those threats that met three conditions. The first criterion
was difference, or the degree to which the threats being studied depart from those already firmly
ensconced in DoD planning processes. Not surprisingly, there were a substantial number that
dealt with the poles of the current defense debate about the appropriate balance between major
conventional conflicts and counterinsurgency (or irregular warfare). Because both poles are the
subject of such intense scrutiny and analysis within DoD, the study team determined that the
marginal impact of additional recommendations in these areas was likely to be low. Therefore, we
did not include them going forward in the analysis. The same logic applied to terrorism; while it
clearly remains a threat and DoD can likely take some steps to improve its readiness to prevent
or respond to terrorist events, the topic already enjoys significant attention, and the impact of ad-
ditional recommendations here was deemed likely to be limited.

The next filter we applied was pervasiveness. While there were some interesting potential chal-
lenges raised by just one or two authors, most involved scenarios that were likely to fall outside of
our 5- to 10-year time frame or were judged to be so radical that decisionmakers would find them
difficult to address. Therefore, the team further limited the types of threats under consideration
to those that were mentioned, though possibly in widely varying forms, by multiple authors or
experts. The majority fell into six broad categories: state collapse; large-scale chemical, biological,

Report of the Defense Science Board 2008 Summer Study (Washington, D.C.: Defense Science Board, Sep-
tember 2009), http://www.acq.osd.mil/dsb/reports/ ADA506396.pdf.
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radiological, or nuclear (CBRN) events (either within or outside the United States); the introduc-
tion of new, unanticipated technologies; unrestricted (i.e., primarily nonmilitary) warfare; cyber
attacks; and conflicts over increasingly scarce natural resources. These categories are not mutually
exclusive; authors and experts frequently foresaw combinations (e.g., cyber attacks against the
financial system as part of an unrestricted warfare campaign, or technological innovations used in
a campaign initiated because of conflicts over rare minerals). However, because in theory each of
these threats could be manifest in a “pure” form, the team categorized them individually.

There were a few other types of threats that also were raised repeatedly. However, based on an
examination of the principal drivers behind various types of threats, the team determined that the
six categories above were both the most pressing for DoD and the most likely over the next 5 to
10 years. These six types of surprises, therefore, became the basis for the subsequent phases of our
analysis.

Illustrative Scenarios

After identifying the areas of potential surprise, the team then faced the challenge of translating
the threats into implied requirements for DoD. This necessitated describing each threat area in
sufficient detail to allow the study team to identify the capabilities a DoD response would re-
quire. Of course, every mission is different and DoD’s role is dynamic, shaped by factors ranging
from domestic and international political climates to available lines of communication to enemy
behavior and capabilities, all of which also evolve over time. That said, estimates of requirements
must be grounded in some approximation of realistic circumstances, which are described in each
particular scenario. The study team thus developed six scenarios encompassing the threat catego-
ries above.

Positing the evolution of future conflicts inevitably involves some risk of implausibility that
could undermine the overall credibility of the resulting analysis. Therefore, we sought to strike a
difficult balance between providing enough detail to support basic judgments about associated
military needs and making them sufficiently general to avoid features that might strike experts as
improbable and distract from the principal intent. Finding this “sweet spot” is an impossible task
and one that we do not purport to have tackled successfully in any given scenario. The study team
believes, however, that the capability requirements resulting from the scenarios are at a minimum
robust in the aggregate.

The scenarios are not intended to be definitive or exhaustive; instead, they are representative
of a number of different types of missions and/or circumstances that have been postulated as prob-
able over the next decade and that highlight areas that appear to be underemphasized or oversim-
plified in traditional defense planning. Basic themes guiding scenario content, and in some cases
more detailed specifics, were drawn from the literature review and interviews. For example, many
experts raised the possibility of a technological surprise; judgments may differ about the likeli-
hood of the specific surprise incorporated into the scenario (or the country that develops the cited
technology), but the probability of a surprise of some nature remains high and—given techno-
logical advances, increased information sharing, and economic trends—may be on the rise." The
scenarios do not include specific information about locations or particular actors. Such details

11. Many experts focus on particular types of technology when discussing the possibility of surprise.
This perspective tends to assume that the capacity to surprise is inherent to the technology itself. However,
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are necessary for highly refined estimates of military requirements but were not necessary for the
level of analysis in this report. Including them, further, posed the risk of drawing undue attention
toward the individual political-military situations in particular countries or regions. While this is
an important part of more detailed planning, the aim of this analysis was to explore broad areas of
potential vulnerability that DoD could then explore in greater (and likely classified) detail.

The six scenarios below range from pandemics to unrestricted warfare to collapse of a nuclear
state. Each scenario describes a basic set of circumstances that leads to an initial commitment of
DoD capabilities; further requirements could evolve in a variety of different ways in each particu-
lar case. Because of the vast range of potential evolutions, the study team did not attempt to carry
the scenarios through to their conclusions; thus, the associated required capabilities are likely to be
conservative estimates.

Scenario One: Pandemic

An antibiotic-resistant strain of the plague originates in the slums of a large city and produces

a massive and uncontained pandemic.'> Widespread chaos ensues as the central government is
unable to contain the quickly spreading disease. Fear drives tens of thousands to flee toward the
borders, bringing the highly infectious disease with them. Within days, the illness has spread to
the United States, which is also facing a large influx of refugees at its borders. Border authorities
and hospitals are soon overwhelmed. International transportation is shut down or severely re-
stricted across the globe, to include the United States, and domestic forces in multiple nations are
employed to prevent unauthorized air and sea access into home countries.

Initially, governors in U.S. border states call upon National Guard forces to assist in managing
and containing the health and security challenges associated with the pandemic. The crisis rapidly
overwhelms these capabilities, however, and the president, through authorities under the Insurrec-
tion Act of 1807, authorizes the use of active component forces to provide border security, logis-
tics, and public health assistance (including the setup of mass quarantine centers and field hos-
pitals), as well as maintenance of order throughout the United States. Despite the relatively quick
reaction, however, millions fall critically ill and tens of thousands of Americans die.

As the pandemic continues along its destructive path, overseas criminal networks begin to
view the resulting social and governmental chaos as a threat to their operations. Therefore, large-
scale drug networks begin shifting production and distribution into the United States. As a result,
drug- and gang-related violence skyrockets in a few major U.S. cities, compounding the security
challenges for U.S. authorities. To stem the influx of drug producers, the military is charged with
conducting offensive counternarcotics operations in the cartels’ havens overseas and with provid-
ing direct support to state and local agencies combating the networks inside the United States.
Air and maritime assets are deployed in support of multiagency counternarcotics detection and
monitoring operations.

an alternative perspective is that this capacity is relative rather than absolute. The implications of this differ-
ence are discussed in greater detail in the section on technology surprise at the end of chapter 2.

12. This scenario assumes that the disease is transmitted from person to person. It is equally, if not
more, plausible that a possible pathogen could be transmitted in other ways, such as through the food or wa-
ter supplies. The implications for DoD of other transmission methods would likely be significantly different,
both in quality and quantity. A more fulsome examination of possible scenarios with disparate transmission
methods could therefore be useful as a follow-on effort to this analysis.
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At the request of crippled allies, the USG, primarily with military forces, provides humani-
tarian assistance in the form of medicine, food, and clean water and leads the reconstruction of
health care facilities and basic infrastructure as other governments seek to contain the illness and
preserve essential services.

Scenario Two: Global Bioterrorist Attacks

Over the course of one week, three bioterrorist attacks take place in major cities around the

globe. Artillery rockets loaded with a virus for which there is no vaccine or specific treatment are
launched into city centers, causing the outbreak of viral hemorrhagic fever and resulting in tens of
thousands of deaths as well as widespread illness. Worldwide panic ensues. The next day a terrorist
extremist group claims credit for the attacks and posts the blueprint for weaponizing the virus on
multiple Web sites.

U.S. intelligence analysis soon emerges that strongly, but not definitively, suggests that the
source of the virus is likely to be a foreign organized crime group that stole the pathogen from a
now-closed facility abroad and subsequently sold it on the black market. Without incontrovert-
ible evidence, some governments refuse to take decisive action, and the international response is
largely confined to the provision of humanitarian and technical assistance to the affected states.
Intense international intelligence efforts are initiated, and the United States deploys special opera-
tions forces to locate and secure any remaining biological stockpiles the terrorists might possess.
Sensitive missions targeting the implicated criminal organizations are also initiated.

Several days after the initial attacks a large U.S. city suffers a viral outbreak, with similar
symptoms and effects. Panic erupts throughout the United States as no one is sure who is respon-
sible. Local and regional agencies move quickly to impose quarantines. Governors in several states
deploy National Guard forces to assist domestic agencies with the increasing public health and
public safety challenge. The Department of Homeland Security raises the national threat level to
“severe,” and several steps are taken to increase protection inside the United States. Border se-
curity is significantly enhanced, and security forces at all international airports and seaports are
augmented with state and federal forces to increase the ability to scrutinize passengers and cargo
without severely affecting throughput.

Public hysteria rises to levels that necessitate a U.S. response. U.S. Navy and Air Force aircraft
launch precision strikes against additional terrorist sites, and special operations forces conduct
assaults on known supporters of the group and its key logistics nodes. After the strikes, forensic
analysis indicates that the pathogen used in the United States is from a different strain of the virus
than was used in the three previous attacks. The Centers for Disease Control acknowledge that the
origin of the U.S. strain was an American university research laboratory.

Scenario Three: Resource Competition

A tenuous cease-fire with insurgent groups in a foreign nation unravels as the central government
fails to deliver on promises of job retraining for former members of armed resistance groups and
regional development. Disgruntled youth again take up arms, organized by their former leaders,
who—angered by the failure of amnesty—have become more militant than ever. A variety of mi-
litias within the country unify to launch an orchestrated campaign of attacks on oil installations,
sabotage of oil pipelines, and kidnappings of foreign oil workers. The armed groups are able to
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restock their armories with heavy weaponry funded by kidnap ransom payments and oil “bunker-
ing,” or theft of oil from pipelines. Violent turf battles erupt over control of the lucrative bunkering
trade, and scores of people are murdered in the crossfire.

In the absence of any authority with the capacity to reestablish order, and under pressure from
the international oil companies to take action, the federal government sends in a national military
force to restore order. The national force comes under sustained attacks by heavily armed militia
groups and suffers heavy losses. It responds with indiscriminate force, destroying villages accused
of sheltering militants and killing and raping civilians. Enraged by the state forces actions, mili-
tants armed with rocket-propelled grenades and heavy machine guns stage a coordinated assault
on an offshore oil platform, killing a dozen foreign workers, and forcing the remaining workforce
to be evacuated. At the same time, a second group attacks an onshore oil storage facility and blows
up the pipelines that feed it, causing an enormous oil spill that releases millions of gallons of oil
into neighboring waters.

Alarmed by the spike in violence, international oil companies operating in the country an-
nounce the temporary closure of their operations and withdraw all foreign workers from the area.
Oil production is shut down, causing a sudden rise in petroleum prices on the world market and
intensifying pressure on the government to act. The oil spill spreads, causing an environmen-
tal catastrophe, and the government’s inaction further fuels the rebellion. At the same time, the
heavy losses incurred by the national force spark an army revolt. Units refuse to follow orders, and
rumors of an impending coup by junior officers begin to surface. Overwhelmed by the multiple
crises, the federal government reluctantly calls for international help in restoring order and stop-
ping the environmental damage, which is now threatening neighboring countries.

A UN task force led by the United States is deployed into the region to establish order, stanch
the spread of the oil spill, and provide food, water, and medical assistance to the population. UN
troops assist host nation forces to secure the borders and limit the uncontrolled movement of
displaced persons into neighboring countries, reduce the inflow of arms, and prevent a humani-
tarian crisis. Shortly after the arrival of military and humanitarian aid, however, U.S.-provided
systems are found to be causing interference with civilian cell-phone networks, which are heavily
used by both the population and nongovernmental organizations involved in relief efforts. Insur-
gent groups quickly seek to turn this interference to their advantage, fueling popular discontent by
claiming the United States is acting purposefully to monitor and shut down civilians’ communica-
tions in support of the corrupt and incompetent government. In an effort to avoid further interfer-
ence, host nation forces adjust their equipment, causing interoperability problems with UN forces
that culminate in six casualties due to friendly fire. Insurgents use commercial technologies to
further interfere with UN force communications while publicly blaming the resulting challenges
on the United States.

Scenario Four: Technology Surprise

The year is 2018. Increased oil and gas exports and the discovery of new reserves of natural
resources have enriched a number of foreign nations, some of whom begin investing significant
amounts of revenue into high-technology research and development. The United States, on the
other hand, has still not fully recovered from the economic crisis of 2007-2009; this and other
fiscal pressures have led to significant declining investment in a number of technical domains.
Further, dramatic decreases across the board in U.S. defense spending followed the withdrawal of
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military forces from Iraq and Afghanistan. As a result, the United States is no longer the world’s
preeminent leader in defense technology and has a force structure in need of modernization.

Growing budget pressures have increased the premium for the United States to establish bas-
ing arrangements around the globe, as the strain of supporting very long lines of communication
severely taxes strategic lift capabilities that are fewer in number and have aged. Negotiations over
the establishment of a particular base spark a political crisis between the prospective host na-
tion and a resource-rich state with which it has long-standing historic and cultural ties. The crisis
quickly escalates, and the larger nation sends military forces into the smaller one as a show of
force, claiming the action has been taken at the request of dissident groups whose rights are being
violated.

In response, the United States hastily leads the establishment of a coalition force and assumes
responsibility for the preponderance of military commitments. Coalition troops meet with initial
successes, but operations soon encounter severe complications when communication systems
stop functioning, positioning data is inaccurate, and imagery is degraded or delayed. Exploiting
the delay, the enemy conducts airstrikes and then moves in ground troops to solidify control over
key cities. As coalition forces fight to regain the momentum, U.S. leaders discover that more than
half of U.S. and allied satellites have been destroyed or severely damaged. After some analysis, U.S.
leaders conclude the scale and nature of the disruptions could only have been intentional, and
logic suggests antisatellite (ASAT) microsatellites are responsible, although conclusive evidence is
lacking. The United States lacks the ability to quickly regenerate all of its space capabilities and is
thus forced to rely on spared commercial satellites and highly unsecure high-frequency radio for
communications and intelligence. The United States responds to the attacks in space by elevating
its levels of network protection and cyber defenses and by declaring that any further disruption of
satellite capabilities will be met with a forceful and unequivocal response.

Scenario Five: Unrestricted Warfare

An unexpected win by a fringe candidate in a nation’s presidential election raises strong interna-
tional suspicions of outside interference. These suspicions heighten as the newly elected president
tightens economic ties with his suspected patron government and increases his anti-Western
rhetoric. Within the country, protests and large demonstrations break out, with opposition leaders
calling loudly for U.S. and international intervention. Pressure on the international community to
challenge the election’s validity rises as democracy advocates charge that a U.S. failure to do so is a
clear demonstration of the erosion of American influence.

To demonstrate commitment to its traditional ally, as well as its continued relevance in the re-
gion’s affairs, the United States sends aircraft to a neighboring nation and repositions a naval strike
group in closer proximity. Major powers in the region make no outward response to the increased
and highly visible U.S. military presence. DoD augments this perceived success by launching an
information campaign in surrounding countries that carries a message underscoring U.S. interests
and its intent to remain present in the region. Public affairs officials in the beleaguered country
are successful in surging outreach to journalists before the anti-U.S. leadership clamps down on
media.

Over the course of the following month, American attention shifts inward as a series of alarm-
ing events occur. These incidents begin with unexpected, repeated, and significant drops in the
stock market, which spur fears of another recession. In addition, there are numerous technical fail-
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ures and multiple accidents, seemingly inexplicable, on subway systems in multiple cities. Finally,
U.S. government leaders publicly acknowledge a notable surge in the number of cyber intrusions
and attacks against government networks. Government agencies heighten their cyber defenses and
restrict employee access to outside networks. Public frustration and fear is further exacerbated

by officials’ inability to authoritatively attribute responsibility for these events or even definitively
state whether they are related.

As international and U.S. media outlets increase their coverage of the rising tribulations, the
American public’s faith in government dramatically declines. Executive branch and congressional
approval ratings plummet as the media coverage fixates on the government’s inability to defend
the nation and its allies, let alone uphold its long-stated commitment to the democratic process.
Continual stories fuel public anger over taxpayer money being spent to move military forces
across the globe while the daily lives of Americans are in disarray. Public debate over the appropri-
ate responses to the foreign election, the events at home, and the broader role the United States
should play in the world becomes increasingly polarized and inflammatory. A growing segment of
the American public believes, despite the lack of government confirmation, that a foreign power
is behind the events taking place domestically. This leads to growing calls for the United States to
return all of its deployed forces to the homeland; an equally powerful argument emerges advocat-
ing debilitating strikes against the alleged hidden hand overseas. As pressure to take some action
rises, the government is consumed by a parallel and equally heated debate over the evidentiary
standards required to justify retaliatory cyber attacks or other measures.

Scenario Six: Collapse of a Nuclear State"

Increasing tensions within the military and parliament, severe economic instability, and a rising
insurgency threaten the already weak civilian government leading one of the world’s nuclear pow-
ers. Long-standing antagonistic relations between that state and its neighbor add to the pressure.
In a seemingly unprompted display of military might, the neighboring country conducts extensive
and highly publicized air force drills not far from the shared border. Several days later, coordinated
suicide attacks are carried out in the neighboring country’s capital, resulting in massive casualties.
Violence along the border intensifies as both sides rush forces to the area. Three weeks later, mili-
tants attack nuclear facilities within the weak nation. Although they are not successful, the attacks
result in the widespread perception, including in the United States, that the nuclear infrastructure
is much less secure than previously thought.

U.S. intelligence sources indicate that several high-ranking officers are plotting to take over the
weak nation’s government. At the same time, elements within the parliament are advocating steps
to remove the president from power. U.S. officials hold emergency meetings with Western allies,
foreign military elites, and others in the region to determine the best immediate course of action to
ensure that U.S.-supported elements within the nuclear nation can reassert control and safeguard the
nuclear stockpile. Special operations forces are deployed to assist with securing vulnerable nuclear
facilities, but the foreign government insists no additional support is required.

Several weeks of relative calm pass before militants attack and gain entry to a civilian nuclear
facility where the weak state’s army had recently transported several nuclear weapons components

13. This scenario is based in part on currently unpublished work being conducted by Nathan Freier,
senior fellow at CSIS, in support of the Peacekeeping and Stability Operations Institute of the U.S. Army War
College.
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for assembly in case of war. Ten days later, a 15-kiloton nuclear weapon is detonated in one of the
country’s major cities, which houses the armed forces headquarters. Tens of thousands of casual-
ties result, to include much of the senior military leadership, and devastation is widespread. The
government is overwhelmed and, facing riots and disruption in many other areas of the country
as a result, requests immediate assistance from the United States to aid in cleanup and humanitar-
ian assistance. The power vacuum within the nation’s army sparks devolution into local factions
amidst contests for power between mid-level commanders.

One of the few remaining senior army commanders threatens to launch a retaliatory nuclear
attack on the militants’ stronghold in the country’s north, and the nation descends into a full-scale
civil war. In a state of panic over the lack of nuclear command and control, the neighboring gov-
ernment launches several preemptive airstrikes on several auxiliary nuclear facilities, leaving the
warheads intact and sparing the people from additional radiological fallout. The United States and
its Western allies suspect that weapons proliferation outside the country is highly probable if the
situation continues to spiral out of control.

The United States launches multiple airstrikes on suspected militant and terrorist strongholds
and sends large numbers of special operations forces to seize control of sensitive sites. In response
to informal requests, the United States also sends large shipments of small arms and other weap-
ons, as well as provides air support to remaining domestic forces fighting for control of the capital.
A decision on sending in large numbers of ground troops continues to be delayed as the United
States seeks to assemble a broad-based coalition of sufficient size and capability to restore stability
in a nuclear-contaminated environment.

Summary

While details within the scenarios above may strike some readers as implausible, global trends
suggest that, as a whole, the scenarios’ key features are becoming more likely. Increasing num-
bers of treatment-resistant microbes that have mutated in response to the growing availability of
antibiotics suggest that large-scale pandemics are more likely to emerge from benign or malicious
origins. The threat is compounded when viewed in concert with the rise in massive slums around
many major cities as well as the preponderance of global air travel. The spread of advanced scien-
tific knowledge and materials around the globe, coupled with the potential convergence of ideo-
logical and criminal networks, makes global bioterrorist attacks, potentially by multiple perpetra-
tors, a growing possibility.

The intersection of governance challenges, information availability, and either increasingly
valuable natural resources or highly prized CBRN materials can also pose serious and growing
risks to international order. Finally, while the sunset of American power has often been falsely
predicted, rising regional challenges are almost inevitable given shifts in demographic and eco-
nomic weight. That these challenges will increasingly manifest themselves in nonmilitary ways, at
least for the foreseeable future, while the United States maintains advantages in most domains, is
a logical expectation. The scenarios are not intended to be predictions of how actual events would
unfold; instead, they are designed to be representative of the types of threats the United States
could reasonably face in the next decade. These threats are becoming more likely given the current
trajectory of major trends, a fact that may be receiving less attention than the growing threats war-
rant in DoD’s traditional planning and resourcing processes.
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.I CAPABILITIES AND GAPS

A key criterion the study team used to justify its focus on the six threat areas described in chapter
1 was that those areas have received less attention than many others in traditional DoD planning.
One test of the validity of this hypothesis is whether a comparison of the types of capabilities
needed to address new areas of potential surprise with existing capabilities reveals major gaps.
Discontinuities would reinforce this contention, while the finding that DoD is generally well pre-
pared to meet such challenges would refute it.

As the next step in its analysis the study team undertook such an examination, which first
involved deriving broad types of capabilities that would be needed in the illustrative scenarios
described in the previous chapter. Relying primarily on the subject matter expertise of team mem-
bers and CSIS military fellows, as well as assessments contained in scenarios with similar elements
in the broader literature, the team developed broad estimates of amounts and types of intelligence,
combat and logistical forces, equipment, and organizations that each of the scenarios suggested, as
well as the legal authorities they might require.!

Concurrently, the team asked the study’s sponsor, the Office of the Under Secretary of De-
fense (Personnel and Readiness), to provide an assessment of DoD’s capabilities across a range of
missions and physical environmental conditions. These judgments were formed independently
of the scenarios described above and were intended to reflect broad-based assessments of DoD’s
capacity. Relying on inputs from subject matter experts from each of the services, the sponsor pro-
vided the CSIS team with judgments about the levels of current and planned capabilities for each
mission and environment. These two inputs—the demand for DoD capabilities as derived from
the scenarios and the projected supply of those capabilities as independently estimated by OUSD
(P&R)—provided the basis for the comparison that identified a number of capability gaps.

Before reviewing the gaps in more detail, some additional context is required about how gaps
arise and how the ones specifically identified in this analysis should be viewed. Gaps can result
from a variety of one or more causes. One is the simple reality that leaders must make tradeofts
within bureaucratic and/or budgetary constraints. This may mean that a gap is fully recognized
and appreciated but that, when weighed against all of the other responsibilities and challenges
faced by DoD or the expected effort to fix it, a deliberate decision to accept some risk is taken. An-
other possibility is that a gap is appreciated but that a technical solution to ameliorate it is not yet
available. A third possible cause is that the problem is not recognized at all or is fully appreciated
only within a community unable to raise it to a level where action might be taken to address it.
Determining the basis (or bases) of the gaps we identified here was beyond the scope of this effort.

1. The team is especially grateful to Margaret Taylor and Major Tom Hurley, visiting fellows at CSIS,
for their legal expertise in support of this effort. Ms. Taylor is a Council on Foreign Relations International
Affairs Fellow from the Legal Office at the Department of State; Major Hurley is a Judge Advocate General
officer in the U.S. Army.
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However, the fact that most of areas highlighted have been addressed elsewhere indicates that the
gaps are known, at least within some elements of the defense community.

As with the scenarios, the gaps raised here are not intended to be exhaustive. Instead they aim
to highlight a few areas that are particularly pressing and of interest to OUSD (P&R) and should
be viewed in concert with the results of other analyses, especially those that employed different
methodologies. In addition, this analysis was conducted at a fairly high degree of generality; each
gap could be explored in greater depth and detail in simulations, exercises, and similar efforts. For
the purposes here, however, the team aimed to identify broad areas where DoD might usefully
take additional steps to increase its resilience relative to particular challenges.

Capability Gaps

The comparative process described above revealed seven major gaps in DoD’s capabilities. Some
became apparent in specific missions or environments, while others are overarching and resulted
in strains evident across multiple scenarios. None is the sole, or even necessarily the primary,
purview of the Defense Department. Nor are all of them of equal import. The analysis was con-
structed to examine challenges that are becoming increasingly likely, though determining by how
much was beyond the scope of this effort. Therefore the team relied on judgments about the likely
consequence of a successful enemy attack in each area, using a three-stage framework. Highest
priority was given to gaps that, if leveraged by an opponent, would likely result in casualties and
deaths (the higher the expected number, the higher the priority). Second priority was given to
gaps that, if exploited, would likely lead to widespread disruption in the lives of U.S. citizens, some
of which could in turn lead to deaths or casualties. Such disruptions might include power outages,
manipulation of the financial markets, interruptions of fuel, food, or water supplies, etc. Third
priority was given to gaps that, if taken advantage of, would likely have serious consequences for
the conduct of U.S. military operations or broader national security interests. These might include
actions such as scrambling positioning data, interruptions of logistics flows, rendering certain U.S.
military capabilities inoperable, etc. The three consequence categories are not necessarily mutually
exclusive (i.e., if an enemy were to disable a key military satellite constellation, for example, the
most immediate effect might be on military missions (a priority three concern), but secondary and
tertiary effects might extend to serious losses of life (a priority one concern). While such combina-
tions are possible and potentially more likely than not, the study team categorized the gaps ac-
cording the most obvious direct impact an enemy action might be expected to have. Based on this
framework, the resulting capability gaps are as follows:

1. Contaminated environments: The scenarios indicated high demand for training and equip-
ment for operations in biological- or nuclear-contaminated environments that likely exceed
current DoD capacity. In addition to shortfalls in the amounts of such equipment, there may
also be gaps in the types of gear required to operate in contaminated environments. Because
the scenarios were fairly general and the analysis is unclassified, this study cannot speak to
that possibility. Notwithstanding this possibility, it is likely that the shortfalls highlighted here
extend to chemical- and radiological-contaminated operating environments as well, although
they were not explicitly included in this analysis.

Because of compounding requirements, CBRN (chemical, biological, radiological and nuclear)
training and equipment shortfalls are particularly acute in situations where DoD might be
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called upon to support other USG agencies, foreign governments, or other organizations in
addition to protecting its own forces. There is a set of circumstances for which it is easily imag-
inable that a DoD response would be an imperative. These include attacks within the United
States or, as posited in our scenarios, in locations where potentially even larger threats might
emerge if an event is not contained. If the U.S. military must respond, but lacks sufficient
equipment to adequately protect the force and/or others critical to the response effort, large
numbers of deaths or injuries could result.

2. Computer network operations: The mission-specific gap most prominent in our compari-
son of requirements to DoD’s capability levels is in the services’ ability to conduct computer
network operations (CNO).” This gap is one that has been recognized at both the DoD and
national levels, and the Defense Department has taken numerous steps in the last few years to
remediate it. These actions range from the creation of new organizations (most prominently,
U.S. Cyber Command), to adding substantial numbers of new cyber specialists, to drafting
cyber doctrine. At the same time, DoD leaders continue to acknowledge that the policy and
doctrine to guide CNO capability development continue to lag behind the technology. Devel-
oping a full appreciation for the capability needs, let alone setting aside the resources to acquire
them, therefore, is unlikely until broader questions about deterrence in cyberspace, thresholds
that might constitute an attack, the range of appropriate responses under international law, etc.,
are answered. Determining the risk associated with our present state, however, is difficult. The
shortfalls in the USG’s ability to respond to cyber attacks, and DoD’s responsibilities as part
of that larger effort, would not necessarily lead to casualties. Yet, if large-scale cyber attacks
were to occur, they have the very real potential of causing massive civil disruption and cer-
tainly could have deleterious effects on the ability of the U.S. military to conduct operations as
designed and desired.

3. Space: Our analysis clearly identifies shortfalls relating to potential operations in space. As
noted above, international authorities governing actions in space are outdated; for example, de-
spite significant technological advances, the primary treaty that continues to govern space con-
duct today was enacted over 40 ago. Violations of international norms in space carry significant
consequences for the United States overall and DoD in particular, given the heavy U.S. reliance
on satellites. The increasing dependence of American society, to include the military, on space-
enabled communications and data flows leaves the United States vulnerable to enemy actions
that could have many of the same effects expected from possible cyber attacks. Should cur-
rent norms constraining international aggression in space break down, already-acknowledged
capability and capacity shortfalls over the next 5 to 10 years would be further compounded.’
However, developing robust space defenses is also problematic, both technically and politically.
Finally, the technical challenges associated with understanding what has occurred in space are
substantial and further complicate U.S. policy options. The potential consequences of an attack
in space are wide ranging and include major disruptions to critical infrastructure and/or to
military command, control, and communications. One factor that might mitigate the impact
of space attacks is the possible availability of commercial satellite capacity, which, although it
could not fully replicate the loss of military capabilities, could likely fill some of the gap. Given

2. These include computer network attack, defense, and exploitation.

3. General Kevin P. Chilton, commander, U.S. Strategic Command, statement before the House Armed
Services Commiittee, Subcommittee on Strategic Forces, March 16, 2010, http://armedservices.house.gov/
pdfs/StratForces031610/Chilton_Testimony.pdf.
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this possibility, the study team judged that attacks in space could have more limited effects than
similarly aimed cyber efforts.

4. Intelligence sufficiency: When viewed in the aggregate, the scenarios suggest that there are
likely to be significant strains on both intelligence collection and analysis when DoD forces are
engaged in multiple simultaneous and—in particular—dissimilar missions. These challenges
are compounded when events occur without much warning and under circumstances where
the perpetrators are not clear. Providing strategically and operationally relevant information to
national and defense leaders under conditions with multiple actors, when forced to look both
forward and backward in time, is likely to require large numbers of highly diverse analysts who
are informed by wide-ranging and multisource collection. While DoD should be lauded for
ramping up its recruiting efforts to increase its intelligence workforce, whose size was signifi-
cantly reduced during the 1990s, a notable gap in mid-level personnel exists.* The mid-level
career workforce is a key contributor to the depth of knowledge within an organization, and its
absence in DoD intelligence agencies presents an area of concern.

The expected effects of this gap and the three that follow are extremely difficult to predict in
any general sense; depending on the specific circumstances, the consequences could be rela-
tively limited or fairly severe. Given the range of uncertainty, however, the study team judged
that the most obvious and unavoidable effects would principally relate to the conduct of mili-
tary operations. Using that as the basic premise, challenges in sufficient depth and breadth in
the intelligence community were deemed most pressing. This is because such shortfalls were
assumed to have the effect of failing to give decisionmakers enough information to make well-
informed decisions. This could in turn lead to mission failure, vulnerability to attack from
unforeseen avenues, or both, any of which could result in casualties and/or societal disruption,
but almost certainly would have a negative impact on U.S. military operations.

5. Contested or congested spectrum environments: Another area of concern suggested by our
analysis is ensuring that U.S. and coalition forces are able to exert control over the electro-
magnetic spectrum. This requires ensuring that friendly spectrum use is secure and maintains
its integrity while precluding deliberate or commercial interference that might deny, disrupt,
or distort information flows. Although not a major feature of our scenarios, DoD’s relatively
limited and potentially diminishing capabilities in this area’® suggest the gap here could poten-
tially grow. DoD has recognized the need to take additional action in this area, but if and until
those efforts bear fruit, shortfalls in spectrum-related organization, personnel, training, and
equipment are likely to continue to present an area of substantial vulnerability for U.S. forces.
The most immediate effects of DoD shortfalls in controlling and managing a given frequency
environment may not become apparent until military operations commence. Once underway;,
however, more systemic failures in ensuring adequate spectrum for operations or in “designing
out” interoperability problems or system vulnerabilities could lead to increased casualties. Such

4. Former intelligence community chief human capital officer Ronald P. Sanders has discussed the ef-
fects that the pre-9/11 hiring freeze have had on the character of the workforce, as well as the demand to
reconstitute the workforce that events of the past decade have created. Joe Davidson, “Intelligence commu-
nity’s chief human capital officer to retire,” Washington Post, January 15, 2010, http://www.washingtonpost.
com/wp-dyn/content/article/2010/01/14/AR2010011404133.html.

5. These include inventory reductions in various electronic warfare platforms (the more serious conse-
quence of which will be the retirement of the personnel who operated them and the subject matter expertise
they possess).
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failure could also leave U.S. forces susceptible to either high- or low-end disruptive technolo-
gies such as improvised explosive devices (IEDs). As the ongoing conflicts in Iraq and Afghani-
stan have illustrated, these vulnerabilities can pose tactical, operational, and strategic risks to
U.S. objectives and thus could have far-reaching effects.

6. Attribution: One of the most troubling consequences of the trends driving globalization and
technological advances is the ability of a widening range of actors to mask their activities. This
issue of attribution is particularly pronounced in—but not unique to—the cyber domain. As
multiple scenarios illustrate, the inability to unequivocally identify who has taken adverse
action directly undercuts one area in which U.S. forces have traditionally enjoyed great ad-
vantage: speed of response. Further, the United States, as a law-based society, relies on legal
structures that assume a relatively high degree of certitude. Meeting that standard is becoming
increasingly problematic. Thus, the challenges associated with correctly attributing CBRN, cy-
ber, space, or other types of attacks reflect an area of great vulnerability to surprise. Attribution
challenges can be expected to most directly affect the conduct of military operations in at least
two ways. First, lack of clear evidence about responsibility would presumably result in longer
deliberations and decision timelines about responses at both the domestic and international
levels. (The latter is most important in instances where U.S. leaders place a high priority on
having potential U.S. actions viewed as legitimate by the majority of the international commu-
nity.) Second, the absence of certainty (or near certainty) might also affect decisionmakers’ risk
tolerance and thus restrict the number of response options under consideration. While circum-
stances could again vary widely, both time delays and restraints on response to enemy actions
could have potentially devastating effects on mission success.

7. Legal authorities: As noted above, some of the scenarios highlighted areas where international
law governing issues such as what constitutes an act of war are inchoate or outdated, especially
in the cyber and space domains. Additional domestic legal challenges exist, particularly where
U.S. law has failed to keep pace with technical advances, information-based infrastructures,
and the increasing overlap of threats such as crime, narcotics, and traditional defense mis-
sions. Finally, it is not clear that law and policy fully account for possible frictions between
national and state leaders in the particular case of the use of the National Guard. The Defense
Department, for example, generally assumes that governors will voluntarily relinquish control
of National Guard forces for national missions; this may not always be the case.® While these
gaps create seams that adversaries have sought and will likely to continue to seek to exploit,
in the short term it may be that the implications can be overcome. This is largely based on the
assumption that, under the most extreme set of circumstances, U.S. leaders would forgo legal
niceties to take whatever actions might seem necessary to prevent major casualties or signifi-
cant disruptions. This assumption may be faulty, however, and is important enough to deserve
further examination, perhaps through historical case studies or in war games.

Additional Areas of Interest

While not a direct result of the team’s comparative approach, there were two other areas that
emerged during this research that merit particular consideration: the possibility of technology

6. Fran Townsend, former homeland security adviser, “Defending the Homeland” panel discussion,
Military Strategy Forum, CSIS, Washington, D.C., June 16, 2009, http://csis.org/event/defending-homeland.

MAREN LEED, HILARY PRICE, AND TARA MURPHY | 19



surprise and the increasing probability of conflict in the Arctic. These issues were not included as
a formal part of the analysis for a few reasons. In the case of technology surprise, while numer-
ous scholars and experts have posited a huge range of technological “surprises,” each is specific
enough to preclude the development of a general scenario that would capture broad-based capa-
bility requirements. The same challenge exists in attempting to assess DoD’s capacity to respond
to technology surprise: it depends on the specific technologies in question. These problems are
further compounded by the unclassified nature of this analysis. With respect to the Arctic, while
the economic, physical, and political dynamic in the region is a topic of increasing attention, again
the challenges are specific to that area and not “generalizeable” like the others for which we were
able to develop semi-generic scenarios and high-level assessments of DoD capacity. Thus neither
issue fits well into the structure of the overall study. However, they both represent areas that DoD
may wish to consider further as it thinks about surprise.

1. Technology surprise: As noted above, various experts have postulated specific areas of techno-
logical advancement that could pose particular asymmetric challenges to U.S. forces;” we incor-
porated one such example (microsatellites) into one of our scenarios. The accelerating pace of
technological innovation, coupled with broader trends in globalization, demographics, eco-
nomics, and commercialization, indicate that the United States will certainly face such asym-
metric challenges going forward, though there is much less consensus about the particular
form they might take. Considerable attention is given in the literature to potential disruptive
technologies emerging in the fields of information technology, biotechnology, and nanotech-
nology.® Yet, it would be shortsighted—and potentially self-defeating—to limit our attention to
advancements in these fields alone. The diversity and speed with which individuals and organi-
zations across the globe are developing entirely new technologies or are adapting existing ones
for new purposes has created a significant signal-to-noise problem in this area. As the number
and type of actors who can acquire or field advanced technology and the availability and scope
of dual-use technology with advanced applications, increase, so too does the challenge that the
United States faces in avoiding technological surprise. While the pursuit of specific capabilities
to counter developments in a given field is necessary, a more systematic approach might also be
warranted. Specifically, one author has suggested that the element of surprise is not inherent to
a given technology but instead is a relative characteristic. That is, U.S. forces are vulnerable to
challenge, whether from new technological capabilities or adaptations of old or outdated ones,
in areas that they conceive of as secondary or tertiary to their primary missions.’ Thus the
bureaucracy will foster innovation in areas it values but can be caught unprepared in areas it
disdains or undervalues. If true, this theory suggests that DoD ought to have at least one com-
ponent that specifically views areas of vulnerability not through our enemies’ eyes but through
our own, paying particular attention to those areas that are seen as of lesser import.

2. Developments in the Arctic: Driven primarily by climate change and increasing competition
for natural resources, all indications suggest that the Arctic will play an increasingly important

7. Some areas from which technology surprise could emerge include biotechnology and genetics, nano-
technology, micro-electromechanical systems, and directed energy.

8. Committee on Defense Intelligence Agency Technology Forecasts and Reviews, National Resource
Council, Avoiding Surprise in an Era of Global Technology Advances (Washington, D.C.: National Academies
Press, 2005), 15.

9. Guatam Makunda, “We Cannot Go On: Disruptive Innovation and the First World War Royal Navy,
Security Studies 19, no. 1 (January 2010).
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role in geopolitics and have significant implications for U.S. national security in the twenty-first
century. Receding summertime ice has opened previously impenetrable water channels, of-
fering new opportunities for commercial shipping and fishing, resource extraction, and tour-
ism. Scientists predict that Arctic summers may be ice free by the 2030s,'* allowing for easier
exploitation of the region’s rich natural resources, estimated to include around 90 billion bar-
rels of oil."! However, increasing competition for access to these resources and passageways is
simultaneously heightening tensions in the region. International disagreements on navigational
rights to Russia’s Northern Sea Route and Canada’s Northwest Passage remain unresolved, and
an intensification of Russian military activity in disputed areas of the Arctic has elicited sharp
criticism from other bordering states.'? Although risk of direct military confrontation in the
region remains low, environmental conditions in the Arctic pose unique technical challenges
for many types of DoD equipment. Therefore, if armed conflict of any significant scale were to
arise, it might quickly strain DoD’s capacity to respond. As DoD and its agency counterparts
pay increasing heed to developments in the far north, careful analysis of system vulnerabilities
and specialty equipment deserves continued attention.

The judgments above reflect the study team’s best estimates about areas of potential surprise.
The next and final chapter discusses potential actions DoD might take in order to lower the prob-
ability those gaps might be exploited and/or improve its ability to respond if they are.

10. Lance M. Bacon, “Time is now to prep for ice-free Arctic,” Navy Times, February 2, 2010, http://
www.navytimes.com/news/2010/01/navy_arctic_main_013110w/.

11. US. Geological Survey, “Circum-Arctic Resource Appraisal: Estimates of Undiscovered Oil and Gas
North of the Arctic Circle,” USGS Fact Sheet 2008-3049, http://pubs.usgs.gov/fs/2008/3049/£s2008-3049.pdf.

12. Rob Huebert, “Polar frontiers,” Armed Forces Journal, March 2010, http://www.armedforcesjournal.
com/2010/03/4500480.
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MITIGATING OR PREVENTING
SURPRISES

Chapter 2 identified seven areas where DoD may be vulnerable to future surprises. Mitigating or
preventing surprises is a highly complex effort that relies on intelligence, equipment, and train-
ing, among other things. The study team did not have access to the full range of investments DoD
has made or is planning to make in each area and consequently cannot recommend specific steps
DoD might take to augment its preparedness. The team has therefore sought only to capture a few
thoughts that DoD leaders may wish to consider, in concert with other actions, as they seek to
bolster U.S. defenses against widely varying and unpredictable threats. This chapter begins with

a discussion of potential changes to policy and investment that might enhance readiness across a
number of gap areas; it then turns to alternatives that relate more directly to one specific gap.

Cross-cutting Options

One of DoD’s most significant challenges is the need to develop and manage its personnel such
that they collectively possess an astounding and growing range of breadth, but also depth, of ex-
pertise. The military operating environment is increasingly shaped by rapidly advancing commer-
cial developments that have significant implications for the military’s ability to leverage opportuni-
ties and defend U.S. interests in spectrum, cyber, space, and intelligence in particular. Bridging the
gap between the relatively rigid personnel systems for both military members and defense civilians
and the rapidly evolving knowledge in the private sector is likely to become an increasing strain.
DoD has sought and been granted authority to launch a number of pilot programs to experi-

ment with allowing service members to take sabbaticals from service, for example. These types of
enhanced tools—options that permit greater ease of movement between Active and Reserve and
military and civilian status, for example—are an important recognition of the changes not only in
the operating environment that the military is likely to face in the future but also of evolving de-
mographic and economic realities for Americans who wish to serve. More flexible policies govern-
ing service members’ working conditions may increase the amounts and types of expertise DoD
can draw upon at short notice, greatly enhancing its overall resiliency. Additional steps in this
direction will require close consultation with Congress and careful analysis to avoid unintended
consequences, but continued progress could have a profoundly positive impact on the shape and
nature of the U.S. military going forward.

At the same time that DoD can take steps to enhance its own capabilities, the probability that
it will be acting on its own is diminishing. The scenarios discussed earlier in this report involving
space and cyber attack, in addition to those requiring military action within the United States,
all serve as illustrations of a national and international legal structure designed for a bygone era.
All of these problems involve other U.S. government agencies, at a minimum, and potentially
the broader international community. DoD cannot resolve these shortfalls on its own and must
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therefore focus its efforts on spurring others to action. As others have noted, interagency and in-
ternational training and exercises can make important contributions in this area. Not only do they
help develop relationships and individual expertise, but they can also serve as a low-risk means for
more precisely estimating the range of needs in areas such as medical response or protective gear.

As or more importantly, however, additional senior-level wargames and simulations can serve
to highlight major shortcomings in interagency planning, policy, and authority.! DoD’s ability
to affect progress on interagency coordination and cooperation is strongest in areas where it has
primary responsibility, but DoD has important equities that extend well beyond those bounds.
Exercises can be an effective tool for vividly illustrating the consequences of vagueness in policy or
planning and may be one of the most powerful ways for DoD to indirectly generate momentum in
areas critical to national security generally, as well as their military-specific components. Orga-
nizational theory suggests that the bureaucracy in other agencies may resist prompting by DoD
leaders for advances in crucial areas such as cyber, intelligence, CBRN response, and homeland
security. If DoD is willing to play a supporting role, but also provide funding and planning exper-
tise for enhanced training opportunities, it may be possible to overcome some of that resistance.

High-level exercises may also be one of the few hedging actions available to address the diffi-
culties surrounding attribution. Although additional tools to forensically determine the origins of
CBRN, space, spectrum, or cyber attacks are being pursued, the reality is that this problem is un-
likely to ever be fully resolved. Some level of ambiguity is almost certain to exist for at least some
types of future attacks. Opportunities for senior leaders to experience that ambiguity in simula-
tions and exercises can help increase their comfort with decisionmaking under such conditions.

Improving Readiness for Specific Gaps

The preceding analysis suggested that DoD could be called upon to provide additional support to
other government and/or nongovernment organizations in the case of a CBRN event. While DoD
is neither responsible nor resourced for such circumstances, DoD leaders may wish to consider re-
visiting these constraints. Even if expanding inventories to cover a greater-than-expected military
need as a more robust hedge against such possibilities is not possible, at a minimum DoD may
wish to determine how rapidly its suppliers could respond if there were a dramatic and sudden in-
crease in the requirement for CBRN equipment.? Workforce expertise may represent another op-
portunity for DoD to shore up its CBRN response capacity. Over time, DoD has become increas-
ingly reliant on contractors to provide CBRN expertise.’ The significant potential consequences

of operating in a dirty environment, coupled with the increasing likelihood that DoD will be called
upon to do so, suggests that the Defense Department may wish to consider bringing additional CBRN
capacity “in house” as part of its broader effort to “in-source” previously contracted activities.

1. For example, while the administration recently released the National Strategy for Countering Biologi-
cal Threats, it does not assign specific responsibilities to federal departments and agencies. Bob Graham and
Jim Talent, Prevention of WMD Proliferation and Terrorism Report Card (Washington, D.C.: Commission on
the Prevention of Weapons of Mass Destruction Proliferation and Terrorism, 2010), 6, http://www.prevent-
wmd.gov/static/docs/report-card.pdf.

2. US. Government Accountability Office, Defense Logistics: Lack of Key Information May Impede
DOD’s Ability to Improve Supply Chain Management, GAO-09-150 (Washington, D.C.: GAO, January 2009),
http://www.gao.gov/new.items/d09150.pdf.

3. Ibid.
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In the cyber realm, although DoD has taken multiple steps to address emerging cyber chal-
lenges, most agree that still more can be done. DoD has recognized the need to expand cyber ex-
pertise* and is investing in this expansion. Expanded and more flexible personnel authorities, such
as those discussed above, if implemented, would likely add to the effectiveness of these new hires.
At the strategic level, however, DoD’s efforts remain constrained by a lack of clarity about public
expectations. The historical compact between the American citizenry and its government (to in-
clude the Defense Department) is ill-suited to cyber realities, and a new understanding about the
desired balance between privacy and protection in cyberspace must be forged. To the extent that
DoD can contribute to advancing this debate as part of a larger U.S. government effort, it may help
bring about greater fidelity about the department’ responsibilities in this rapidly evolving domain.

Like cyber, the space domain also is characterized by an accelerating pace of change. Increas-
ing competition in space from both the military and civilian realms is eroding the relative advan-
tage the United States has long enjoyed. While a significant stigma against offensive space action
remains, how long this will hold is unknown. This putative restraint becomes even more tenuous
as technologies are developed that can mask the identities of possible perpetrators of offensive ac-
tions. DoD is pursuing a variety of programs aimed at enhancing and protecting space situational
awareness, to include a Space-Based Surveillance System and Tactical Component Network.
Continued and stable investment in these types of activities is crucial, but so too is a strategy of
resiliency. The short-lived relevance of technologies aimed at denial and advantage necessitates
that DoD continue to examine alternative approaches should space be compromised. The most
effective space defense may be the ability to rapidly reconstitute in the wake of an attack. While
immensely useful in its own right, such a capability may also serve as a deterrent, dissuading po-
tential attackers who perceive diminishing effects of such a challenge.

Redundancy is not likely to be available at prices government can afford, however, which DoD
has recognized as it seeks to increase its reliance on commercial satellites. Recalibrating this bal-
ance is in turn necessitating a cultural shift away from maximum protection to one of studied and
measured risk; for example, it may mean military forces have to consider time as a factor when
judging communications security requirements. Security need not always be absolute; if an enemy
intercepts communications five minutes after the information is relevant to U.S. operations (rather
than never), this may be an acceptable trade for increased speed or alternative pathways. A more
nuanced space portfolio, then, will ultimately rest on both more sophisticated consumers and a
mix of defense and private-sector assets.

Thinking about surprise can ultimately be reduced almost completely to an intelligence prob-
lem. Beyond this strategic concern, this study focused more directly on operational concerns, spe-
cifically the stresses associated with providing sufficient information to senior leaders to support
decisions on accelerated timelines and relating to multiple missions and/or adversaries. Similar
strains have been observed in today’s operations: one recent report quoted a senior military com-
mander as saying that the president and other national leaders “are not getting the right information
[from the defense intelligence community] to make decisions with.”> That report attributed the
shortcomings not to a lack of information, but to intelligence community attitudes and culture.

4. US. Department of Defense, Quadrennial Defense Review Report (Washington, D.C.: U.S. Depart-
ment of Defense, February 2010), 28, http://www.defense.gov/qdr/images/QDR_as_of_12Feb10_1000.pdf.

5. Michael T. Flynn, Matt Pottinger, and Paul D. Batchelor, Fixing Intel: A Blueprint for Making Intel-
ligence Relevant in Afghanistan (Washington, D.C.: Center for a New American Security, January 2010), 9,
http://www.cnas.org/files/documents/publications/AfghanIntel_Flynn_Jan2010_code507_voices.pdf.
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One means to bridge the gap between intelligence consumers and producers is to conduct
additional exercises along the lines of those described above. As intelligence officials have the op-
portunity to systematically review the types of demands national leaders place on the system in a
constructed rather than real-time environment, this understanding may help better align analysis
with need.

Despite a number of efforts specifically targeted at reducing the insularity of the intelligence
community, this too remains a barrier to more relevant analysis.® As Major General Michael
Flynn, current intelligence chief for the NATO mission in Afghanistan, recently wrote, intelligence
analysts “must open their doors to anyone who is willing to exchange information.”” This exhorta-
tion holds true not only in the villages of Paktia province but in the suburbs of Virginia as well,
and while the community has made an effort to increase inputs from open sources, these interac-
tions are rarely systematically integrated into the analytic process.® DoD and the broader intel-
ligence community are exploring a range of collaboration tools and other incentives to help break
down cultural barriers to broader cooperation. To the extent that they have not already done so,
leaders may wish to consider injecting specific collaboration criteria into performance evaluations,
as well as the establishment of bonuses or awards for demonstrated collaborative behavior.

Finally, like space, the electromagnetic spectrum is increasingly congested and contested.
These twin pressures, one from commercial interests and one from adversaries able to employ a
growing array of tools against friendly forces, foretell a rise in frequency of fratricide, confusion,
and constraint. The challenges to spectrum extend beyond space and cyber to all of the warfight-
ing domains; thus, failure to take decisive action in this area has the potential to seriously impede
defense capabilities over the next decade and beyond. Internal DoD analyses have recognized
shortcomings in this area,” and studies are underway to examine and resolve complex questions
on the boundaries between many overlapping areas and how DoD should best organize to resolve
them. These include an analysis of how the military should organize to address joint spectrum
concerns, of the boundaries between spectrum and cyber and the appropriate resulting organiza-
tional relationships, and of the functions and purpose of information operations. As the Defense
Department seeks to clarify these issues, it should include assessments of whether the structures to
provide civilian oversight of these activities should also be revised in order to ensure maximum ef-
fectiveness and efficiency going forward. And finally, because of the broad implications and widely
dispersed bureaucratic equities in cyber, space, and spectrum, the deputy secretary of defense
may also wish to consider whether his staft should include some expertise dedicated specifically to
those issues in particular.

6. Ibid.

7. Ibid., 23.

8. Monitor 360, Practical Steps for Improving Intelligence Analysis: Perspectives from Monitor 360 (San
Francisco: Monitor 360, March 2009), 5, http://www.360.monitor.com/downloads/ImprovingAnalysisMoni-
tor360.pdf.

9. General Kevin Chilton recently testified that DoD’s electronic warfare (EW) Initial Capabilities
Document “emphasized the need for focused leadership in the EW area” See General Kevin Chilton, com-
mander, U.S. Strategic Command, statement before the House Armed Services Committee, Subcommittee
on Strategic Forces, March 16, 2010.
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Conclusion

Predicting the future is an impossible but inescapable task for decisionmakers. For those who sup-
port them, continuous evaluation of methods for improving the quality of available information

is a basic responsibility. As the world becomes ever more complex, the value of seeking multiple
perspectives, including from outsiders, is only increased.

This study, while not definitive or exhaustive, represents one such perspective on areas in
which DoD might be vulnerable to surprise over the next decade. Through the use of six scenarios
representing a range of threats that are becoming increasingly likely, the study team identified gaps
in DoD’s capabilities. None of these gaps is novel; all have been previously imagined, and DoD is
taking action to address all of them in a variety of ways. That said, there may be additional steps
DoD can take to increase its readiness, particularly when they do not require significant additional
investment. The suggestions above are not panaceas, and one certainty is that other surprises will
emerge. Despite that reality, as DoD considers its activities, the suggestions above are intended to
highlight some areas in which DoD might further enhance its overall readiness in the years to come.
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