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Foreword

The United States is the world’s most prolific user of armed drones;
indeed, Israel and the United Kingdom are the only other countries
known to have utilized such weapons in combat. Yet it would be unwise
for Washington to ignore the risk of armed drone proliferation. Though
surveillance drones are in wide use around the world, countries seeking
armed drones are often in areas of tenuous security, where a new weap-
ons system can be inherently destabilizing. China and Iran are already
thought to have functioning armed drones. India, Pakistan, Turkey, and
others have expressed an interest in acquiring them. Even Hezbollah,
the Iranian-supported terrorist group, attempted to use them during
its 2006 war with Israel. And all of this activity is taking place in the
absence of commonly adhered-to regulations and norms on the sale and
use of these weapons.

In this Council Special Report, Senior Fellow Micah Zenko and
Stanton Nuclear Security Fellow Sarah Kreps argue that it is essential
to begin working now to expand and establish such rules and norms,
while the number of states with armed drones remains relatively small.
Doing so has some potential to reduce the odds that armed drones
get into the wrong hands anytime soon. Even so, the unique ability of
drones to hover for long periods over a target and react quickly to strike
opportunities, all with no risk to a pilot, means, the authors believe, that
they will be deployed more frequently than other armed assets. This has
the potential to raise the number of armed interactions among states
and increase—perhaps dangerously—the costs of misinterpretation
and miscalculation on the part of governments.

To minimize the scale of armed drone proliferation and to mitigate
some of its risks, the authors call on the United States to take the lead
in efforts to expand the reach and comprehensiveness of existing drone
proliferation regulations and help establish, through its own behavior,

vii



viii Foreword

norms governing their use. Should it prove impossible to reach agree-
ment onanew proliferation treaty specifically addressing drones, which
the authors recognize may be the case, they recommend that the United
States limit its advanced armed drone sales only to those countries that
commit to basic protections of human rights, peaceful resolution of dis-
putes, and the nonproliferation of weapons of mass destruction. They
also outline specific, limited modifications to existing regulations that
could be helpful in the absence of more comprehensive controls.
Zenko and Kreps maintain that the United States, as the main exem-
plar of drone use, has a unique responsibility and opportunity to dem-
onstrate norms for drone use. They encourage Washington to be more
transparent about its targeting decision-making and more specific as to
the domestic and international legal constraints that govern its drone
operations. By doing so, they predict, the United States will create stan-
dards of behavior that other countries will be more likely to follow.
Limiting Armed Drone Proliferation raises an important set of issues.
It describes the growing scale of armed drone proliferation and the risks
it may raise, assesses ongoing debates regarding drone governance, and
makes thought-provoking recommendations for future action. The
result is a valuable report that is well worth reading and considering.

Richard N. Haass

President

Council on Foreign Relations
June 2014
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Introduction

The use of unmanned aerial systems—commonly referred to as
drones—over the past decade has revolutionized how the United States
uses military force. As the technology has evolved from surveillance
aircraft to an armed platform, drones have been used for a wide range
of military missions: the United States has successfully and legitimately
used armed drones to conduct hundreds of counterterrorism opera-
tions in battlefield zones, including Afghanistan, Iraq, and Libya. It has
also used armed drones in non-battlefield settings, specifically in Paki-
stan, Yemen, Somalia, and the Philippines. Collectively, these strikes
have eliminated a number of suspected terrorists and militants from
Asia to Africa at no cost in terms of U.S. casualties, an advantage of
drones over manned platforms that has made them attractive to many
other states. However, non-battlefield strikes have drawn criticism,
particularly those conducted under the assertion that they are acts of
self-defense.

Though the United States remains the lead actor in terms of possess-
ing and using armed drones, the rest of the world is quickly catching up.
Russia, China, Iran, South Korea, and Taiwan, for example, have begun to
develop increasingly sophisticated indigenous drone capabilities. Other
countries, including Pakistan, Turkey, Saudi Arabia, and the United Arab
Emirates (UAE), have publicized their intent to purchase them.

The direct consequences of armed drone proliferation on U.S.
national security are several years out, but the policymaking decisions
that will shape those consequences confront the Obama administra-
tion today. How the United States uses armed drones and for what pur-
poses will contribute to the norms that will influence how states use
them in the future. Under the leadership of the United States, norms
regarding the proliferation and use of weapons—from nuclear and bio-
logical weapons to blinding lasers and antipersonnel landmines—have
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been overwhelmingly adopted and followed. Similar efforts should be
made for the proliferation and use of armed drones, even if not all states
abide by these norms. U.S. export policy will determine, to a certain
extent, which states acquire what types of armed drones, and will set
expectations about appropriate exports by other armed drone produc-
ers. If the United States reinforces multilateral institutions designed to
limit armed drone proliferation, it will have the ability to shape the con-
straints that other states will face when acquiring drones.

Persistent media attention tends not to differentiate between armed
and commercial drones, but rather homogenizes all types, despite the
fact that armed drones will be more destabilizing. Though the armed
drones acquired by states in the near term likely will not have capabili-
ties equal to those of the United States, their effects will still be destabi-
lizing. States that acquire armed drones will likely use them as probes
and for limited attacks in international waters and across borders,
against domestic threats, and, potentially, for even more lethal missions,
including delivering weapons of mass destruction (WMDs). Although
other vehicles, such as trucks and manned civilian aircraft, can also be
used to deliver WMDs, the ability of drones to hover and wait for the
opportune moment in which they can produce maximum effect confers
uniquely lethal capabilities. If the United States delays and forgoes the
opportunity to establish rules of the road for the use of armed drones
and to constrain their proliferation, there will be grave consequences
for U.S. interests, in terms of the prevention of armed conflict, promo-
tion of human rights, strengthening of international norms and legal
frameworks, and the future of warfare.

Subsequently, the United States should pursue a strategy that
limits the proliferation of armed drones and promotes their use in a
manner consistent with international law and norms, and that does not
threaten U.S. interests or allies. The strategy should consider foresee-
able destabilizing or deadly missions over the next decade and beyond,
but remain flexible enough should unprecedented uses and missions
emerge. Such a strategy will be difficult to execute and require sus-
tained high-level attention from the Obama administration and its
successors. Given that many states want to acquire armed drones, and
drone producers outside the drone transfer regime, such as China and
Israel, are already exporting drones, the need for implementation is all
the more pressing.' Such a strategy would serve U.S. national interests
in the following ways:
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» Minimize the proliferation of the most capable and lethal drones to
countries that are conflict prone.

» Reduce the potential for militarized disputes between states that
could lead to an escalation of armed conflict in unstable regions.

= Decrease thelikelihood that states and nonstate actors will use armed
drones against the United States and its allies.

» Establish a more widely accepted legal and operational basis for
conducting drone strikes to ensure that countries do not use armed
drones in ways that threaten the United States or its allies.

» Increase the likelihood that internationally accepted norms and
rules for armed drone exports and use will be adopted by emerging
drone powers.



Drone Proliferation Trends

Analyzing which countries are pursuing armed drones is difficult, as
their development is shrouded in secrecy and misinformation. Some
countries, including the United States, hide certain programs to protect
sensitive information and capabilities, while others, such as Iran, boast
of armed drones to garner national prestige, despite the fact that they
have not been demonstrably tested or used. In addition, government
announcements of deadlines for internal drone development often go
unmet, and publicly proclaimed export orders are never fulfilled.

The United States attracts the greatest attention because it is, by
far, the most prolific user of armed drones. The British military, how-
ever, was responsible for 299 drone strikes in Afghanistan through
July 2013.? Israel has used drones both in and outside armed conflicts
as well. During the 2006 Lebanon War, both Israel and Hezbollah
were reported to have used drones. Israel conducted a strike against
suspected Hezbollah militants in southern Lebanon on July 31, 2006,
while Hezbollah was reported to have deployed four Iranian-made
drones toward Israel, though none succeeded in its mission.* Addition-
ally, Israeli drones were used to conduct an estimated forty-two strike
missions in the 2009 Gaza conflict, according to a joint investigation
by Israeli and Palestinian human rights organizations, and to con-
duct cross-border attacks targeting suspected terrorists—such as the
August 2013 strike carried out in the Sinai Peninsula with the consent
of the Egyptian government.*

Many countries are positioning themselves to have the ability to emu-
late these capabilities. Other than the United States, Britain, and Israel,
only China and Iran are believed to have operationally deployed armed
drones, but they have not conducted strikes; both countries have show-
cased their capabilities and claimed that they are prepared to use them
during a crisis. Iran claims to have developed a multi-role unmanned
platform with a range of up to two thousand kilometers, which could
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potentially overfly much of the Middle East.> China has displayed what
it claims are armed drones to the media for half a decade, and its spend-
ing on drones is surging at such high rates that it will equal that of the
United States by 2020.°

According to industry estimates, international interest in armed
drones has grown in the wake of Iraq and Afghanistan. The drone
market is expected to grow from $5.2 billion in 2013 to $8.35 billion
by 2018.” While drones are still a relatively small portion of the overall
defense market, the segment with the “biggest potential” is the demand
for medium-altitude long-endurance (MALE) drones, such as the Pred-
ator and Reaper.

Consistent with these growth trends, several other countries have
announced their own armed drone programs. India reports that it will
soon equip its drones with precision-guided munitions and hopes to
mass-produce combat drones to conduct targeted strikes in cross-border
attacks on suspected terrorists.® Rebuffed by requests to procure U.S.
armed drones, Pakistan saidit will develop them indigenously or with Chi-
na’s help to target the Taliban in its tribal areas.’ The South African firm
Denel aspires to sell armed variants of its Seeker 400, but only to govern-
ments that use them accountably and responsibly against “opportunistic”
targets, which a company spokesperson characterized by saying: “That
target could be a pirate or could be a terrorist.”'* According to Oxford
Research Group, Turkey has about twenty-four types of drones in use
or development, four of which have been identified as combat drones."!
Switzerland and several European Union (EU) member states—includ-
ing France, Italy, Spain, Greece, and Sweden—have collaborated on the
Neuron, a stealth armed drone that made its first demonstration flight
in December 2012. It is merely a technology demonstrator, however, and
the stealth and weaponization components are still in development.'?
Additionally, the EU’s goal to collectively develop a MALE armed drone
remains elusive despite years of discussions. '

The final category comprises the majority of all aspiring drone
countries that seek only unarmed surveillance drones while retain-
ing the option to pursue more advanced military purposes later. For
example, in 2012, the Australian military reported that armed drones
remain “an option for a future force.”'* A number of Asian countries,
including Japan and Singapore, are pursuing Global Hawk surveil-
lance drones to monitor their borders, but have not yet indicated an
interest in armed drones.



How Drones Are Different
and Can Destabilize

Drones should be treated as a distinct class of weapons. They have
unique properties that lead them to be used, and defended against, in
ways that are destabilizing. In November 2013, Canada’s chief of defense
staff, General Thomas Lawson, made a claim that is commonplace
among military officials: “If a kinetic round is propelled toward a con-
firmed enemy for strategic purposes by a rifle, by an artillery piece, by
an aircraft manned, or by an aircraft unmanned, any of those that end up
with a desired effect is a supportable point of view.”"* Similarly, in May
2012, then chief of staff of the U.S. Air Force, General Norton Schwartz
declared, “If it is a legitimate target, then I would argue that the manner
in which you engage that target, whether it be close combat or remotely,
is not a terribly relevant question.”'® This premise is technically true and
consistent with military officials’ efforts to demystify drones, reduce
public opposition to them, and integrate them into their armed services.
However, these assumptions overlook the unique advantages of armed
drones, which raise the prospect for moral hazard, where governments
are more willing to use them over other weapons platforms because the
associated costs and risks are assumed to be comparably lower. Indeed,
the Obama administration commissioned a separate review of U.S.
drone export policies, precisely because the vast majority of U.S. offi-
cials believe that it is a distinct weapons system.!”

The attractiveness of armed drones stems from three inherent
advantages. First, the typical MALE drone can persist over a target for
up to fourteen hours without being refueled, which provides a contin-
uous monitoring of the situation below. In contrast, manned aircraft
can neither loiter nor fly repeatedly over an area of interest for more
than four to six hours due to fuel or pilot limitations. Second, with a
missile attached to the surveillance platform, the responsiveness of
armed drones when time-sensitive targets appear in the operator’s
view is unmatched. Moreover, drone-fired missiles can be diverted
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by the weapons system operator at the last moment if noncombatants
enter the likely blast radius.'® Third, and most important, unmanned
systems do not place human pilots or ground forces at risk of being
killed or captured in hostile environments. Such advantages have
made drones the “weapon of choice” of the United States for killing
suspected terrorists."

The inherent advantages of drones will not alone make traditional
interstate warfare more likely—such conflicts are relatively rare
anyway, with only one active interstate conflict in both 2012 and 2013.%
Nor will the probable type, quantity, range, and lethality of armed
drones that states possess in coming decades make a government more
likely to attempt to defeat an opposing army, capture or control foreign
territory, or remove a foreign leader from power. However, mispercep-
tions over the use of armed drones increase the likelihood of milita-
rized disputes with U.S. allies, as well as U.S. military forces, which
could lead to an escalating crisis and deeper U.S. involvement. Though
surveillance drones can be used to provide greater stability between
countries by monitoring ceasefires or disputed borders, armed drones
will have destabilizing consequences. Arming a drone, whether by
design or by simply putting a crude payload on an unarmed drone,
makes it a weapon, and thereby a direct national security threat for any
state whose border it breaches.

INCREASED FREQUENCY
OF INTERSTATE AND INTRASTATE FORCE

For the United States, drones have significantly reduced the political,
diplomatic, and military risks and costs associated with the use of mili-
tary force, which has led to a vast expansion of lethal operations that
would not have been attempted with other weapons platforms. Aside
from airstrikes in traditional conflicts such as Libya, Iraq, and Afghani-
stan—where one-quarter of all International Security Assistance Force
(ISAF) airstrikes in 2012 were conducted by drones—the United States
has conducted hundreds in non-battlefield settings: Pakistan (approxi-
mately 369), Yemen (approximately 87), Somalia (an estimated 16), and
the Philippines (at least 1, in 2006).?! Of the estimated 473 non-battle-
field targeted killings undertaken by the United States since November
2002, approximately 98 percent were carried out by drones. Moreover,
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despite maintaining a “strong preference” for capturing over killing sus-
pected terrorists since September 2011, there have been only 3 known
capture attempts, compared with 194 drone strikes that have killed an
estimated 1,014 people, 86 of whom were civilians.?

Senior U.S. civilian and military officials, whose careers span the
pre—and post-armed drone era, overwhelmingly agree that the thresh-
old for the authorization of force by civilian officials has been signifi-
cantly reduced. Former secretary of defense Robert Gates asserted in
October 2013, for example, that armed drones allow decision-makers to
see war as a “bloodless, painless, and odorless” affair, with technology
detaching leaders from the “inevitably tragic, inefficient, and uncertain”
consequences of war.” President Barack Obama admitted in May 2013
that the United States has come to see armed drones “as a cure-all for
terrorism,” because they are low risk and instrumental in “shielding
the government” from criticisms “that a troop deployment invites.”*
Such admissions from leaders of a democratic country with a system
of checks and balances point to the temptations that leaders with fewer
institutional checks will face.

President Obama and his senior aides have stated that the United
States is setting precedents with drones that other states may emu-
late.® If U.S. experience and Obama’s cautionary words are any guide,
states that acquire armed drones will be more willing to threaten or
use force in ways they might not otherwise, within both interstate and
intrastate contexts.

States might undertake cross-border, interstate actions less dis-
criminately, especially in areas prone to tension. As is apparent in the
East and South China Seas, nationalist sentiments and the discovery
of untapped, valuable national resources can make disputes between
countries more likely. In such contested areas, drones will enable gov-
ernments to undertake strike missions or probe the responses of an
adversary—actions they would be less inclined to take with manned
platforms. According to the Central Intelligence Agency (CIA), there
are approximately 430 bilateral maritime boundaries, most of which are
not defined by formal agreements between the affected states.?

Beyond the cases of East Asia, other cross-border flashpoints for con-
flict where the low-risk proposition of drone strikes would be tempting
include Russia in Georgia or Ukraine, Turkey in Syria, Sudan within its
borders, and China on its western periphery. In 2013, a Chinese coun-
ternarcotics official revealed that his bureau had considered attempting
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to kill a drug kingpin named Naw Kham, who was hiding in a remote
region in northeastern Myanmar, by using a drone carrying twenty
kilograms of dynamite. “The plan was rejected, because the order was
to catch him alive,” the official recalled.?” With armed drones, China
might make the same calculation that the United States has made—that
killing is more straightforward than capturing—in choosing to target
ostensibly high-threat individuals with drone strikes. China’s demon-
strated willingness to employ armed drones against terrorists or crimi-
nals outside its borders could directly threaten U.S. allies in the region,
particularly if the criterion China uses to define a terrorist does not
align with that of the United States or its allies.

Domestically, governments may use armed drones to target their
perceived internal enemies. Most emerging drone powers have expe-
rienced recent domestic unrest. Turkey, Russia, Pakistan, and China
all have separatist or significant opposition movements (e.g., Kurds,
Chechens, the Taliban, Tibetans, and Uighurs) that presented politi-
cal and military challenges to their rule in recent history. These states
already designate individuals from these groups as “terrorists,” and
reserve the right to use force against them. States possessing the lower
risk—compared with other weapons platforms—capability of armed
drones could use them more frequently in the service of domestic paci-
fication, especially against time-sensitive targets that reside in moun-
tainous, jungle, or other inhospitable terrain. Compared with typical
methods used by military and police forces to counter insurgencies,
criminals, or terrorists—such as ground troops and manned aircraft—
unmanned drones provide significantly greater real-time intelligence
through their persistent loiter time and responsiveness to striking an
identified target.

INCREASED RISK OF MISPERCEPTION
AND ESCALATION

Pushing limits in already unstable regions is complicated by questions
raised regarding rules of engagement: how would states respond to
an armed drone in what they contend is their sovereign airspace, and
how would opposing sides respond to counter-drone tactics? Japanese
defense officials claim that shooting down Chinese drones in what
Japan contends is its airspace is more likely to occur than downing
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manned aircraft because drones are not as responsive to radio or pilot
warnings, thereby raising the possibility of an escalatory response.?
Alternatively, Japan might misidentify a Chinese manned fighter as an
advanced drone and fire on it, especially if the aircraft’s radar signature
is not sufficiently distinctive or if combat drones routinely fly over the
disputed area.

Thus, the additional risks associated with drone strikes, com-
bined with the lack of clarity on how two countries would react to an
attempted downing of a drone, create the potential for miscalculation
and subsequent escalation. As U.S. Air Force commanders in South
Korea noted, a North Korean drone equipped with chemical agents
would not have to kill many or even any people on the peninsula to ter-
rorize the population and escalate tensions.” This scenario points to
the spiraling escalatory dynamic that could be repeated—Ilikely intensi-
fied in the context of armed drones—in other tension-prone areas, such
as the Middle East, South Asia, and Central and East Africa, where
the mix of low-risk and ambiguous rules of engagement is a recipe for
escalation. Not all of these contingencies directly affect U.S. interests,
but they would affect treaty allies whose security the United States has
an interest in maintaining. Compared with other weapons platforms,
current practice repeatedly demonstrates that drones make militarized
disputes more likely due to a decreased threshold for the use of force
and an increased risk of miscalculation.

INCREASED RISK OF LETHALITY

The proliferation of armed drones will increase the likelihood of desta-
bilizing or devastating one-off, high-consequence attacks. In March
2013, Senator Dianne Feinstein (D-CA) observed of drones: “In some
respects it’s a perfect assassination weapon. . .. Now we have a prob-
lem. There are all these nations that want to buy these armed drones.
I'm strongly opposed to that.”** The worst-case contingency for the use
of armed drones, albeit an unlikely circumstance, would be to deliver
weapons of mass destruction. Drones are, in many ways, the perfect
vehicle for delivering biological and chemical agents.’' A WMD attack,
or even the assassination of a political leader, another troubling though
unlikely circumstance, would have tremendous consequences for
regional and international stability.
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Deterring such drone-based attacks will depend on the ability of the
United States and other governments to accurately detect and attri-
bute them. Technical experts and intelligence analysts disagree about
the extent to which this will be possible, but the difficulties lie in the
challenges of detecting drones (they emit small radar, thermal, and
electron signatures, and can fly low), determining who controlled it
(they can be programmed to fly to a preset GPS coordinate), or assign-
ing ownership to a downed system (they can be composed of commer-
cial, off-the-shelf components).*?

It is equally noteworthy that civilian officials or military command-
ers have almost always used armed drones in ways beyond their initially
intended applications. Drones do not simply fulfill existing mission
requirements; they create new and unforeseen ones, and will continue
to do so in the future. Furthermore, U.S. officials would be misguided
to view future uses of armed drones solely through the prism of how
the United States has used them—for discrete military operations in
relatively benign air-defense environments. The potential for misper-
ception is compounded by the fact that few governments seeking or
acquiring armed drones have publicly articulated any strategy for how
they will likely use them. Conversely, the uncertainty about how other
countries will use drones provides the United States with an oppor-
tunity to shape drone doctrines, especially for U.S. allies interested in
procuring drones from U.S. manufacturers.



Proliferation Constraints and Incentives

Commercial drone applications advertised by companies such as
Amazon give the illusion of a technology that is ubiquitous and inevi-
table. If drone technology indeed diffuses easily, then efforts to con-
trol its spread—whether through tight export controls or pressure on
major producers to restrict drone transfers—are unnecessary and even
misguided. In a world of rapid technology diffusion, countries will inev-
itably acquire the technology, and the United States has financial incen-
tives to generate the greatest market share for its domestic industry.
However, there are high barriers to entry for some countries that wish
to join the armed drone market, which explain a low procurement rate
despite the intrinsic advantages of drones and countries’ stated ambi-
tions to obtain them.

One factor is technological. Though rudimentary drones have
existed for decades, there is a qualitative difference between ear-
lier civilian and military surveillance models, and those used by the
United States for strike missions. Drone strikes conducted by the
United States require actionable intelligence (from human, signal,
and imagery sources), sophisticated beyond line-of-sight communica-
tions, access to satellite bandwidth, and systems engineering—from
internal fire control to ground control stations—that are presently
beyond the reach of most states. Several countries with relatively
advanced aerospace programs, including Russia, France, and Italy,
have not been able to develop and deploy these capabilities. Though it
is unlikely that countries will indigenously develop capabilities equal
to that of the United States in the near term, most have the financial
resources to purchase from the United States or Israel—including
Pakistan, Turkey, Saudi Arabia, and the United Arab Emirates—and
a desire to do so. Additionally, many are able to purchase or manufac-
ture tactical short-range armed drones with limited firepower, which
lack the additional system components required to carry out U.S.
drone strikes, but can still have destabilizing effects.

14



Proliferation Constraints and Incentives 15

A second factor is diplomatic. Drone strikes in foreign countries that
allow for target intelligence collection necessitate a safe air environment
and overflight rights, and require bilateral relationships to obtain host-
nation basing rights for noncontiguous countries. U.S. drone strikes in
Yemen and Somalia, for example, require airfields in Djibouti, Saudi
Arabia, the Seychelles, and Ethiopia, secured with covert and overt
aid and security commitments. (The United States does not conduct
drone strikes from U.S. Navy ships, though it should be able to within
five years.**) Few other countries will have reliable access to foreign air-
bases in coming years from which they can conduct lethal operations,
and no other country will develop a blue-water navy capable of support-
ing intercontinental drone strikes for decades to come. Therefore, it is
likely that most drone operations conducted by other countries within
the coming years will be across borders or internal.

The third factor is domestic politics, which can constrain armed
drone programs even in countries that have the ability to develop the
technology. Whereas the U.S. targeted killing program has faced few
domestic constraints, the politics of drones looks considerably differ-
ent in some other countries. German politicians and military officials
advocating for drones claim that there is a pressing military need. How-
ever, they have encountered intense opposition from a German public
worried that the lethal capability would compromise the country’s
defense-only security norms, and increase the prospects for military
interventions more generally. In late February, the European Parlia-
ment passed an unprecedented resolution, declaring, “Drone strikes
outside a declared war by a state on the territory of another state with-
out the consent of the latter or of the UN Security Council constitute a
violation of international law and of the territorial integrity and sover-
eignty of that country.”** The debates in Europe demonstrate how the
prism through which opposing sides view armed drones is significantly
influenced by their perception of the morality, legality, and necessity of
U.S. drone strikes.

Though drones have lowered the threshold at which governments
will authorize the use of force, they have not lowered it to zero. Risks
remain, including diplomatic costs, for initiating even limited strikes
with unmanned aerial systems. States that have armed drones but have
not yet used them, such as Iran and China, have not been involved in
militarized regional crises where such lethal capability would serve a
strategic purpose. However, when they encounter heightened political
or territorial tensions with neighboring countries, or face threats from
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across their borders, they will likely be more willing to use drones, or to
counter them, in ways that are provocative and destabilizing—as dem-
onstrated in the South and East China Seas. For example, Japan has
stated it needs drones “to counter China’s growing assertiveness at sea,
especially when it comes to the Diaoyu/Senkaku Islands.”* Traditional
deterrence is applicable to the use of armed drones since most countries
have an innate desire to avoid military escalation and conflict. However,
because armed drones are used in destabilizing manners that other
weapons platforms are not, there will be far more situations in which
local military commanders must make decisions about employing force
to counter drones, and the time for rational deterrence decision-mak-
ing is significantly diminished.



Debates About Armed Drone Exports

A U.S. strategy to limit the proliferation of armed drones should con-
sider the existing frameworks and principles that apply to their export.
The 1987 Missile Technology Control Regime (MTCR) was intended
to regulate nuclear-capable missiles and related technologies, including
armed drones, and has strongly influenced U.S. policy debates about
armed drone exports. Under the regime’s guidelines, drones that can
deliver a five hundred kilogram payload a minimum flight distance of
three hundred kilometers are classified as Category I items, for which
“there will be a strong presumption to deny such transfers.” The United
States was one of the seven original signatories to the MTCR, and
maintains that its standards remain applicable to armed or unarmed
Category I export considerations.

Given that the MTCR shapes and constrains U.S. drone exports, it is
important to understand the challenges that it faces to remain relevant.
First, it is a nonbinding international association, which the thirty-four
signatory states interpret and implement at their discretion. Second, a
number of armed drone—producing or aspiring countries are not mem-
bers—Iran, Israel, China, India, and Pakistan—though Israel claims to
be a unilateral adherent to its principles and China is a selective adher-
ent.*® Nonetheless, while the United States restricted its armed drone
exports, Israel exported $4.6 billion in drone systems between 2005
and 2012, compared with less than $3 billion by the United States.?
China has reportedly sold two of its smaller armed drones to the UAE
and Pakistan, raising concerns about whether it would export its larger
Predator-equivalent drone (the CH-4) to countries such as Iran.*
Third, the Category I annex that addresses drones by payload and flight
distance is arbitrary, since drones under these thresholds can conduct
destabilizing probes into contested territories and lethal missions
across borders, but would be exempt from this provision. For example,
responding to requests from the UAE, General Atomics designed a
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Category Il version of the Predator (XP) for export. While this is pref-
erable to exercising the rare exception to the presumption of denial
and exporting a Category I system, it points to the arbitrary payload
thresholds and previews ways in which the industry could—as technol-
ogy improves and becomes lighter—export a Category I armed drone
in the future.* It also suggests that an agreement organized around
payload and range rather than mission type—lethal versus nonlethal—
may decline in relevance as the technology evolves. Fourth, the “strong
presumption of denial” clause suggests that member states should not
export Category I items. The United States has refused to export such
systems to Pakistan, the UAE, and Turkey, despite repeated requests
from these countries. It has, however, exported such technologies to
close allies, pointing to the potential for an erosion of any proliferation
norm once other countries develop the capability to produce Category
Iitems indigenously and begin exporting them.

Despite the MTCR'’s shortcomings, some U.S. officials and staff-
ers worry that any attempt to rewrite the Category I restrictions would
weaken nonproliferation norms more generally. This concern is based
on the assumption that the global framework of multilateral treaties
and norms on WMDs and their delivery vehicles are interconnected
andreinforcing, and that weakening one weakens the regime as a whole.
Moreover, in 2005, the Bush administration attempted to update and
strengthen the language relating to drones, but could not get a consen-
sus agreement, which is required for altering the MTCR. The Obama
administration has undertaken a lengthy interagency review of U.S.
drone export policies, and plans to publicly release some version of its
findings in 2014.*’ Updated policies will need to balance the strong pre-
sumption of denial clause that garners broad, though incomplete, mul-
tilateral support, with more permissive armed drone exports to close
allies and partners.

There are strong, unresolved disagreements among senior U.S. gov-
ernment officials over the future of U.S. exports and the policy trade-
offs. Officials who support leasing or selling most armed drone models
contend that the weapons would play an essential role in building part-
nership capacity among allies and partners. Providing these countries
with a wide range of lethal capabilities enables them to fight common
enemies and allows the United States to promote their responsible
use with monitoring and end-user verification agreements written
into foreign military sales.*" Officials further suggest that these cases
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would remain exceptions, and U.S. behavior may not be used as prec-
edent for other countries, in which case the United States should not
be hamstrung. Other government officials and staff argue that lowering
the threshold for when the United States sells Category I drones would
erode the norm created by other MTCR member states, as well as non-
members, against such exports. In addition, some government officials
worry that the introduction of new military capabilities would increase
the likelihood of military escalation in unstable regions where there are
unresolved territorial or boundary disputes, and believe that drones
will be used irresponsibly—to intentionally probe adversaries, target
civilians, or launch WMD attacks—or lead to arms racing.



Debates About Armed Drone Uses

A U.S. strategy that promotes the responsible use of armed drones
should take into account the most contentious and unresolved issues
surrounding them. In October 2013, two United Nations special rap-
porteurs published complementary reports condemning certain
aspects of armed drones. Despite the generally critical tenor of the
report, Christof Heyns, the UN special rapporteur on extrajudicial,
summary, or arbitrary executions, conceded that “drones are here to
stay” and are not, by their nature, illegal: “It is difficult to suggest that
a weapon system is unlawful because a pilot is not on board.”* Several
countries nonetheless took the opportunity provided by the UN reports
to critique the use of armed drones, with China pointing to the “blank
space ininternational law” that is “subject to abuse.”* These diplomatic
challenges mirror the widespread foreign opposition to U.S. drone
strikes, both in countries where they do not occur, and in Pakistan, for
example, where a large majority of the population is opposed.* Public
hatred among Pakistanis for U.S. drones strikes has put pressure on
the government to oppose the United States on a range of non-drone
issues, such as allowing the transportation of military equipment out of
Afghanistan, in order to appease its domestic audience.*

The Obama administration has responded by arguing that all of its
lethal counterterrorism strikes comply with domestic and international
laws. The U.S. government’s public position, as explained in speeches
by senior officials, is that its use of lethal force is carried out in the con-
text of an armed conflict with al-Qaeda and associated forces, to which
the laws of armed conflict (international humanitarian law) apply. The
United States also states that strikes are carried out pursuant to legiti-
mate self-defense. U.S. officials have not clarified whether, or how, the
United States also applies human rights law. Furthermore, after a long
and deliberative interagency process, the White House published a
summary of a presidential policy directive in May 2013 that describes

20



Debates About Armed Drone Uses 21

the policies that the United States applies in its use of force operations
outside areas of active hostilities. Regardless, many external observers
have stated that legal boundaries remain unexplained and unclear. Even
the former legal adviser to the State Department, Harold Koh, acknowl-
edges there is still a “need for transparent, agreed-upon domestic and
international legal process and standards.”* In addition to the impacts
of unclear U.S. policies and legal interpretations on accountability and
democratic legitimacy, the lack of clarity also influences the capacity of
the United States to set positive precedents for other states and to influ-
ence use-of-force norms.

To the extent that U.S. policy sets precedents for subsequent drone
use, the lack of clarity about U.S. targeted killing policies should be
addressed. For example, the Obama administration will not identify
which terrorist groups can be lawfully targeted—only that targeted
individuals are members of al-Qaeda or “associated forces”—because
doing so would enhance the credibility of named groups, according to
a Pentagon spokesperson.*” Identifying these groups would increase
transparency, reassuring other countries that the United States can
justify who it targets. Additionally, this would give the United States
leverage to call on other countries to explicitly define who they are
targeting, rather than settle for vague descriptions, such as “associ-
ated forces.”

Moreover, the Obama administration will not classify what belliger-
ents’ behavior or personal attributes make them a direct participant in
hostilities, the latter of which covers the reported (though unacknowl-
edged) controversial practice of signature strikes, in which individuals
are targeted based on patterns of behavior—for example, presumed
guilt for associating with a suspected terrorist. Similarly, the Obama
administration will not publicize what procedures either the CIA or
Department of Defense takes to prevent or mitigate harm to civilians,
or to investigate incidents of civilian harm that occur during lethal
operations. Such unresolved questions about what the United States
considers to be the scope of the conflict and what procedures it has
adopted to protect civilians have been raised repeatedly by allies to
U.S. diplomats. Ambiguity regarding U.S. policies presents an oppor-
tunity for other countries to use drones with limited transparency and
no clarification regarding processes and targeting. This lack of clar-
ity also diminishes the United States’ legitimacy by appearing hypo-
critical. Increasing transparency will enable the United States to take



22 Limiting Armed Drone Proliferation

a leading role in shaping international norms on the use of drones by
establishing credibility.

Though not all states will comply with norms, historical examples of
weapons proliferation and use norms have been largely adhered to and
in only rare instances not followed. For example, forty-five countries
are capable of building nuclear weapons, but only nine have acquired
them, which is fewer than the fifteen to twenty President John F. Ken-
nedy predicted would existin 1975. Similarly, although the United States
refuses to sign the 1997 Mine Ban Treaty, it uses landmines only on the
Korean Peninsula, where they are designed to be able to self-destruct
in as little as four hours or at most fifteen days. Other classes of weap-
ons have been eliminated, including biological weapons, or are in the
hands of few countries, such as chemical weapons. Moreover, except
in extremely rare circumstances, governments simply do not use force
indiscriminately, nor claim they have the inherent right to do so.



Conclusions and Recommendations

The challenges highlighted by the U.S. experience using armed drones
and the unresolved international debates suggest that the consequences
of drone proliferation for other countries and its implications for U.S.
interests will be considerable. As with other technology-driven global
governance challenges, the longer the United States delays, the less
influence it will have in shaping rules of the road, and the less likely
it is that the largest possible coalition of emerging drone powers will
agree to an arrangement addressing armed drones. Governing the use
of armed drones will not require new treaties or international laws,
because adequate legal instruments already exist, such as the MTCR,
though it requires clarification. Additionally, the domestic politics of
treaty ratification and the international politics of removing drones
from the MTCR and creating a new treaty would only create more bar-
riers to an international agreement on the governance of armed drones.
Among countries with or pursuing armed drones, a more broadly
accepted understanding of how specific legal terms are interpreted and
applied is necessary, as well as more faithful and transparent adher-
ence to them. In its remaining years, the Obama administration has the
opportunity to play a significant role in what these rules of the road look
like if it commits to help develop and shape them.

Some U.S. officials and analysts contend that the widespread prolif-
eration of armed drones is inevitable, and that any efforts to influence
their use will fail. This assertion disregards the diplomatic, domestic,
political, and, for some, technological restraints that have limited the
spread of other military capabilities, and the logistical, normative, and
legal principles that affect whether and how they are used.

There are two broad policy decisions facing the Obama administra-
tion regarding the use and proliferation of armed drones. The most
near-term policy decision is determining under what conditions the
United States will export Category I unmanned systems. As the lead
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user of drones, the United States has the unique opportunity to deter-
mine which countries acquire these systems and to hold them account-
able for how they use those drones. Toward this end, the following
principles should guide all related Category I exports:

» acommitment to peacefully resolving all outstanding border or mari-
time disputes;

= acommitment to brokering domestic political disputes peacefully;

» a demonstrated history of protecting civilians from harm caused by
uses of other weapons platforms;

» a commitment to human rights protections;

* acommitment to transparency in how armed drones are employed—
including support of strategies, doctrine, and the applicable legal
framework;

» a commitment to WMD and WMD-delivery nonproliferation; and

» a demonstrated history of rigorous adherence to end-user agree-
ments for U.S.-supplied weapons, including unauthorized third-
party transfers.

The United States is currently confronted with a concrete example
of how these principles should be applied: the Obama administration is
facing a near-term decision about exporting Category I armed Reaper
drones to Italy. Given Italy’s general support for such principles, the
Obama administration should waive the strong presumption of denial
to provide such weapons platforms to Italy, which would enhance the
military capabilities of a close ally, promote interoperability between
American and Italian military forces, and provide industrial support for
a U.S. firm that has seen a decrease in domestic sales since the Penta-
gon no longer requires, nor can afford, to operate the large number of
drones deployed during the surge in Afghanistan. These steps should
be implemented in stages to ensure that the drones will be used respon-
sibly, by first leasing a small number with a monitoring and evaluation
program built in, and then selling outright a few years later.

Given that itis unrealistic for the United States to get consensus sup-
port for modifying the MTCR, any exports of Category I unmanned
systems should be concomitant with public confidence-building mea-
sures concerning each individual sale. Specifically, the United States
should provide detailed descriptions of armed drone exports in its
annual report to the UN Register of Conventional Arms, which is not
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currently required for member states. This would provide transparency
of U.S. weapons development and decrease uncertainty among poten-
tial adversaries about its capabilities, subsequently decreasing the likeli-
hood of an arms race.

The second broad policy decision facing the Obama administration
is the establishment of norms and practices for how and in what situ-
ations armed drones should be used. Customary international law is
based in part on state practice, which also influences other countries’
interpretations of treaties. Given that the United States is the lead actor
and exemplar of drone use, its interpretation of international law, public
articulation of its position, and future behavior will set a precedent on
which other countries are likely to base their own behavior. The actions
of the United States would serve as a benchmark against which others
are judged, and therefore provide legitimacy for and reduce the political
and diplomatic costs of other countries emulating U.S. practices. This
does not entail revealing information about the sources and methods
for targeted strikes, which is a legitimate concern for many U.S. officials,
particularly in the intelligence community. This sort of transparency has
been successfully employed on other highly sensitive national security
issues—in 2010, as part of the Nuclear Posture Review, the United States
outlined specifics for the circumstances under which it would employ
nuclear weapons, what force posture it would maintain to deliver them,
and even how many nuclear warheads were in its arsenal.

Though the United States has made initial efforts to increase trans-
parency, especially in the context of providing information to its own
citizens, it should extend that transparency to all its targeting decisions.
In February 2014, Director of National Intelligence James Clapper said,
regarding armed drones, “I would hope, as other countries acquire sim-
ilar capabilities, that they follow the model that we have for the care and
precision that we exercise.” Though this supposed model could serve as
agood precedent, it remains largely a secret, thereby leaving a precedent
of minimal transparency and a lack of justification for drone strikes. A
guiding principle for how the United States describes and clarifies its
drone operations should be based on the type and specificity of infor-
mation it wants to see used by other armed drone states. The Obama
administration has provided transparency for some issues, such as the
November 2012 Department of Defense directive mandating “appro-
priate levels of human judgment over the use of force” by autonomous
and semiautonomous weapons systems.** In other areas it remains
opaque, particularly in regard to the supposed “strong preference” for
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capturing suspected terrorists whenever possible rather than killing
them, given that the available information overwhelmingly concludes
the opposite is taking place.

The United States should be more specific in terms of how it applies
international humanitarian law and self-defense law to its policy of
armed drone strikes—and whether international human rights law
applies. Legal constraints signal the United States’ preference for
how it wants other countries to conduct drone strikes in the future
and, although not all states will follow U.S. precedent, give the United
States leverage to shape norms and condemn the actions of other states.
Although established norms and practices would limit the use of armed
drones, self-defense and regular military missions would still be pro-
tected under international law. Additionally, the United States should
explain how it interprets “continuing and imminent” threats in the con-
text of the relevant body of international law, a primary point of conten-
tion and confusion among European allies. The United States takes a
more expansive view of self-defense and imminence than its allies, not
just with respect to drones and targeting individuals, but also to invad-
ing countries, and there may be consequences to this broader discre-
tion regarding international law. Unless the United States accepts some
constraints and leads the way in developing them, it will face greater
operational constraints—stemming from decreased counterterrorism
cooperation, denial of overflight or basing rights, or diplomatic pres-
sure—as a result of future backlash.

Beyond these two broad sets of recommendations, there are several
subsequent policy reccommendations for the Obama administration:

» Task the intelligence community to publish an unclassified survey of
the current and future trends of unmanned military technologies—
including ground, sea, and autonomous systems—as it does for bal-
listic missilesand WMDs. This would clarify the state of proliferation
and use for the U.S. government and domestic drone manufacturers,
and inform changes to U.S. strategic guidance, military posture, and
export principles.

» Commission an unclassified study by a federally funded research
institution to assess how unmanned aerial systems have been
employed in destabilizing settings and identify the most likely poten-
tial future missions of drones that run counter to U.S. interests.

» Direct administration officials to testify—for the first time—before
Senate and House Foreign Relations Committees hearings on the
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unresolved questions over what principles and criteria should guide
armed and unarmed drone exports.

= Appoint a high-level panel of outside experts to review U.S. gov-
ernment policies on targeting decisions and their transparency and
potential effect on emerging proliferators, and propose reforms
based on the President’s Review Group on Intelligence and Commu-
nication Technologies.

» Encourage U.S. drone manufacturers, who seek lower barriers to
export, to form an association—comparable to the World Associa-
tion of Nuclear Operators—to promote industry growth through
transparency and risk management.

» Redouble Track I and Track II efforts to address growing apprehen-
sion among European governments and nongovernmental organiza-
tions about fully autonomous lethal drones, which the U.S. military
has declared it is not pursuing.

» Reevaluate the MTCR'’s Category I versus Category II distinctions
thatare currently based on arbitrary distinctions of payloads over five
hundred kilograms and ranges not exceeding three hundred kilome-
ters, which excludes potentially lethal and destabilizing drones. Con-
sider categories based on mission type (e.g., lethal versus nonlethal).

= Review whether the strong presumption of denial clause in the MTCR
offers clear guidelines for states, and investigate cases where member
states have overcome that presumption and exported Category I items
to measure the consequences for drone proliferation norms.

» Formally request that non-signatories to the MTCR—including
China, Iran, Pakistan, and India—issue public declarations of unilat-
eral support for the principles and regulations contained in the regime.

* Begin formal discussions with Chinese government leaders to
increase transparency and predictability for both American and
Chinese drone exports, as part of the U.S.-China Strategic and Eco-
nomic Dialogue process.

» Form an international working group composed of emerging pro-
liferation powers to identify the consequences of future drone tech-
nologies, dual-use concerns (i.e., nonlethal drones that can be made
lethal), and the viability of so-called trigger lists along the lines of the
Zangger Committee lists for nuclear technology.
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