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From the Publisher
Something unfortunate happened on the way to the printer. Ariel Sharon, 
Prime Minister of Israel, suffered a major stroke. It is assumed that, as of today, 
Israel—and the world—has changed dramatically.

Sharon, like him or not, was a major player on the world scene. A man of strong 
convictions, he was a tough-minded soldier that ultimately emerged as a great 
figure in the pursuit of an enduring and lasting peace. This was a surprise to his 
enemies, who could never have imagined that this warrior’s warrior could also 
be a politician’s politician and even a negotiator’s negotiator.

When Sharon came to power (again) five years ago, the world community con-
nected him with the outbreak of the second intifada. By the end, these same 
people saw him as essential to any negotiations between Israel and the Palestin-
ians. This was truly a remarkable accomplishment.

Shakespeare wrote in Julius Caesar: “The evil that men do lives after them; the 
good is oft interred with their bones. So let it be with Caesar.”

So let it NOT be with Sharon. In the weeks and months ahead, his enemies will 
breathe easier and recall ancient and trumped-up charges. But they will fail. 
What will remain instead is the understanding that he was a man of peace.

Another issue also looms on the horizon—that of Iran’s reckless march toward 
nuclear weapons. The repressive theocratic regime in Tehran may have turned 
a deaf ear to world outcry. But why should Iran be concerned when the divided 
West has proven itself to be all bark and no bite? And if we are afraid now, what 
will happen after Tehran gets the bomb? Unfortunately, these are questions we 
may need to confront soon enough.

Hopefully, by the time this issue goes to press, new options will be pursued.

Tom Neumann
Publisher
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Editor’s Corner
A year after September 11th, the world got its first glimpse of the Bush admin-
istration’s grand strategy. The National Security Strategy of the United States of 
America, released by the White House in September 2002, is sweeping in scope 
and breathtaking in its ambition. “We will defend the peace by fighting terrorists 
and tyrants,” the document announced. “We will preserve the peace by building 
good relations among the great powers. We will extend the peace by encourag-
ing free and open societies on every continent.” This demanding agenda has led 
scholars such as Yale University’s John Lewis Gaddis to dub it “the most impor-
tant reformulation of U.S. grand strategy in over half a century.”

Three-and-a-half years later, the Bush administration can claim progress on a 
number of these fronts. It has succeeded in uprooting the Taliban in Afghanistan, 
removing Saddam Hussein’s brutal regime in Iraq, and substantially impair-
ing the activities of al-Qaeda. It has forged new links to the states of Eastern 
Europe, Central Asia and the Caucasus. And it has catalyzed movement toward 
pluralism in a number of unexpected places, among them Lebanon, Ukraine 
and Kyrgyzstan.

But fresh challenges have emerged, and they necessitate new and creative 
thinking about how to promote U.S. interests and American security. With that 
in mind, this issue of The Journal offers a sextet of feature articles on future 
strategy. GWEST’s Fred Cedoz lays out a bold agenda for U.S. energy security. 
J. Michael Waller of the Institute of World Politics takes a fascinating look at 
the linguistic front in the War on Terror. Former administration officials Frank 
Cilluffo and J. Paul Nicholas lay out the new challenges confronting the U.S. 
in cyberspace. Robert Pfaltzgraff of the Institute for Foreign Policy Analysis 
explains the centrality of space to future American security. Writing under the 
pseudonym Pavel Ivanov, a State Department strategist explains the need to 
focus on terror enablers in the criminal world. Last, but certainly not least, the 
National Institute for Public Policy’s Keith Payne explains the new rationales—
and requirements—for nuclear deterrence.

This issue also boasts sections dealing with America’s two main strategic com-
petitors. Stephen Blank of the U.S. Army War College takes a look at the thorny 
debate over U.S. policy toward Russia—and explains persuasively why democ-
racy promotion must take precedence over “realism.” Russia scholar Gordon 
Hahn provides a fascinating, and deeply worrying, glimpse into the effects that 
Vladimir Putin’s anti-democratic policies are having upon Russia’s sizeable 
Muslim minority. The final article on Russia, written by yours truly, outlines the 
changing nature of the Kremlin’s strategic partnership with Iran, and explains 
why there should be reason for optimism that that relationship may soon become 
a thing of the past.

Then, on to China. The American Enterprise Institute’s Dan Blumenthal pro-
vides an overview of China’s growing power in Asia, and what regional countries 



The Journal of InTernaTIonal SecurITy affaIrS6

are doing about it. For his part, Frank Gaffney of the Center for Security Policy 
outlines China’s widening quest for energy, and how it fits into the PRC’s ambi-
tious (and deeply anti-American) grand strategy.

In our “Dispatches” section, we offer perspectives on a trio of important topics: 
the state of the U.S.-Turkish relationship; the nature of the student democracy 
movement within Iran; and Italy’s convoluted internal political scene. Rounding 
out the issue are reviews of four notable foreign policy books: Husain Haqqani’s 
Pakistan: Between Mosque and Military; Twilight in the Desert by Matthew Sim-
mons; Flynt Leverett’s Inheriting Syria; and Pedro Sanjuan’s The UN Gang.

In our last issue, we highlighted a number of geographic and ideological fronts 
where the future battles of the War on Terror are likely to be fought. In this one, 
we are proud to offer an array of perspectives on how the United States can do 
so successfully.

Ilan Berman
Editor



ThInkIng Beyond 
oPec

Frederick Cedoz

T oday, Americans are more aware than ever of energy issues. At 
the same time, American energy consumers are more vulnerable 
than ever to price volatility brought about by demography, geol-

ogy and geopolitics. The costs of gasoline for our cars and SUVs, the 
diesel fuel that allows our truck drivers to move goods from ports to our 
doorsteps, and the home heating fuels that allow us to sleep comfortably 
on cold winter nights, have all seen dramatic increases in recent years.

So far, however, the debate over true “energy security” in the United States 
has been superficial at best. Railing against the dangers of imported oil may 
be a useful campaign tactic for politicians, but it has engendered little by way 
of real policy alternatives. It likewise has neglected a major strategic develop-
ment—the effective demise of the Organization of Petroleum Exporting Coun-
tries (OPEC), the powerful price-fixing cartel that has steered the global oil 
market for much of the past half-century.

These changes beg a rethink of U.S. policy. They also underscore the press-
ing need for a real energy security strategy, one focused upon greater hydrocar-
bon production at home, new and safer suppliers abroad, and investments in the 
development of innovative energy technologies.

The perfect energy storm
The global energy scene is changing dramatically. For decades, world 

energy markets have been able to withstand a multitude of uncertainties. 

frederIck cedoz is Vice President for Operations of GWEST (Global Water & 
Energy Strategy Team), a Washington-based energy and strategic resources 
consultancy.
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But never in recent times have so 
many factors weighed on the abil-
ity of producers to get oil to market, 
as well as the consumer’s access to 
hydrocarbons and refined products, 
as in the last several years. These 
factors, and undoubtedly many 
others, began coming together in 
a “perfect energy storm” in early to 
mid-200�—just as the U.S. economy 
began to recover from the terror 
attacks of September 11th.

One set of factors deals with 
demand. There was a time when an 
increase in demand could be met 
domestically by opening the chokes 
on the wells over the prolific fields 
of Texas, Oklahoma and Louisi-
ana. Subsequently, when U.S. con-
ventional oil production peaked in 
1970,1 American policymakers and 
the general public took solace in 
the fact that the Saudis could pro-
duce more from their massive oil 
fields. But today, things are differ-
ent. Increased demand no longer 
refers solely to an increase in U.S. 
demand. Even though the U.S. still 
consumes some 2� percent of world 
oil production (roughly 20 million 
barrels per day), the most dramatic 
increase in demand is coming from 
emerging economies in Asia—most 
notably China and India. According 
to the U.S. Department of Energy’s 
Energy Information Administra-
tion (EIA), worldwide oil demand 
grew by more than 2.7 million bar-
rels daily in 2004. Of that, 1.9 million 
were attributable to growing Asian 

economies, with China accounting 
for more than 1 million barrels a day 
in demand growth.2

Another deals with supply. Find-
ing and bringing new sources of 
crude oil to market often takes years 
or even decades. That length of time 
has increased in recent years, as the 
world’s major oil producers have had 
to look in ever more remote locations 
for the crude to replace declining 
production from established fields. 
Energy investment banker Matthew 
Simmons has illustrated just how dif-
ficult it is to find giant and supergiant 
fields (those capable of producing 
100,000 and 500,000 barrels a day, 
respectively), and that the chances for 
such great new finds in Saudi Arabia 
“must now be deemed remote.”�

The supply-side problem does 
not stop there. Once crude is brought 
to world markets, it has to be refined. 
Increasing domestic demand for gas-
oline and other refined products is 
causing U.S. refineries to operate at 
maximum output. This has created a 
great degree of stress on the supply 
chain, reducing time available for 
routine maintenance, seasonal blend-
ing switchovers and the occasional 
unforeseen shutdowns (such as those 
that occurred in the wake of hurri-
canes Katrina and Rita).

The final variable is geopolitical 
risk. The impact of geopolitics on the 
oil markets has steadily increased 
over the last two decades, and partic-
ularly since September 11th. With the 
advent of the Global War on Terror, 
the political instability endemic to 
the majority of OPEC producers 
has taken on increased importance. 
Attacks on Saudi oil infrastructure, 
once just a remote possibility, now 
seem probable. The impact of this 
calculus is already being felt; politi-
cal consensus among the United 
States and its allies is that it is just a 

The impact of geopolitics on 
the oil markets has steadily 
increased over the last two 
decades, and particularly since 
September 11th.
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matter of time before a terrorist event 
removes significant oil supplies from 
the market.

Iraq is also an issue. The oil situ-
ation in the former Ba’athist state, 
which many policy planners hoped 
would provide the economic spark 
with which to rebuild the country 
after decades of mismanagement, 
seems to be worse than first thought. 
Iraq is actually producing less oil 
today (1.9 million barrels daily) than 
at the end of major combat operations 
in 200�—a decline attributable to 
repeated terrorists bombings of pipe-
lines and other key points of the coun-
try’s oil infrastructure.4 And while 
hope remains that the insurgency 
will end and the country will become 
stable, democratic and economically 
prosperous, early indicators regard-
ing the country’s existing oil reser-
voirs are not cheery.

Geopolitical risk is not con-
fined to the Persian Gulf, however. 
Russia, once thought to be an emerg-
ing swing producer (possibly join-
ing Saudi Arabia as one of very few 
countries with excess production 
capacity), has turned out to be just as 
unpredictable as many third world oil 
producers. The de facto nationaliza-
tion of the Yukos oil conglomerate—
and the attendant political instability 
that has ensued in the country’s 
energy sector—has transformed 
investing in the Russian oil industry 
from a potential bonanza into a game 
of roulette.

All of this, combined with nation-
alist chest pounding from Venezue-
la’s Hugo Chávez, persistent theft, 
corruption and supply disruptions in 
Nigeria and even threats of oil worker 
strikes in prosperous Norway, have 
generated a “geopolitical risk pre-
mium” of between $10 and $15 dol-
lars a barrel.

OPEC, RIP
Not all that long ago, the answer 

to such problems would have come 
from OPEC. Historically, the public 
statements that invariably followed 
the behind-the-scenes arm-twisting 
within the world’s most powerful 
cartel were treated as gospel by global 
markets, and oil commodity futures 
prices reacted accordingly. For as 
long as anyone can remember, OPEC 
has been the glove outlining the 
invisible hand allegedly controlling 
the international oil market. And 
for just as long, consumers have 
benefited from the comfort of this 
controlling presence.

Today, however, the situation is 
quite different. Despite the cartel’s 
best efforts, mounting evidence points 
to the fact that OPEC has become 
increasingly ineffective in reining 
in high oil prices. And with the dis-
appearance of the preferred “price 
band” for OPEC crude ($2�-$�2 per 
barrel), some wonder whether the 
cartel still has any interest at all in 
bringing prices down.

This impotence derives from a 
confluence of factors. With estimates 
for crude oil demand steadily being 
revised upward, market fundamentals 
are working against the cartel. And 
with most of the additional supply to 
meet this demand projected to come 
from non-OPEC producers, the cartel 
is facing a dramatic diminution in 
influence. At the same time, political 
instability in OPEC’s primary region, 
the Persian Gulf, is working against 
investor confidence.

Also at issue is the fact that the 
price of oil’s impact on the world 
economy is smaller today than it was 
at the time of the oil shocks of the late 
1970s. Even though analysts and pun-
dits like to talk sensationally about 
“record-high oil prices,” the U.S. gets 
more than double the GDP out of a 
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barrel of oil now than it did in the mid-
1970s. As a consequence, oil’s impact 
on the world economy as a whole is 
less now than it was at the height of 
OPEC’s power.

Momentum also is having a tre-
mendous impact on oil prices. While 
there are virtually no fundamental 
fiscal underpinnings for oil prices 
soaring above $50 a barrel, it is 
unlikely that any cartel could prevent 
prices from skyrocketing purely for 
psychological reasons.

Finally, there is the matter of 
organizational cohesion. In the past 
couple of years, there has been much 
internal debate among OPEC mem-
bers on increasing production. Saudi 
Arabia, Nigeria and some other pro-
ducers have been advocating for 
greater production, while the increas-
ingly anti-American regimes in Iran 
and Venezuela want to hold the line. 
The result has been energy paralysis.

All of this begs the question: if 
OPEC can no longer bring stability 
to the world oil market and deliver 
its product at “reasonable prices,” 
why does it still exist? And if it can 
no longer reliably set prices and calm 
markets, shouldn’t we look to create 
some other mechanism that can?

A hemispheric approach 
to energy security

In fact, we do not have to look 
very far. You might not know it, but 
Canada and Mexico are already the 
top two suppliers of oil to the United 
States, respectively.5 When combined 
with domestic production, imports 
from these two continental neighbors 
supply more than 50 percent of total 
U.S. daily oil consumption. More 
promising still, Canada recently 
vaulted to the number-two spot 
among the world’s proven reserve 
holders (behind Saudi Arabia) with 

its classification of 176 billion barrels 
of economically recoverable oil from 
massive oil sands deposits, located 
primarily in northern Alberta.

Regardless of America’s percep-
tion of Canada—and, indeed, some-
times even Canada’s perception of 
itself—our northern neighbor is 
officially an energy superpower. 
The U.S. currently imports roughly 
2 million barrels per day of Cana-
dian crude.6 Of that volume, approx-
imately �00,000 barrels come from 
oil sands deposits. And with oil sands 
production projected to increase 
from 1.2 million barrels daily to as 
much as 4 million by 2015, we will 
be able to count on increased sup-
plies even amid mounting interest 
in Canadian oil from countries such 
as China. In the next decade, Can-
ada’s total daily oil production will 
reach close to 5 million barrels a 
day,7 over half of which (more than 
2.5 million barrels daily) will likely 
f low to the U.S.

This oil trade would be more 
than simply an expansion of the 
largest commercial trading relation-
ship in the world. Along with addi-
tional supplies of Canadian crude 
will come the need for American 
and Canadian jobs to produce the 
oil, and—just as important—expand 
the infrastructure to get that crude 
to market. Each barrel of oil we buy 
from Canada is a barrel whose profit 
doesn’t end up in the hands of those 
who may wish us harm. And every 
job building a pipeline or expanding 
a refinery in the U.S. puts food on 
the table of Americans and tax rev-
enue in our national treasury.

Mexico, on the other hand, 
has an uphill climb with respect to 
expanding its oil output, but the tools 
are all there. The Mexican govern-
ment has allowed the nationalist sen-
timent that goes along with being 
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a major oil producer to impede its 
ability to reliably expand production 
to meet domestic demand, let alone 
produce additional crude for export. 
That said, the geology of the under-
explored Mexican portions of the 
Gulf of Mexico is likely to be as pro-
lific as the American waters of the 
Gulf have proven to be.

Expanded trade, properly man-
aged, means expanded opportuni-
ties for Mexicans in the same way 
it means jobs and energy security 
for Americans. As such, the U.S. 
government should find ways to 
encourage those in the Mexican 
government who have expressed a 
willingness to reform PeMEX, the 
state-owned oil company that con-
trols all domestic hydrocarbon pro-
duction in Mexico. Allowing foreign 
companies to come in and operate 
fields in Mexico is not a diminu-
tion of a national asset. If anything, 
it bolsters that asset by applying 
the best technology along with the 
brightest geoscientists to produce 
more energy from Mexican terri-
tory. This means more tax revenue 
for the Mexican treasury and more 
high-paying jobs for Mexicans in the 
oil and gas industry. For its part, the 
Mexican government will need to 
meet foreign oil companies halfway, 
with assurances that their invest-
ments will not be nationalized.

Once these pillars are put into 
place, this strategy could be expanded 
to include Latin America and even 
West Africa. The United States has 
much to gain from such an expansion 
of energy-based trade. Our relation-
ships with countries in Central and 
South America and West Africa have 
all but been abandoned in recent 
years. This is undoubtedly a danger-
ous development; left to their own 
devices, historical allies and trading 
partners in our own hemisphere will 

look to secure their economic futures 
by increasing trade with other global 
powers, like China, or fall prey to 
the destabilizing “blame America” 
nationalism that has bankrupted a 
once-vibrant Venezuela.

In essence, an expanded energy 
trade among the nations of North 
and South America and West Africa 
is the pivot for hemispheric economic 
development, energy security and 
combating the spread of global terror 
organizations to our own borders. An 
integrated hemispheric energy pro-
duction and distribution market from 
Argentina to Alberta and from Ecua-
dor to Nigeria could also form the 
basis for a new oil pricing and regu-
latory system that could supplant 
OPEC and provide a rational market 
basis to energy pricing.

The reasons for erecting such a 
construct are compelling. The “cheap 
oil” of the last four decades has come 
with a steep price tag of a different 
sort, one that does not register at 
the pump. But when you take into 
account the embargoes, hostage tak-
ings, suicide bombings, coups, wars, 
and defense expenditures that are 
part and parcel of obtaining energy 
from the Middle East, it becomes a 
much safer bet to get energy from 
the Western hemisphere, where the 
costs are more straightforward.

An expanded energy trade 
among the nations of North 
and South America and 
West Africa is the pivot 
for hemispheric economic 
development, energy security 
and combating the spread of 
global terror.
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Yesterday’s 
unconventionals… 
today’s conventionals

America also can learn a thing 
or two from our neighbors to the 
north to help boost domestic produc-
tion. Canadians have proven that, 
with patience, the brightest minds 
and a little bit of money can tackle 
the toughest energy challenges. Pro-
duction from the Canadian oil sands 
began decades ago, but it only began 
to ramp up to levels that have made 
Canada an energy superpower once 
technology caught up. There were 
many lean years for those oil sands 
pioneers, particularly in the 1990s 
when world oil prices plunged to $12 
a barrel. But with world oil demand 
surging ahead of projected increases 
in conventional oil supply, Canada 
has become a model for using tech-
nology to turn yesterday’s unconven-
tional deposits into the commercially 
viable conventional crude of today 
and tomorrow.

For the United States, the Cana-
dian lesson should be instructive. 
Americans have grown to believe 
that dependence on unstable foreign 
oil suppliers is necessary because we 
have no more oil to produce domesti-
cally. This is misleading; while it may 
be true that easy-to-produce conven-
tional fields in California, Texas and 
Oklahoma are in irreversible decline, 
we have yet to tap the trillions of 

barrels of kerogen� trapped in shale 
deposits in the Inner Mountain West 
(Colorado, Utah, Wyoming, Montana 
and the Dakotas).

As with the Canadian oil sands, 
oil companies and private citizens 
have known about the existence of 
oil trapped in shale in this country 
for decades. Commercial production 
of oil (kerogen) from shale has never 
advanced because it has always been 
cheaper to produce conventional 
domestic supplies and to import oil 
from abroad. But now, with conven-
tional U.S. production in decline, 
with massive political opposition to 
the prospect of developing hydro-
carbon basins like Alaska’s Arctic 
National Wildlife Refuge (ANWR), 
and with seemingly perpetual geopo-
litical instability in major oil produc-
ing regions abroad, a reexamination 
of generating oil from domestic shale 
deposits has become a necessity.

Conservative projections of the 
oil recoverable from domestic shale 
deposits in the Green River formation 
of Colorado, Utah and Wyoming alone 
stand at 1�0 billion barrels.9 Similar 
estimates indicate that there are over 
2 trillion barrels of oil trapped in shale 
in place in the continental U.S.10 By 
way of comparison, the total proven 
reserves of Saudi Arabia (which are 
only proven to the extent that the lead-
ership of Saudi Aramco tells us they 
are there) are 26� billion barrels. And 
as technology makes the production 
of oil from shale deposits less expen-
sive and worldwide demand for oil 
drives commodity prices higher, it is 
likely that commercial production of 
oil from shale could be profitable with 
per-barrel prices in the mid $�0s.

Another unconventional source 
of crude oil lies in America’s vast 
coal reserves. The process of heat-
ing coal and extracting a synthetic 
crude oil from the process goes back 

The only real way to a secure 
energy future for the United 
States is through diversification-
both of our sources of imported 
crude oil and the types of 
energy we use.



The Journal of InTernaTIonal SecurITy affaIrS 1�

Thinking Beyond OPEC

to pre-World War II Germany. In the 
early 1920s, Professor Franz Fischer 
and Dr. Hans Tropsch, researchers 
at the Kaiser Wilhelm Institute in 
Mülheim, discovered the method for 
converting coal into liquid petroleum 
products like diesel fuel. Simply put, 
coal is gasified or heated with steam 
to produce a synthetic gas (syngas) 
consisting of carbon dioxide and 
hydrogen that is then introduced to 
a reaction agent like cobalt or iron; 
this converts the gas into a synthetic 
crude oil which can then be cracked 
into various products like diesel 
fuel.11 Subsequently, during the 
Second World War, Germany, which 
has almost no commercial oil depos-
its but boasts sizeable coal reserves, 
used the Fischer-Tropsch process to 
turn its coal into synthetic petroleum 
to fuel tanks and fighter planes as 
a way of circumventing an interna-
tional embargo on oil supplies.

In this regard, the U.S. can take a 
page from the German playbook. Coal 
has long been a cornerstone of Ameri-
ca’s energy portfolio. It is as abundant 
in the United States as oil is in the 
Middle East. The U.S. Department 
of Energy estimates America’s coal 
reserves at 275 billion tons—roughly 
one-quarter of the world total.12 More-
over, the infrastructure to produce it 
is already in place and the methods 
for conveying it to market have been 
around for more than a century.

Until recently, however, the 
costs associated with coal-to-liquid 
(CTL) technology have conspired to 
keep a major coal energy initiative 
off the drawing board. But today’s 
market conditions have changed all 
that. Most estimates agree that CTL 
processes can produce economi-
cally competitive products so long as 
the cost of crude oil remains above 
$�0 a barrel.1� Even factoring in the 
costs of designing and building suf-

ficient CTL plants (projected at over 
$1 billion to produce 50,000 barrels 
of synthetic crude oil per day), at cur-
rent market prices harnessing coal to 
meet our energy needs would begin 
to be economically profitable after 
just four years.

The lessons are clear. Turn-
ing our own domestic unconven-
tional reserves into the conventional 
reserves of tomorrow shows us part 
of the path to greater energy indepen-
dence and real energy security.

The drive for diversification
The foregoing examples help 

to illustrate the point that the only 
real way to a secure energy future 
for the United States is through 
diversification—both of our sources 
of imported crude oil and the 
types of energy we use. Increased 
imports from Canada alone will not 
solve our problems. Conservation 
alone will not provide enough 
energy to meet the rising demand 
of an ever-expanding population. 
By itself, production from ANWR, 
or domestic unconventionals like 
oil from shale deposits or synthetic 
crude oil from coal, will not give us 
greater energy security. But taken 
together, they can help us find 
our way out of the political mess 

In his day, President Kennedy 
provided a unifying spark 
with his challenge of landing 
on the moon; the technology 
and results soon followed. 
Unfortunately, when it 
comes to energy, our elected 
officials have yet to take 
concrete action to animate 
such a strategy.
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engendered by our appetite for 
imports from unstable producers.

Underpinning all of these efforts, 
however, must be a sense of national 
purpose and unity. In his day, Presi-
dent Kennedy provided that unifying 
spark with his challenge of landing on 
the moon; the technology and results 
soon followed. Unfortunately, when it 
comes to energy, our elected officials 
have yet to take concrete action to 
animate such a strategy.

If diversification of energy 
sources is the key to a real energy 
security strategy, our policy planners 
also should encourage the develop-
ment and commercial production of 
the next generation of transportation 
fuels through a modern-day Manhat-
tan Project for energy. Today, our eco-
nomic growth and national security 
are so inexorably linked to stable sup-
plies of relatively inexpensive energy 
that the growing geopolitical insta-
bility in major oil-producing regions 
should provide the catalyst for us 
to free ourselves from the political 
whims of hostile suppliers.

Reaching for the stars
Today the U.S. stands at an 

energy crossroads. We have the 
opportunity to deal OPEC a crip-
pling, and possibly fatal, blow by 
implementing a real energy security 
strategy—one that will make us less 
susceptible to wild commodity pric-
ing swings and allow us to change 
the rules of the oil dependency game, 
lessening our demand for oil imports 
and becoming selective as to our 
imported energy partners.

These goals are not unrealistic. 
Nor are they unachievable. It is long 
past time for us to start.
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MakIng Jihad 
Work for aMerIca

J. Michael Waller

In the “war of ideas,” words matter. By accepting the enemy’s ter-
minology and adopting its definitions as our own, we cease fight-
ing on our terms and place our ideas at the enemy’s disposal.

We would never fight a military engagement under such conditions; we 
have highly trained personnel who know the enemy’s order of battle and how to 
apply exactly the technologies, weapons and timing to ensure rapid victory at 
the lowest cost. We have doctrines for doing so. Yet we currently have no cor-
responding doctrine for public diplomacy and its action-oriented cousins.

This shortcoming has crippled the war effort. By not understanding the 
nature of the battle, and by not appreciating the meanings of words, we reward 
the enemy and demoralize our friends and potential allies. Such is very much 
the case with one of the terms central to today’s debate on the war: jihad. These 
days, most Americans, including national leaders, tend to use the word as a 
synonym for terrorism. But speakers of Arabic and adherents of Islam are not 
at all in agreement about this definition, even—or perhaps especially—within 
the Muslim world.

Jihad, in short, may be defined in any number of ways. The terrorist enemy 
is using it effectively as a political weapon. It has redefined not only the word, 
but the idea embodied by it. When U.S. officials use the word, they should be 
certain about what the enemy takes it to mean, how the non-enemy (neutral, 
potential ally or friend) understands its American usage, and how the U.S. wants 

J. MIchael Waller is the Walter and Leonore Annenberg Professor of Political 
Communication at the Institute of World Politics in Washington, DC, where he 
teaches courses on public diplomacy, propaganda and political warfare.
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its target audience and the rest of the 
world to understand it. By doing so, 
we can make jihad work for us.

Americans and jihad
Muslim terms are relatively new 

to the United States. Most Americans 
first learned of mujahideen, or Islamic 
holy warriors, with the Soviet take-
over of Afghanistan in 1979. They 
viewed the mujahideen as heroes, and 
with strong bipartisan majorities they 
funded and armed the Muslim fight-
ers battling the Soviet invasion.

At about the same time, the word 
jihad entered the common lexicon, to 
an entirely different response. Web-
ster’s definition of the time shows how 
the public understood jihad: as “a 
holy war waged on behalf of Islam as 
a religious duty” and “a bitter strife or 
crusade [sic] undertaken in the spirit 
of a holy war.”1 Webster’s updated the 
second definition, matter-of-factly 
and without irony, to mean “a cru-
sade for a principle or belief.”2 Most 
recently, Webster’s has preserved the 
holy war and crusade definitions and 
added a third: “a personal struggle in 
devotion to Islam especially involving 
scriptural discipline.”� To most Amer-
icans, however, jihad is a horror com-
mitted by Muslim sociopaths.

In truth, the reality is a good deal 
more complex. Today, the meaning of 
jihad is so controversial, even within 
Islam, that some interpretations are 
irreconcilably opposed to one another. 
Among radical fundamentalists there 
are three levels of jihad, one of which 
is an obligatory armed struggle for a 
global Islamic order (as the Embassy 
of Saudi Arabia in Washington has 
pronounced in its Wahhabi interpre-
tation).4 For scriptural fundamental-
ists, jihad has substantially different 
meanings, and can refer to childbirth 
for women and a struggle for spiritual 
betterment. More traditionalist Mus-

lims see jihad mainly as a struggle for 
personal moral improvement, but one 
that can include warfare on behalf of 
the faith when “necessary and appro-
priate.” Reformist traditionalists, for 
their part, define jihad as a personal, 
moral journey; only in cases of life or 
death, or in case of attack or when 
the survival of Islam is at stake, does 
jihad become “holy war,” according to 
a dominant view.5 By contrast, Islamic 
moderates refer to jihad exclusively 
in terms of personal spiritual devel-
opment. Secularists, meanwhile, tend 
to view jihad as a historical phenom-
enon in holy wars of old, and though 
they accept the term to refer to spiri-
tual improvement they tend to avoid it 
because of its controversial underpin-
nings and overtones.6

With so many accepted mean-
ings, both within and outside of Islam, 
the United States has the opportu-
nity to decide how to make the word 
work for its national interests. Ironi-
cally, both Islamic extremists and the 
United States government currently 
are content with sharing the narrow, 
revisionist definition of jihad as ter-
rorism, to the exclusion of the rest of 
the Islamic world.

But should they be? After all, 
which idea of jihad does the United 
States wish to see prevail: the 
benign and charitable idea of self-
improvement and self-discipline, 
or the idea of total warfare against 
civilization? The extremists know 
what they want both Muslims and 
“the infidel” to believe. Indeed, among 
most Americans, they succeeded 
long before al-Qaeda ever surfaced.

Hijacking jihad
In the late 1970s, Yasser Arafat’s 

Palestine Liberation Organization 
(PLO) dominated the Middle Eastern 
terrorist scene. Secular-nationalist in 
nature, it included many non-Muslims 
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(and even an anti-Islamic Marxist-
Leninist faction). But while members 
appeared not to mind the killing of 
those deemed to be collaborators, 
most Muslim members drew the line 
at the idea of murdering their co-
religionists. Over time, however, new 
and more extreme groups carried 
the war beyond Israel to advocate the 
killing of other Muslims, including 
women and children, and developed 
an ideology to justify these tactics in 
heavily religious terms.

One of the most infamous called 
itself Islamic Jihad. Founded in Egypt 
in the late 1970s, Islamic Jihad dedi-
cated itself to the establishment of 
Islamic rule by force.7 Its founders 
chose the group’s name purposefully, 
not to frighten Americans but to con-
vince other Muslims of the holiness 
of their war, even though the methods 
were antithetical to the virtues that 
most believers valued. The name was 
a conscious effort to justify terrorism 
in the name of Islam, at a time when 
most “Muslim terrorists” were terror-
ists who happened to be Muslim.

In a manifesto entitled “The 
Methodology of the Islamic Jihad 
Group,” written in the Turah Peni-
tentiary in Cairo in 19�6, Islamic 
Jihad “group leader” Aboud al-Zumur 
outlined the organization’s seman-
tic strategy.� “[W]e chose the term 
jihad to be part of our name and that 
people know us by that name, given 
the fact that ‘to struggle’ is an essen-
tial matter to our movement,” Zumur 
wrote. Basing its ideology on the 
teachings of 1�th century theologian 
Ibn Taymiyya (considered the inspi-
ration of Wahhabi extremist thought), 
the group was careful to establish the 
religious justifications for its name 
and actions by getting religious lead-
ers to approve what normal Muslims 
considered un-Islamic tactics of sub-
version and violence.

The document explained the 
Islamic Jihad ideology in careful and 
legalistic terms, citing archaic theo-
logical tracts that repeatedly call for 
subjecting oneself to “martyrdom,” 
not merely by personal sacrifice but 
by “giving up one’s life.” Al-Zumur 
spelled out the group’s ideology 
clearly, refuting traditional norms 
by stressing the un-Islamic methods 
the group embraced in the quest for 
political power. He broke some wide-
spread taboos, arguing that Muslim 
fighters did not need the support of 
their spiritual leaders, that they could 
indeed attack non-Muslim civilians, 
that they could strike offensively and 
not just in self-defense, and that they 
could seize political power in foreign 
countries. In an assault on the sanc-
tity of the family, the Islamic Jihad 
document said that young Muslims 
could join the fight against their par-
ents’ will and without consent of a 
duly recognized political authority.

Al-Zumur went even further, 
arguing that any person or authority 
who attempts to stop the rogue fighter 
is himself thwarting the will of God 
and, by implication, is an infidel who 
must be killed. The document pre-
pared people that most members of 
the movement would be expected to 
die on their mission, either in combat 
or by suicide, and receive supernatu-
ral pleasures in return. The “jihad” 
would be permanent; it would break 
traditional discipline between young 
people and their families and spiritual 
leaders; it would slay Muslim politi-
cal leaders whom the Islamic Jihad 
would deem insufficiently Muslim 
(the group had already assassinated 
Egyptian President Anwar Sadat) 
and would install Islamist clerics in 
their place, under the moral author-
ity of Shaykh Abu al-Tayyib, a 10th-
century Muslim poet.
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This new concept of jihad was 
radical. It rejected traditional beliefs 
about family authority and unity, as 
well as filial responsibility to parents 
and siblings, all the while using medi-
eval militant Ibn Tamiyya as its source 
of moral authority. It demanded a per-
manent revolution “until the Day of 
Judgment” under an elite shock force 
to overthrow the established politi-
cal and cultural order. “All Muslim 
scholars have agreed,” the document 
claimed, that good Muslims should 
fight and oust present-day govern-
ments and “install in their place 
Muslim spiritual leaders.”

The Islamic Jihad’s methodol-
ogy paper serves as a telling indica-
tor of a bitter internal battle within 
the Muslim religion. That clash was 
a struggle for legitimacy between 
the extremism of a fringe group and 
adherents of traditional Islam. It was 
a battle that the extremists effectively 
won, shaping words for their own 
political purposes and creating a new 
belief system for an emerging genera-
tion of the faithful who would break 
from their families and the bonds of 
their established religious leaders 
to perform missions, mainly against 
fellow Muslims, that would result in 
their own physical destruction.

A decade later, Osama bin Laden 
would use the same terminology in 
his declaration of war against the 
United States.9 Today’s terrorists 
have adapted extremist medieval 
interpretations of jihad to suit their 
political agendas. In the process, 
they have hijacked the terms of reli-
gious discourse in the Muslim world. 
The resulting propaganda victory 
has silenced more moderate Islamic 
voices—and imposed a false defi-
nition upon American political dis-
course regarding the Middle East.

The results have been predict-
able. Without even realizing it, the 

United States began its post-9/11 
counterattack at a political disad-
vantage, largely because the enemy 
had already framed the terms of the 
“war of ideas.” In the four-and-a-half 
years since, the United States has 
only exacerbated this problem. It has 
undermined “moderate” Muslims who 
oppose but fear the extremists by effec-
tively declaring that all practitioners of 
jihad—and not merely the extremists 
who had hijacked the word—were the 
sworn enemies of the United States. 
It has validated the enemy’s ideologi-
cal worldview by appearing to declare 
war on Islam (even as it has taken 
pains to stress the opposite). And it 
has given undue power and prestige 
to the enemy leadership, enhancing 
their reputations and inspiring more 
recruits to their cause.

Toward a new 
vocabulary

If not jihad, then what? If foreign 
terrorists are not, in truth, holy war-
riors but rather mass murderers, what 
do we call them, and what should our 
message to the rest of the Muslim 
world be?

True political warfare requires 
undermining the enemy and destroy-
ing its ideas—not merely refuting 
them or “competing” with them in an 
intellectual “marketplace.” So far, the 
United States has fallen far short of 
this objective, contenting itself with 
trying to convince Muslims world-
wide of its good intentions. Such an 
approach is profoundly self-defeating; 
the objective should not be to try and 
convince skeptical Muslims that the 
U.S. is not engaged in a “war against 
Islam,” but to show, relentlessly and 
in the most vivid terms, that the 
extremists are un-Islamic and that 
the nations of the great Abrahamic 
religions are united against a common 
mortal enemy.



The Journal of InTernaTIonal SecurITy affaIrS 19

Making Jihad Work for America

By necessity, the American 
political counterattack in the “war 
of ideas” should be geared toward 
depriving radical elements of the abil-
ity to dominate religious semantics 
and rhetoric. In so doing, the U.S. 
will be helping to destroy the image 
of the enemy as hero and martyr—a 
crucial mechanism currently fueling 
the fight against the United States 
and its Coalition partners.

Doing so means adjusting U.S. 
rhetoric so as not to hinder civilized 
Muslims in the recovery of their 
ideas. If the current idea of jihad as 
terrorism is offensive to the average 
Muslim, who sees the same word 
as a just and good action blessed by 
God, then the U.S. must find another 
word to describe its enemy and its 
deeds. Working with Muslim clerics, 
Arab scholars and regional experts, 
American policymakers should 
develop a new vocabulary that, if 
used boldly and consistently, could 
shift the terms of debate in the Arab-
speaking and Islamic worlds and 
marginalize the terrorists from their 
support networks, diminishing their 
stature and their appeal to young 
prospective recruits and sowing 
uncertainty among recruits about 
one another and about their cause.

Such an approach would help 
our allies and would-be allies in the 
Arab and Muslim worlds. Carnegie 
Scholar Asma Afsaruddin, Associate 
Professor of Arabic and Islamic Stud-
ies at the University of Notre Dame, 
is studying the semantic content of 
jihad. She observes,

The important battle of semantics 
is not about window-dressing but 
about reclaiming the true mean-
ing of jihad—which refers to 
the noblest human “struggle” or 
“endeavor” to realize God’s will 
for a just and merciful society on 
earth—from those who would 

willfully abuse it. The Qur’anic 
and classical notion of jihad sig-
nifies a continuing enterprise 
on the part of the religious to 
uphold what was good and resist 
what is evil: this enterprise, is, 
after all, at the root of every 
civilized society and thus ulti-
mately conducive to true peace.10

The United States, then, must 
find ideas already in the Arabic lan-
guage and Muslim culture that can be 
applied to describe Islamist terror. For-
tunately, a thousand years of Islamic 
jurisprudence have already provided 
us with the proper word: hirabah. 
As Layla Sein of the Association of 
Muslim Social Scientists explains:

Since the concept of jihad comes 
from the root word jahada (to 
strive or struggle for self-bet-
terment from an ethical-moral 
perspective) and that of hirabah 
comes from the root word hariba 
(to fight, to go to war or become 
enraged or angry), an etymo-
logical and theological examina-
tion of these words provides a 
valid framework through which 
the religious legitimacy of sui-
cide bombings in today’s global 
community can be analyzed…

To delve into a comparative 
study of these Islamic con-
cepts is to expose how hirabah 
is being paraded by terrorist 
groups as jihad. By defining 
hirabah as jihad, such terrorist 
groups as al Qaeda and others 
promote their terrorist agendas 
by misleading young, religiously 
motivated and impressionable 
Muslims to believe that killing 
unarmed and non-combatant 
civilians are activities of jihad, 
and hence a ticket to paradise… 

If activities of fear and terror 
associated with hirabah are used 
to define the meaning of jihad 
in hopes of recruiting Muslim 
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youth to undertake suicide bomb-
ings and other criminal activi-
ties, Muslim theologians need 
to define the nature of what is 
happening to stop the hijack-
ing of Islam by terrorists.11

“Given the all too common ten-
dency to employ jihad and terrorism 
as synonymous,” says Antony T. Sul-
livan of the Center for Middle East-
ern and North African Studies at the 
University of Michigan, “there is now 
perhaps no traditional Islamic con-
cept that cries out louder for revival 
than hirabah.”12

Hirabah would be more appro-
priate and useful, not only for public 
diplomacy or political reasons, but for 
the purpose of destroying terrorist net-
works. U.S. federal law enforcement 
officials refer to Islamist terrorists as 
“jihadis,” as do the Armed Forces and 
counterterrorism strategists. This, 
writes University of Michigan Pro-
fessor Abdul Hakim in an important 
article on terrorism, is a misnomer:

Hirabah appears… to paral-
lel the function of terrorism as 
an American legal category… 
hirabah actually goes beyond 
the FBI definition of terrorism, 
inasmuch as hirabah covers both 
directed and coincidental spread-
ing of fear…  Hirabah, as it turns 
out, is the most severely pun-
ished crime in Islam, carrying 
mandatory criminal sanctions.

Hakim writes that “the severest pun-
ishments… are explicitly outlined in 
Qur’an 5:��-�4, virtually the begin-
ning and end of all juristic discussions 
on hirabah.” The punishments include 
execution, crucifixion, or amputation 
of hands and feet, the latter for humil-
iation in this life and for “grievous 
chastisement” in the next.1�

One finds little doubt, then, that 
the idea of hirabah is a proper means 

of demonizing those we call “jihadis.” 
Moreover, many Muslims, both those 
one would consider “moderate” and 
even some who have sympathized 
with those the U.S. considers extrem-
ist, readily accept the idea of hirabah 
as a proper means of demonizing 
“jihadis.” Immediately after the Sep-
tember 11th attacks, Dr. Ezzeddin 
Ibrahim, the former chancellor of Al 
Ain University in Abu Dhabi, United 
Arab Emirates, made the point that:

What occurred on Septem-
ber 11, 2001, is one of the most 
loathsome of crimes, which in 
Islam goes under the name of 
al-hirabah. Hirabah is the most 
abominable type of murder, 
in that it involves killing with 
terrorism and intimidation.14

Professor Akbar Ahmed, Chair 
of Islamic Studies at the American 
University, concurs:

Properly understood, this is a war 
of ideas within Islam—some of 
them faithful to authentic Islam, 
but some of them clearly un-
Islamic and even blasphemous 
toward the peaceful and compas-
sionate Allah of the Qur’an … As a 
matter of truth-in-Islam, both the 
ideas and the actions they produce 
must be called what they actu-
ally are, beginning with the fact 
that al Qaeda’s brand of suicide 
mass murder and its fomenting 
of hatred among races, religions 
and cultures do not constitute 
godly or holy “jihad”—but, in 
fact, constitute the heinous crime 
and sin of unholy “hirabah”… 
such ungodly “war against soci-
ety” should be condemned as 
blasphemous and un-Islamic.15

Even some Saudi-associated 
Muslim organizations are in agree-
ment about the use of the word. One 
such group is the Islamic Society of 
North America (ISNA), one of the 
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most influential Muslim groups in 
the United States and Canada—and 
reportedly an important promoter of 
more fundamentalist, even extremist, 
forms of Islam, with extensive Saudi 
Arabian funding.16 According to ISNA 
Secretary General Sayyid M. Syeed:

The Qur’an and the sayings of 
the prophet emphatically dis-
tinguished the term jihad from 
hirabah, a destructive act of rebel-
lion committed against God and 
mankind. Hirabah is an act of ter-
rorism, a subversive act inflicted 
by an individual or a gang of indi-
viduals, breaking the established 
norms of peace, civic laws, trea-
ties, agreements, moral and ethi-
cal codes… While as [sic] different 
forms of jihad are highly com-
mendable acts of virtue, hirabah is 
respected as a despicable crime… 
Individuals and groups indulg-
ing in hirabah are condemned as 
criminals, subjected to severe deter-
rent punishments under Islamic 
law and warned of far more pun-
ishment and humiliation in the 
life after life.17 (Emphasis added).

Syeed’s statement is especially 
important. His organization is the 
largest supplier of Saudi-funded 
Islamic literature in more than 1,100 
North American mosques, and the 
source of much of the ideologically 
extreme interpretations of Islam 
including the Salafist/Wahhabi inter-
pretations of jihad.

“Think of the disincentive to 
young, hungry, cynical Muslims—
angry at their own governments and 
angry at ours for bolstering theirs,” 
notes Anisa Mehdi, a journalist who 
produced the documentary “Inside 
Mecca” for National Geographic Tele-
vision. “If they heard ‘hirabah’ instead 
of ‘jihad,’ if they heard ‘murder’ 
instead of ‘martyr,’ if they heard they 
were bound for hell not heaven, they 
might not be so quick to sign up to 

kill themselves and a handful of so-
called ‘infidels’ along the way.”1�

A linguistic offensive
It takes little effort and no money 

to change the rhetoric and the think-
ing about jihad, hirabah, and related 
Islamic terminology that shape and 
define ideas. There need be no bureau-
cratic restructuring, no congressional 
appropriations or approval, no turf 
battles; just awareness from public 
officials and a substitution of words.

To that end, the president and 
other senior officials can and should 
take the lead in changing the rheto-
ric of the War on Terror, generating 
headlines, controversy, and ultimately 
reflection around the world. They 
should also help to properly define 
jihad and hirabah in U.S. govern-
ment glossaries and directories, and 
enforce such a rhetorical change 
throughout the United States govern-
ment, including the Departments of 
Defense, State and Justice, as well 
as the counterterrorism and law-
enforcement agencies within them.

Elected officials should also under-
take to promote a similar transforma-
tion abroad. In particular, they should 
challenge the Saudi government and 
Saudi-funded entities like ISNA to 
renounce the pro-terrorist interpreta-
tions of jihad, revive the concept of 
hirabah, and then identify and margin-
alize practitioners of hirabah and those 
who support them. The U.S. is entitled 
to make this challenge because Saudi 
propaganda has fueled the justifica-
tion of terrorism in the name of jihad 
around the world, and especially in and 
against the United States. Simultane-
ously, Washington should make a point 
of highlighting the works of journal-
ists, commentators, clerics and others 
worldwide that denounce Islamist ter-
rorism as hirabah—and promote simi-
lar steps among Muslims at large.
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If we are indeed engaged in a 
global war of ideas, then words are the 
principal armaments. Words define 
ideas, and ideas govern how people 
think. The enemy has succeeded in 
redefining certain key words, and con-
sequently changed much of the world’s 
perceptions by warping the language 
of the Qur’an and of historical Islam. 
The results have provided the principal 
justifications for terrorists to murder 
innocents—mainly Muslims—in their 
war against society.

Yet the linguistic and cultural 
foundations of the societies in which 
terrorists are raised and operate offer 
powerful weapons that civilization 
can use against them. Islamic words, 
ideas, laws and customs can be the 
United States’ best ally in the war, if 
only the U.S. would recognize and 
deploy them.
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Great minds have grappled with the manifestations of the information 
age for decades. Recently, however, it has been one of the informa-
tion age’s most loved and feared catalysts—the Internet—that has 

taken center stage in national security planning. Even as the Internet went 
public in the early 1990s, strategic thinkers were already wrestling with its 
potential implications for communications, commerce, and even conflict. 

The power of the Internet derives from its characteristics. Open protocols 
and easy access make it “flat”; individuals, groups, and nations are somehow 
equals in the massive network of networks. As a mechanism for rapidly unit-
ing global communities of interest, the Internet is also “sticky,” possessing the 
ability to transmit ideas, information, and actions—power that can be leveraged 
and focused to create tremendous asymmetric capabilities that can be exercised 
without attribution.

Therein lies the threat. Individuals, organizations, or nation states with the 
capabilities to gather, assimilate, shape, project, deny and deliver information in a 
controlled way could cause nationally significant disruptions in the United States. 
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The controlled delivery of information 
with the intent to exploit, disrupt, or 
manipulate an adversary’s operations 
is what we term a weapon of mass effect 
(WME). A WME does not have to be 
a single damaging attack. Rather it 
could be composed of several smaller, 
and sometimes discrete, attacks (also 
known as “exploits”) that culminate 
in a massive disruption. A WME, fur-
thermore, may be triggered by either 
a person or a technology.

The potential threat of WMEs 
to the United States, its allies, and its 
global interests increasingly has been 
recognized in presidential directives 
and national strategies. The resulting 
policies have sparked important efforts 
in cybersecurity, homeland security, 
and national defense. Unfortunately, no 
matter how polished the prose, policy 
alone does not provide protection. 
Currently, the United States still lacks 
fundamental capabilities for discern-
ing, deterring, and defending against 
sophisticated WMEs that threaten its 
national interests. Upgrading national 
security planning, programming, 
and operations to meet this chal-
lenge requires us to develop a richer 
understanding of the nature of WME 
threats, early indicators of them, and 
the means to deter and defend against 
potential attackers.

Meet the adversaries
Understanding the motivations 

and capabilities for the use of WMEs 
is essential for discerning, deterring, 
and mitigating attempted attacks.

Simply put, there are three broad 
categories of threats—those posed by 
individuals, by organized groups, and 
by nation states—and 1� identifiable 
sources of potential attack. These run 
the gamut from “script kiddies” (gen-
erally unsophisticated attackers using 
point-and-click attacks available on 
the Internet) to highly sophisticated 

nation state alliances that may employ 
subtle forms of WME to alter the bal-
ance of regional or global power.

In this matrix, individuals 
increasingly matter. Operators who 
learn how to harness the asym-
metrical power of the Internet can 
employ that medium as a launching 
pad for attacks against systems or 
even people. This constitutes a major 
development; just a decade ago, only 
nation states had the technology, the 
communications tools, and the skill 
sets that are now commonly available 
to individuals. In 1997, the President’s 
Commission on Critical Infrastruc-
ture Protection estimated that by 
2001 there were likely to be 19 mil-
lion people with the skills to execute 
various cyber attacks.1 These esti-
mates predated the Internet boom 
and the dramatic communications 
breakthroughs currently under way, 
and would likely be much higher if 
undertaken today.

The impact has been profound. 
Global computer problems and bil-
lions of dollars in damage have been 
caused to date by relatively unskilled 
coders. Individuals also increasingly 
can use the Internet to engage and 
recruit people to join their cause. 
Terrorist organizations have demon-
strated particular sophistication in 
this regard, uniting people to act on 
ideas, no matter how extreme. The 
2005 grand jury indictment and con-
viction of Ahmed Omar Abu Ali for 
conspiring with al-Qaeda in an assas-
sination attempt on President George 
W. Bush, for example, found impor-
tant connections with the Internet. 
The indictment highlights the impor-
tant role the cell phone, laptop and 
portable digital media played in al-
Qaeda security practices, video sur-
veillance of American operations in 
Afghanistan and contacts with other 
al-Qaeda operatives.2



Table 1: Threat Categories, Actors, Motivations, Capabilities and Resources
In Connection with the Use of Weapons of Mass Effect (WMEs)

Threat 
Categories Actors Motivations Capabilities Resources

Individuals

Pawns/Zombies N/A N/A Minimal

Script kiddies
Thrill seeking, 
power demon-

stration, political 
Low Minimal

Lone hackers

Personal, profes-
sional, financial, 
power demon-

stration, political 

Variable Minimal

Spammers/ 
Phishers

Financial, power 
demonstration Low Minimal

Virus/Malware 
authors

Power/skill 
demonstration Variable Minimal

Botnet 
controllers

Power/skill 
demonstration Moderate Minimal to 

moderate 

Ideological 
recruiters

Power/skill 
demonstration Variable Minimal

Organized 
Groups

Criminal 
organizations Financial Moderate Minimal to 

substantial

Terrorist 
organizations

Power demon-
stration, influ-
ence decisions, 

intelligence 
collection

Moderate Minimal to 
moderate

Non-state 
organizations

Political, intel-
ligence collec-
tion, influence 

decisions, power 
balancing, eco-
nomic influence

Moderate Moderate to 
substantial

Nation States

Foreign 
intelligence 

services

Political, intel-
ligence collec-
tion, influence 

decisions, power 
balancing, eco-
nomic influence

High Substantial

Military 
components

Political, intel-
ligence collec-
tion, influence 

decisions, power 
balancing, eco-
nomic influence

High Substantial

Integrated 
nation state 
capability

Political, intel-
ligence collec-
tion, influence 

decisions, power 
balancing, eco-
nomic influence

High Substantial

Nation state 
alliances

Political, intel-
ligence collec-
tion, influence 

decisions, power 
balancing, eco-
nomic influence

Moderate to 
high Substantial
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The wide deployment of broad-
band services and “always on” net-
work connections likewise has created 
a new threat source: “pawns.” These 
are machines that are controlled by 
entities other than the actual owner, 
and can be used to clandestinely 
attack other computers. They also can 
be tied together into a robot network, 
or “bot-net.” In its 2005 Internet Secu-
rity Threat Report, the security pro-
vider Symantec observed an average 
of 10,�52 active “bot” network com-
puters per day, and noted that “bot” 
networks and customized “bot” code 
were available for purchase or rent. 
The report also opined that financial 
incentives would likely drive attack-
ers to “develop more sophisticated 
and stealthier malicious code that 
will be implemented in bot features 
and bot networks, some of which 
could attempt to disable antivirus 
software, firewalls, and other secu-
rity measures.”�

There is a distinct risk that, as 
individual “bot-net” and malware 
(malicious software) developers begin 
to be paid for their services by crimi-
nals, terrorists, or nation states, they 
will rapidly become part of “groups,” 
the second category of threats. The 
assimilation of “bot” designers into 
criminal, terrorist, or political enti-
ties may foster the development of 
more precise “bot-nets”—ones that 
are aimed at accomplishing specific 
financial or political goals.

Indeed, non-nation state groups 
are growing in power and influence. 
The Bush administration’s 200� 
National Strategy to Secure Cyberspace 
identified the threat of “organized cyber 
attacks” as a primary national security 
concern. The strategy acknowledges 
that high technical sophistication is 
required to execute nationally signifi-
cant cyber attacks, and warned that 
“the attack tools and methodologies 

are becoming widely available, and the 
technical capability and sophistication 
of users bent on causing havoc or dis-
ruption is improving.”4

Such organized threat sources 
fall into three general categories: (1) 
criminal activities such as organized 
theft, fraud, and trespassing; (2) ter-
rorist activities which may exploit 
WMEs to further political goals or 
enhance physical attacks; and (�) 
affiliations of non-state actors who 
may be using more subtle WMEs to 
influence politics or public opinion, 
gather information, or engage in espi-
onage. And, while nation states still 
have the most resources to manage, 
operate, and fund long-term opera-
tions, these unique advantages may 
be diminishing. The U.S. intelligence 
community has warned that:

The rapid pace of change in infor-
mation technology suggests that 
the appearance of new and unfore-
seen computer and network tech-
nologies and tools could provide 
advantages in cyber warfare to 
either the defender or the attacker. 
Wildcards for the years beyond 
2005 include the possibility of fun-
damental shifts in the nature of 
computers and networking, driven, 
for example, by emerging opti-
cal technologies. These changes 
could improve processing power, 
information storage, and band-
width enough to make possible 
application of advanced software 
technologies such as artificial 
intelligence to cyber warfare.5

The third category of threats, 
nation states, generally tends to be 
viewed as a single homogeneous 
entity. In truth, however, particular 
elements within a nation state may 
have distinct and sometimes com-
peting motivations. Some nations 
may possess strong capabilities for 
foreign intelligence but lack an inte-
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grated national capability for exercis-
ing them. Compounding the threat, 
nation states can enter into partner-
ships with other countries to enhance 
their WME operations.

Under the radar
The precursors to crime, terror-

ism, and war have a certain rhythm 
and cadence. In general, well-executed 
incidents all employ planning, intel-
ligence gathering, surveillance, and 
exercises. These same rhythms will 
likely be used in information-based 
conflicts or WMEs that result in nation-
ally significant incidents.

The reason is that the character-
istics of WME attacks argue against 
detection. Assembling the tools for 
information-based WMEs does not 
require a specialized infrastructure 
or unique footprint that can be moni-
tored from satellites. Further, the raw 
materials needed to build health care 
databases or WMEs look very similar 
as they are shipped around the world. 
Just as the Soviet Union successfully 
hid a massive biological weapons 
program from the world by insert-
ing its production infrastructure in 
civilian facilities and neighborhoods, 
countries can easily shield the devel-
opment of offensive cyber tools and 
methodologies.

Furthermore, the volume of 
traffic and the constant demands on 
people and systems provide ample 
opportunities to test WMEs (or vari-
ous elements of a single WME) with 
minimal risk of discovery. The num-
bers tell the story; between 1995 and 
2005, the unique software vulner-
abilities reported to Carnegie Mel-
lon’s Computer Emergency Response 
Team surged from 171 incidents to 
5,990.6 And the time from vulnerabil-
ity to exploitation can take just a few 
days, while fixes or patches are liable 
to take much longer.

Likewise, such attacks are mod-
ular in nature. Once one is developed, 
large numbers of variants can also be 
created—each of which “represents a 
new, distinct threat … that is modular 
and customizable.”7 In some instances 
there can be hundreds or thousands 
of variants of an attack, each requir-
ing modified defenses. This con-
stant refinement can be attributed, 
in part, to the fact that some of these 
codes have been made public, greatly 
empowering individuals and criminal 
organizations to participate in the 
development of variations.

By watching and learning, 
aggressors—be they terrorists, non-
state groups, or national intelligence/
military elements—can gather tre-
mendous operational insights about 
the thresholds and responses of coun-
tries, infrastructures, and individual 
enterprises. Carefully observing how 
people, processes, and technology 
respond to certain types of attacks 
can help hostile actors to refine their 
plans and operations.

Here, terrorist groups warrant 
a special note. While they routinely 
exploit cyberspace for communica-
tions, planning, and operational coor-
dination, they have not yet been 
detected planning cyber attacks or 
assembling elements for a WME. 
However, they have repeatedly dem-
onstrated tremendous patience in 
planning for attacks, and the willing-
ness to wait, watch and strike with 
great surprise. As the Global War on 
Terror erodes the physical capabilities 
of these organizations, cyber WMEs 
may yet become a new tool of assault.

Understanding  
the playbook

For almost ten years, the concept 
of an “indications and warning archi-
tecture” for cyberspace has received 
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intermittent attention from federal 
officials. In 1996, Congress called on 
the Clinton administration to develop 
a report on how it would detect and 
defend against a strategic attack on 
the nation’s information infrastruc-
ture.� Two years later, the Clinton 
White House responded by issuing 
Presidential Decision Directive 6�, 
a blueprint for critical infrastructure 
protection that included plans for “a 
public-private partnership to reduce 
vulnerability” to cyber attack.9

Subsequently, in 2001, the 
General Accounting Office recom-
mended that the National Security 
Advisor ensure the development 
of capabilities for strategic analy-
sis of computer-based threats and 
an overall indications and warn-
ing framework and methodology.10 
Later still, the 200� National Strat-
egy to Secure Cyberspace envisioned 
that the newly formed Department 
of Homeland Security (DHS) would 
assume the broad analytical chal-
lenges required for tactical and 
strategic analysis of cyber attacks.11 
DHS was subsequently tasked with 
developing a national “indications 
and warnings” architecture for both 
cyber and physical incidents—one 
that would facilitate the identifica-
tion of indicators of an impending 
attack, and have the capacity for 
detecting and analyzing patterns of 
such potential strikes.12

Yet, over two years later, such a 
capability has yet to materialize. The 
threats, meanwhile, are mounting, as 
the skill sets, technologies, and trade-
craft to project the asymmetrical 
power of cyberspace in a WME con-
tinue to proliferate. American plan-
ning, programming and operations 
need to respond to this fundamental 
shift by building the capabilities nec-
essary to discern, deter, and defend 
against the spectrum of threats and 

WMEs that loom on the national 
security horizon.

Discernment
Fostering the capabilities neces-

sary to detect subtle, sophisticated 
information attacks requires more 
than simply determining that particu-
lar systems have been compromised. 

First and foremost, the U.S. must 
establish a program office to develop 
an “indications and warning” archi-
tecture for cyberspace. There is a 
clear federal role for helping discern 
and detect the precursors to WMEs. 
This is distinct from protecting com-
puter systems. The protection of 
computers is the responsibility of the 
owner and operator of the system. 
But when there are sophisticated 
efforts underway with the ultimate 
intent of creating a WME, the federal 
government must support efforts 
to understand and neutralize such 
attempts with law enforcement or 
other appropriate tools.

Such an initiative should also 
be designed to work closely with 
industry. The federal government is 
certainly not the place to turn if you 
want “early warnings” about viruses 
or worms; there is a robust cyberse-
curity industry that responds to such 
needs. However, as attack tools and 
methodologies become more precise 
and controllable, attackers can pene-
trate deeper into particular systems, 
exacting more damage and achieving 
more strategic objectives.

The precursors to such events are 
often subtle and seemingly insignifi-
cant, including an occasional system 
anomaly or a benign incident with no 
direct consequences on operations. 
Studying such events can be costly and 
may not return any immediate finding 
of wrongdoing or result in a monetary 
return for private enterprises. This 
is a beautiful thing for the adversary, 
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because he/she is able to pursue 
their goals and remain undetected 
or at least insignificant to the opera-
tor. Successful WME developers are 
patient and willing to invest the time 
to gradually calibrate the complexity 
and intensity of their methods over an 
extended period of time.

Cyberspace is responsible for an 
unexpected convergence of human 
intelligence (HUMINT) and sig-
nals intelligence (SIGINT). The 
smoke-filled gin joints of Le Carré 
novels have given way to Internet 
relay chats (IRCs) where conversa-
tions composed of icons, acronyms, 
and hip lingo recruit supporters and 
cement agreements. You can’t defeat 
an adversary if you can’t speak the 
language. The federal government 
needs people who speak cyber. There 
is a compelling need for a new type 
of expert: part linguist, part sociolo-
gist/behaviorist, and fluent in IRC. 
Assembling this capability may mean 
we have to recruit or train people who 
might not otherwise be able to obtain 
a traditional security clearance.

The second priority, therefore, 
should be to foster specific analytical 
discipline and expertise for address-
ing the challenges related to infor-
mation-based attacks. Analysts must 
not fall into the trap of “mirror imag-
ing”—thinking that organizations 
contemplating using an information-
based WME will follow a direct linear 
path or an “efficient” means of attack. 
Rather, discerning the potential tar-
gets of information-based WMEs 
requires public-private partnerships 
to investigate and analyze protracted 
and intensive intrusions into infor-
mation systems where the intruder’s 
motives are often obscure. Working 
together, government and industry 
can create an analytical framework for 
more rapidly discerning and detecting 
structured attacks or intrusions.

Deterrence
Deterring the use of information-

based WMEs requires the develop-
ment of visible and robust capabilities 
for two functions: (1) response and 
coordination capabilities, both domes-
tic and international, and (2) the swift 
apprehension and prosecution of 
criminals.

Recognizing these needs, the 
Bush administration made the estab-
lishment of a National Cyberspace 
Security Response System a central 
component of its cyberstrategy. That 
system was intended to be a public-
private collaboration between govern-
ment and non-governmental entities 
for the express purpose of providing 
analysis, warning and management 
of incidents of national significance. 
Unfortunately, it is often easier for 
federal documents to call for public-
private partnerships than it is to 
actually execute them. For example 
archaic legislation such as the Fed-
eral Advisory Committee Act, which 
governs how federal and non-federal 
entities collaborate, can hinder infor-
mation sharing efforts that are central 
to responding to cyber challenges.1� 
Even today, the development of an 
effective and efficient national cyber-
space security response system and 
similar entities remains hamstrung 
by such bureaucratic red tape.

This represents a dangerous 
deficiency. Rapidly attributing cyber 
events is critical to both mitigating 
the attack and deterring future ones. 
Currently the forensic capabilities 
for attributing the creation of viruses 
and worms are still in their infancy. 
The complex suites of attacks that 
constitute a WME are at this point 
almost impossible to unravel. The 
situation is further complicated as 
one begins to chase the source of the 
attacks through multiple networks 
around the world. Even if a machine 
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is located, it can be difficult to prove 
who was the mastermind behind the 
keyboard.

Once the responsible party has 
been identified, swift apprehension 
and prosecution requires a proper 
legal regime that criminalizes such 
behavior. The U.S. maintains such 
laws, but many countries do not. To 
help promote a more harmonized 
legal approach to cyber-based attacks, 
the Council of Europe, with strong 
support from the United States, 
Canada, Japan and other countries, 
has crafted the first international 
agreement establishing common 
criminal policy and procedures for 
cooperation. Eleven countries, includ-
ing Albania, Bulgaria, Croatia, Roma-
nia, Slovenia, Switzerland, and others 
have ratified the treaty. The United 
States signed the Convention in 2001, 
and forwarded it to the Senate for 
ratification in 200�. It was approved 
by the U.S. Senate Foreign Relations 
Committee in the summer of 2005, 
but has yet to be ratified. Failing to do 
so will significantly limit U.S. capa-
bilities for deterring non-state actors 
from pursuing and using information-
based WME.

Defense
Establishing national capabilities 

for defending against information-
based WMEs requires developing 
flexible organizations and tools that 
can be calibrated for response to the 
three general threat sources identi-
fied above.

In the case of individuals and 
groups, the U.S. is well on its way to 
establishing the right types of mech-
anisms for “managing incidents.” 
For example, DHS has established 
the National Cyber Response Coor-
dination Group (NCRCG), a forum 
of federal agencies that coordinates 
intra-governmental and public/pri-

vate preparedness for large-scale 
cyber incidents. Depending on the 
nature of the incident, the NCRCG 
can be chaired by one of three depart-
ments: Homeland Security, Defense 
or Justice. Its role includes developing 
a common operational understanding 
of incidents of national significance 
and coordinating federal resources 
to support response and recovery. 
Simply put, the NCRCG is intended to 
help ensure that DHS analysis of, and 
warning about, an array of threats—
and mitigating actions for them—are 
coordinated with law enforcement 
and defense.

Of these, organized groups may 
be the most challenging to defend 
against. They are the most difficult 
entities to identify, penetrate, and 
deter because they are politically 
motivated and there are few diplo-
matic channels for diffusing tensions. 
As well, surprise is essential to the 
effectiveness of their first-strike capa-
bility. Without a credible “indications 
and warnings” capability, the NCRCG 
would likely not be activated until 
after an information-based WME had 
already been initiated.

Currently, the relatively poor 
technical and forensic capabilities for 
attribution, coupled with the lack (as 
yet) of a cohesive international cyber-
crime agreement and a common 
criminal policy, significantly impede 
efforts to identify and apprehend 
responsible entities. These deficien-
cies fall into three basic categories: 
a lack of laws criminalizing cyber 
attacks; absence of common data 
retention policies; and no protocols 
for law enforcement and Internet ser-
vice provider (ISP) collaboration. All 
of these deficiencies, coupled with 
slow law enforcement responses, 
provide organized groups with the 
opportunity to disappear, to launch 
additional information-based WMEs, 
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or to use cyber disruptions to cloak 
physical attacks.

Significantly, while possessing 
the most power to employ informa-
tion-based WMEs, nation states 
are far more cautious about execut-
ing such operations. Nations may 
not want to demonstrate certain 
national capabilities, because they 
would rather use them later and sur-
prise a potential adversary. States 
likewise may fear that if the infor-
mation-based WME were traced to 
them, the target may respond with 
traditional military means. What is 
unknown is the extent to which indi-
vidual elements within a state (such 
as clandestine military units or intel-
ligence services) may be engaging in 
discreet low intensity efforts to pen-
etrate and map information systems 
as precursors to an attack. Detect-
ing such operations requires careful 
coordination among key federal enti-
ties in law enforcement, homeland 
security, and intelligence.

Rebooting national 
security policy

The price of entry is at an all-time 
low. The skills and technologies for 
assembling WMEs are widespread. 
Gone are the days when one needed 
to raise an army, build a command 
structure, train soldiers and purchase 
weapons to attack an adversary. The 
very efficiencies enabling govern-
ments and global enterprises can also 
arm a range of potential adversaries 
to execute unexpected disruptions.

American planners need to 
respond to this fundamental shift by 
building the capabilities necessary to 
discern, deter, and defend against the 
spectrum of threats and WMEs that 
loom on the national security horizon. 
Developing WME defenses and poli-
cies requires leveraging a troika of 
people, processes, and technologies. 

The flat, sticky powers of cyberspace 
are ultimately neutral. Imagination 
and innovation are the only limita-
tions we face in harnessing the power 
of cyberspace to project and defend 
our national interests.
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Defining moments.
High above the Earth, satellites are  extending mankind’s reach in space.  On
the battlefield, stealth technology and precision weaponry are winning the
battle while minimizing casualties.  In U.S. Federal agencies, Information
Technology is improving service and delivering benefits to millions of
Americans.  These are defining moments that demand technology and
systems that perform second to none.  Lockheed Martin has built a
reputation on innovation in science, technology and business with a single
goal – to be the world’s best advanced technology systems integrator serving
vital institutions. 



In January 2005, President Bush used his second inaugural address 
to reaffirm America’s commitment to an ambitious strategy built 
around the worldwide spread of democratic principles. “We are 

led, by events and common sense, to one conclusion: The survival of 
liberty in our land increasingly depends on the success of liberty in 
other lands,” Bush told the assembled crowd that day. “The best hope 
for peace in our world is the expansion of freedom in all the world.”1

Though he did not say so on that occasion, a central element of the strug-
gle outlined by the President is the issue of corruption. There is an intimate 
connection between criminality and terrorism. Terrorism does not operate in 
a vacuum. It finds sustenance from regimes that support or tolerate it. Those 
regimes, in turn, tend to be despotic in nature, and more often than not degener-
ate into criminality.

These connections are part and parcel of the contemporary terror threat. 
Where a drug trafficking network exists, a WMD smuggling ring potentially 
does as well. Organizations that smuggle immigrants into the United States can 
easily do so with terrorist operatives. Syndicates that launder money earned 
from drug sales can make those funds available for a terrorist safe house. Cor-
rupt regimes, meanwhile, have the capacity to sustain and profit from these 
activities. The possibilities are endless.

 

Pavel Ivanov is the pseudonym of a former House of Representatives staff 
member who has served in the Naval Reserve and the State Department. He 
holds a master’s degree in National Security and Strategic Studies from the 
Naval War College.
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The convergence between crime and 
international terrorism lies at the 
heart of the Global War on Terror, and 
it requires a new approach: one that 
treats organized crime syndicates, as 
well as totalitarian regimes that facili-
tate terrorism or otherwise undercut 
public order in democratic nations, as 
terrorists themselves.

Deadly collusion
The boundaries between today’s 

criminal and terrorist worlds are 
fluid. Criminal groups can evolve 
into terrorist organizations, and vice 
versa. As intelligence analyst Jason 
Freier outlined recently in these 
pages, there are three main patterns 
of criminal/terrorist interface:

1. Alliances for mutual benefit, in 
which terrorists enter agreements 
with transnational criminals 
solely to gain funding, without 
compromising their ideology;

2. Direct involvement of terror groups 
in organized crime, removing the 
middleman but maintaining the 
ideological premise of their strat-
egy; and

�. Replacement of ideology with profit 
as the main motive for operation.

Of the first variety, perhaps the 
best-known case is that of the world’s 
preeminent arms dealer, Viktor Bout. 
A former Soviet air force officer, Bout 
has built a clandestine arms traffick-
ing empire over the past decade-and-a-
half, violating numerous international 
arms embargoes and aiding multiple 
genocides in Africa in the process. 
During the 1990s, as a major supplier 
to Liberian dictator Charles Taylor, 
among other sordid clients, the Bout 
syndicate took diamond concessions 
in exchange for supplying weapons in 
the Liberian and Sierra Leonean civil 
wars. Subsequently, Bout moved his 
operations to the United Arab Emir-
ates, and found another theater in 
which to peddle his wares. Initially, his 
cartel provided arms and technology 
to Afghanistan’s Northern Alliance, 
until one of his planes was intercepted 
by the feeble Taliban Air Force—an 
opportunity he parlayed into the culti-
vation of a business partnership with 
the Taliban and al-Qaeda.2

A similar case of criminal/ter-
rorist partnership, this one much 
closer to home, involves the El Sal-
vadorian gang Mara Salvatrucha 
(MS-1�). Since its start as a vigi-
lante group in Los Angeles in the 
early 19�0s, MS-1� has grown into 
a ruthless nationwide criminal syn-
dicate, one widely known for its 
trafficking in weapons and persons. 
Today, MS-1� is thought to operate 
in 145 law enforcement jurisdictions 
across �1 states.� And increasingly, 
it appears to have drifted toward an 
operational relationship with the al-
Qaeda network. In September 2004, 
the Washington Times reported that 
a key al-Qaeda lieutenant, Adnan 
Shukrijumah, had made contact 
with the gang in Central America.4 
Since then, unconfirmed rumors of 
an al-Qaeda/MS-1� union have per-
sisted—fueled by the group’s trans-

The convergence between crime 
and international terrorism lies 
at the heart of the Global War 
on Terror, and it requires a new 
approach: one that treats organized 
crime syndicates, as well as 
totalitarian regimes that facilitate 
terrorism or otherwise undercut 
public order in democratic nations, 
as terrorists themselves.
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national reach and its penchant for 
illicit smuggling activities.

Evidence of the second pattern—
that of direct terrorist involvement in 
criminality—likewise abounds. Al-
Qaeda operative Ahmed Ressam, fol-
lowing his arrest on the U.S.-Canadian 
border in December 1999, revealed 
that members of the Bin Laden terror 
network engage in theft and fraud 
as a means of funding operations or 
sustaining cell operations. Lebanon’s 
Hezbollah has long been known to be 
involved in the global narcotics trade, 
using revenue from the cultivation of 
poppy in the Beka’a Valley to fuel its 
activities. Colombia’s FARC similarly 
cultivates narcotics in order to fund 
its military and political operations. 
And the al-Qaeda-linked Abu Sayyaf 
in the Philippines is notorious for 
bankrolling its activities through kid-
napping and extortion.

Finally, terrorist groups can and 
do devolve into criminal concerns. 
The Revolutionary Armed Force of 
Colombia (FARC), which began as a 
Marxist guerrilla outfit dedicated to 
violent political change, now resem-
bles nothing so much as an orga-
nized drug-running operation. Over 
time, the FARC leadership traded 
in its ideological fervor for expen-
sive cars and palatial haciendas. 
The FARC today has devolved into a 
drug cartel that happens to maintain 
an army, and which uses the entrée 
into Colombian politics provided by 
its Marxist ideology to acquire and 
retain power.

Gangster governance
Authoritarian regimes embody 

criminality of a different sort. Though 
they may differ vastly in political 
orientation and ethnic composition, 
states where certain actors, or even 
whole classes, are placed above the 
law all share a common character-

istic: corruption. And because of 
the unaccountable nature of these 
regimes, they are less constrained 
from colluding with terrorist ele-
ments or rogue states.

The contemporary scandal over 
the abuse and mismanagement of the 
United Nations Oil-for-Food program 
provides a clear example of such unac-
countable state behavior. Investiga-
tions have found that Syria, a leading 
state sponsor of terrorism, assisted 
the regime of Saddam Hussein in 
the illicit procurement of military 
material and other contraband items. 
This trade, in turn, both sustained 
and armed Saddam Hussein’s Ba’ath 
Party. “Syria was Iraq’s primary con-
duit for illicit imports from late 2000 
until OIF [Operation Iraqi Freedom],” 
the CIA’s Iraq Survey Group con-
cluded in its 2004 final report. “Most 
of Iraq’s military imports transited 
Syria by several trading companies, 
including some headed by high-rank-
ing Syrian government officials, who 
competed for business with Iraq.”5

Another case in point is the 
official thuggery of the Kim Jong-il 
regime in North Korea. In April 200�, 
the Australian navy apprehended 
the North Korean vessel Pong Su, 
uncovering $50 million worth of pure 
heroin intended for sale in Southeast 
Asia. Lest there be any doubt about 
the officially sanctioned nature of this 
drug trade, an official of the Korean 
Workers Party was detained during 
the raid.6 One month later, a North 
Korean defector testified before the 
Senate Government Affairs Com-
mittee that the DPRK has been in 
the narcotics business since the late 
19�0s.7 More recently, North Korea 
has been implicated in counterfeiting 
and distributing U.S. $100 dollar bills, 
also known as “supernotes.”�

Perhaps the best illustration, 
however, is the case of Hezbollah. The 



The Journal of InTernaTIonal SecurITy affaIrS�6

Pavel Ivanov

radical Shi’ite militia, created and sus-
tained by Iran, complements its sub-
sidies from Tehran with profits from 
the drug trade. For their part, Iran’s 
ayatollahs aid and abet this criminal 
conduct. The willingness of the Ira-
nian regime to sanction this criminal 
activity—indeed, to empower it—is a 
testament to the corrupt, authoritar-
ian character of their rule.

Before his untimely death at 
unknown hands in Moscow’s gang-
land, Forbes Russia editor Paul Kleb-
nikov eloquently outlined this corrupt 
political economy. “Iran has other 
lethal secrets besides its nuclear 
program, now the subject of prying 
international eyes,” Klebnikov wrote. 
“Dozens of interviews with business-
men, merchants, economists and 
former ministers and other top gov-
ernment officials reveal a picture of 
a dictatorship run by a shadow gov-
ernment that—the U.S. State Depart-
ment suspects—finances terrorist 
groups abroad through a shadow for-
eign policy. Its economy is dominated 
by shadow business empires and its 
power is protected by a shadow army 
of enforcers.”9

Beyond “stability”
So far, American strategic 

thinking has been slow to account 
for these trends. For more than six 
decades, U.S. national security policy 
has been focused above all on the 
preservation of “stability.” Over the 
years, this elusive quest has translated 
into unfortunate support for a bevy of 
corrupt governments, from Saddam 
Hussein’s Iraq to that of Ferdinand 
Marcos in the Philippines.

During the Cold War, such a 
policy certainly made sense; the over-
arching threat of a nuclear exchange 
between the U.S. and USSR made 
preserving stability a valid primary 
concern. But the end of the Cold 

War ushered in a new period—one 
in which the bipolar U.S.-Soviet con-
test degenerated into fierce power 
struggles between states no longer 
restrained by their respective super-
power patrons. A host of tyrannical 
regimes, which had been tolerated 
or even supported by the U.S. in its 
efforts to ward off Soviet ideology, 
suddenly found themselves free to 
consolidate power.

Yet, by and large, the Soviet col-
lapse did not prompt a foreign policy 
rethink in Washington. In the name 
of stability, the U.S. during the 1990s 
sought a different sort of balance—
one aimed predominantly at “contain-
ing” two of the Middle East’s most 
menacing rogues, Iran and Iraq.

The faulty logic of this paradigm 
was tragically brought into focus on 
September 11th. Over the preceding 
decade, away from American atten-
tion, the terrorist threat had matured, 
fueled by the perception that the U.S., 
while able, was unwilling to enforce 
its vision of a benign world order. For 
Islamic radicals in the Middle East, 
this hesitance was seen as a sign of 
provocative weakness.

To its enduring credit, the Bush 
administration is now moving beyond 
this failed notion. In its September 
2002 National Security Strategy, the 
White House declared its commit-
ment to “the nonnegotiable demands 
of human dignity: the rule of law; 
limits on the absolute power of the 
state; free speech; freedom of wor-
ship; equal justice; respect for women; 
religious and ethnic tolerance; and 
respect for private property.”10 Since 
then, President Bush has been even 
more explicit. In his March 2005 
address to the National Defense 
University, the President outlined 
the start of a new approach toward 
repressive states:
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By now it should be clear that 
decades of excusing and accom-
modating tyranny, in the pursuit 
of stability, have only led to injus-
tice and instability and tragedy. It 
should be clear that the advance of 
democracy leads to peace, because 
governments that respect the 
rights of their people also respect 
the rights of their neighbors. It 
should be clear that the best anti-
dote to radicalism and terror is 
the tolerance and hope kindled in 
free societies. And our duty is now 
clear: For the sake of our long-
term security, all free nations must 
stand with the forces of democ-
racy and justice that have begun 
to transform the Middle East.11

This formulation recognizes 
a fundamental truism. Meaningful 
democratic reforms create a climate 
that is hostile to both terrorists and 
the criminal class. More impor-
tantly, they directly challenge the 
entrenched elites of a regime intent 
on retaining power.

To be sure, democratization will 
not quell the repressive instincts of 
politicians who prefer ruling to gov-
erning. But it will limit their options, 
and ultimately make them accountable 
for their actions. It also will not pre-
vent bad ideas from being discussed 
or entertained, but it will allow good 
ones to gain traction. Such change, 
moreover, is not beyond reach.

Next steps
For the United States, success 

in the War on Terror hinges on a 
more expansive vision of the terrorist 
threat. Today’s terrorists do not oper-
ate in isolation. They interact with—
and are supported by—a network 
of criminal syndicates and corrupt 
regimes. Confronting this sinister 
symbiosis requires forcing foreign 
governments and non-state actors 
alike to confront the fundamental 

choice outlined by President Bush in 
the dark days after September 11th: 
“If any government sponsors the out-
laws and killers of innocents, they 
have become outlaws and murder-
ers, themselves. And they will take 
that lonely path at their own peril.”12

• Designating criminal groups as 
foreign terrorist organizations. 
The worlds of terrorism and 
organized crime are remarkably 
similar, and their intended goals 
are complementary. Criminal car-
tels such as the arms network of 
Viktor Bout can and do cooper-
ate with terrorist groups, and by 
doing so expand the harm that 
those groups can do the United 
States and American interests. 
Designation of such criminal syn-
dicates as terrorist actors in their 
own right under U.S. law would 
send a powerful signal to the 
enablers of global terror that their 
activities are no longer immune 
from retribution. As a practical 
matter, it would also increase the 
economic and political tools avail-
able to American policymakers in 
shutting down the criminal/ter-
rorist connection.

• Getting tough with criminal 
regimes. More and more, Wash-
ington is beginning to grapple 
with the fact that many of its inter-
national partners, particularly 
in the greater Middle East, are 
deeply deficient in the very politi-
cal criteria that have emerged as 

Today’s terrorists do not operate 
in isolation. They interact with—
and are supported by—a network 
of criminal syndicates and corrupt 
regimes.
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the centerpiece of U.S. strategy. 
Of late, the Bush administration 
has begun to push for greater 
pluralism and accountability in 
places such as Egypt and Uzbeki-
stan (albeit with varying results). 
Unaddressed so far, though, are 
governments in that region and 
elsewhere who actively export 
their corruption through the 
perpetuation of criminal activi-
ties abroad. The list of culprits 
includes not only Iran and Syria, 
but regimes like that of Venezue-
la’s Hugo Chávez and Fidel Castro 
in Cuba. These actors must be 
given a clear signal: if they persist 
in such conduct, they themselves 
will be treated as state sponsors 
of terrorism.

• Revamping the domestic response. 
All politics is ultimately local, and 
proper counterterrorism strategy 
begins at home. But four-and-a-
half years after September 11th, 
the United States national secu-
rity decision-making structure 
remains archaic and poorly suited 
to dealing with contemporary 
“multi-vector” threats. In order to 
properly address today’s terrorist 
challenge, the United States must 
make blending law enforcement, 
military and intelligence capa-

bilities a top priority. A good first 
step in this direction would be 
the creation of a dedicated direc-
torate for organized crime at the 
National Security Council tasked 
with handling the delicate inter-
face between various—and often 
competing—federal agencies in 
the consolidated War on Terror-
ism and international crime.

• Refashioning foreign aid. For far 
too long, American foreign aid 
has been perceived by its recipi-
ents to be a “free lunch.” As 
scholar Yuval Levin lays out in his 
important study on the subject, 
“American aid to the Middle East 
is a tragedy of good intentions 
on a grand scale.” “The stated 
purposes of aid—the service of 
American interests, the support 
of allies, and the establishment 
of peace—are sound, reason-
able, and just,” Levin recounts. 
“And yet, in the Middle East aid 
has proven to be counterproduc-
tive and even dangerous for the 
United States and for its closest 
ally in the region: Israel.”1�

  Today, good governance may 
be a key element of the Bush 
administration’s counterterror-
ism strategy, but reform of for-
eign aid has lagged far behind. 
With the notable exception of the 
Millennium Challenge Account 
established by President Bush in 
March 2002, U.S. foreign aid is 
still by and large not subjected to 
performance-based criteria. The 
results, not surprisingly, have 
been distinctly counterproduc-
tive to U.S. policy. A new take on 
foreign aid allocation is needed—
one that conditions American 
assistance on transparency in 
recipient governments, and fos-

All politics is ultimately local, 
and proper counterterrorism 
strategy begins at home. But 
four-and-a-half years after 
September 11th, the United 
States national security decision-
making structure remains 
archaic and poorly suited to 
dealing with contemporary 
“multi-vector” threats.



The Journal of InTernaTIonal SecurITy affaIrS �9

The (Not So) Untouchables

ters the eradication of the corrupt 
and criminal regimes that sustain 
the global terrorist threat.

Strategic 
democratization

Democratic reforms are not 
instant or easy. Nor are they necessar-
ily permanent. If not closely guarded, 
democratic gains can be reversed, as 
they were in Colombia in 1994, when 
the notorious Cali cartel bought the 
election of Ernesto Samper, touch-
ing off a series of events that sullied 
Colombia’s international reputation 
and ensconced a threat to domestic 
stability that endures to this day.14 
Colombia should serve as a caution-
ary tale. As long as the nexus between 
terrorism and organized crime exists, 
free nations will be imperiled by it.

To those that seek it, President 
Bush has sent an unambiguous mes-
sage: freedom is a universal value. It 
is also a principle whose promotion 
makes sound strategic sense. Sever-
ing the connection between terrorist 
groups, organized crime and corrupt 
regimes is a very good place to start.
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The nexT 
fronTIer

Robert L. Pfaltzgraff, Jr.

Space is vital to America’s future. The United States has a strong inter-
est in securing the peaceful uses of space in support of its economic, 
political, and defense needs. It likewise requires unfettered access to 

space as an indispensable part of its national security. As such, the U.S. has 
a vested interest in formulating a modern strategy that is able, in the words 
of the 2001 Rumsfeld Space Commission, to “deter and defend against 
hostile acts directed at U.S. space assets and against the uses of space 
hostile to U.S. interests.”1 Yet, even though it is now well into its second 
term, the Bush administration has yet to set forth such a national strategy.

What are the future goals of the United States in space? How does space 
relate to overall American national security? And what space policies are neces-
sary in order to assure national security, international stability, and economic 
benefit? Answers to all of these questions are essential to American prosper-
ity—and, indeed, to its global status—in the Twenty-First Century.

Why space matters
The stakes are enormous. The United States already relies on space com-

mercially and militarily more than any other nation, and that dependency will 
only grow in the years ahead, as global telecommunications networks and other 
technologies for civilian and defense purposes increase in use and in sophisti-
cation. Because the United States is more dependent than any other nation on 

dr. roBerT l. PfalTzgraff, Jr. is President of the Institute for Foreign Policy 
Analysis and Shelby Cullom Davis Professor of International Security Studies 
at Tufts University’s Fletcher School. He was recently appointed to the Arms 
Control and Nonproliferation Advisory Board of the U.S. Department of State.



The Journal of InTernaTIonal SecurITy affaIrS42

Robert L. Pfaltzgraff, Jr.

space, the threat to and from space 
is greatest to the United States. U.S. 
space systems have numerous vulner-
abilities, including strikes that could 
be mounted against ground stations, 
launch systems, or orbiting satellites. 
The implications would be potentially 
catastrophic, both in today’s world 
and in the years to come.

One such danger is an electromag-
netic pulse (EMP). As the 2004 EMP 
Commission outlined in its authorita-
tive study, a single nuclear warhead 
exploded at a high altitude above the 
United States (between 40–400 km) 
would generate an electromagnetic 
pulse sufficient to disable both space-
based assets such as satellites and 
ground-based critical infrastructure, 
including telecommunications, energy, 
food supplies, hospitals, and financial 
institutions, among others.2 Space sys-
tems similarly would be vulnerable to 
EMP effects from one or more nuclear 
detonations. Satellites in low-Earth 
orbit would be especially at risk from 
the collateral radiation effects resulting 
from an EMP attack. These satellites 
are vitally important to such govern-
mental services as weather forecast-
ing and communications, emergency 
response services, and military opera-
tions. Recovery from such an attack 
would be protracted, painful, and per-
haps even impossible.

EMP, as well as similar efforts to 
disrupt the United States by attack-
ing it in or from space, falls within 
the overall category of asymmetric 
warfare. In today’s world, an adver-
sary need not match the United 
States technologically in order to 
inflict catastrophic damage. The 
United States is already vulnerable 
to such attacks in space and on the 
Earth, and threats will only grow in 
the years ahead as we proceed with 
military transformation designed to 
take account of new technologies 
based on “net-centric” warfare. Such 
assets help to identify targets on the 
ground, just as space provides the 
navigational systems for military 
forces and civilian vehicles, includ-
ing the cars that we drive equipped 
with GPS. Without space-based 
capabilities, the United States will 
be unable to deploy advanced mili-
tary forces based on unprecedented 
levels of accuracy, flexibility, lethal-
ity, and mobility.

It has been repeatedly asserted 
that those who seek to defeat the 
United States in the future will 
attempt to attack at our points of vul-
nerability, not where we are strong-
est. Because the United States 
depends increasingly on space, its 
space-based capabilities as well as 
associated earth-bound technologi-
cal infrastructures constitute attrac-
tive targets to existing and potential 
enemies. Those who seek to weaken 
the United States will develop their 
own space capabilities while discour-
aging the United States from maxi-
mizing its own potential in space, or 
by a combination of such strategies.

What is remarkable is the extent 
to which there presently exists a dis-
connect in U.S. strategy between 
emerging threats and the level of 
national commitment to space. 
Equally striking is the political oppo-

In today’s world, an adversary 
need not match the United 
States technologically in order 
to inflict catastrophic damage. 
The United States is already 
vulnerable to such attacks in 
space and on the Earth, and 
threats will only grow in the 
years ahead.
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sition evident in many quarters to the 
full utilization of space by the United 
States. Such opposition includes those 
who seek to prevent the United Sates 
from dominating space, together with 
those who believe that, by an act of 
such abnegation, the United States 
can dissuade others from developing 
their own space programs. The results 
are paradoxical; the United States is 
being criticized for its alleged interest 
in “weaponizing” space at a time when 
the administration appears to have 
distanced itself from the basic recom-
mendations set forth by the bipartisan 
Rumsfeld Space Commission.

Such arguments skirt a vital 
point: to the extent that capabilities, 
however rudimentary, currently exist 
to attack space systems, space already 
is becoming weaponized. Moreover, 
such capabilities are not likely to be 
eliminated by international treaties or 
by unilateral U.S. decisions to forgo 
certain types of weapons.

Changing course
In its January 2001 report, the 

Rumsfeld Space Commission spelled 
out in great detail the basic elements 
of a U.S. national space strategy. 
These include the development of 
space systems to hasten U.S. mili-
tary transformation; the use of space 
to collect intelligence; shaping the 
legal and regulatory environment in 
ways that accord with U.S. national 
security interests and contribute to 
commercial competitiveness; and 
governmental and commercial invest-
ment to ensure that the United States 
has the most advanced space technol-
ogies. Among its basic findings is the 
assertion that, if the United States 
is to be successful in such a space 
strategy, leadership by the President 
and senior officials will be necessary: 
“Only the President has the authority, 
first, to set forth the national space 

policy, and then to provide the guid-
ance and direction to senior officials 
that together are needed to ensure 
that the United States remains the 
world’s leading space-faring nation.”� 
Last but not least, the Commission 
called for efforts to develop a trained 
cadre of military personnel and civil-
ians within the U.S. government to 
assure that the United States retains 
a dominant position in space.

One can only speculate as to the 
reasons why the Bush administra-
tion’s commitment to space has so 
far fallen far short of this standard. 
Conceivably, the tragic events of Sep-
tember 11th distracted attention from 
space to the more immediate issues of 
fighting a global war against al-Qaeda 
and its affiliates—although the pros-
pect that WMD will be acquired by 
states committed to our destruction 
or by terrorist groups prepared to use 
them only adds to the importance of 
space as a national security priority. 
Another plausible explanation is that 
the administration did not heed the 
admonition that space could become 
a national priority only if it had strong 
and continuing endorsement at the 
highest levels of leadership. Indeed, 
the White House has increasingly 
ceded day-to-day control over space 
technology and policy to career civil 
servants and bureaucrats.4

Fortunately, Washington still 
has the opportunity to reverse this 
drift. Conceptually, it should begin by 
acknowledging that space is already 
militarized. This process began in 
1944, when, during World War II, the 
first German V-2 ballistic missile tra-
versed the edge of space after launch 
toward its target in southern England. 
It continued with the launch by the 
Soviet Union of its first Sputnik in 
October 1957. Today, the militariza-
tion of space has become common-
place, insofar as a growing number of 
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nations have deployed assets such as 
satellites for commercial and military 
communications and reconnaissance.

The same holds true for weap-
onization. Historical evidence does 
not support the proposition that, 
by abstention, the United States 
will discourage others from space 
weaponization. China, for example, 
apparently views the development of 
“counterspace” technologies—that is, 
space-based weapons—as inevitable 
because they constitute an essential 
military capability. In its 2005 report 
to Congress, the Pentagon outlined 
that Beijing is developing a number of 
anti-satellite systems (ASATs) that it 
plans eventually to deploy. China also 
has a demonstrated space-launch 
capability, having placed 10 satel-
lites in orbit in 2004, with a similar 
schedule through 2006 and an addi-
tional 100 satellites by 2020, the year 
in which Beijing also hopes to have a 
full space station operational.5

Today, the United States is the 
world’s leading space power. But that 
state of affairs is not necessarily per-
manent. Indeed, a growing number 
of nations have increasingly begun 
to challenge American primacy in 
this theater.

Reversing that trend requires 
using space for essentially two mis-
sions. The first is space control, 
including the protection of U.S. and 
allied space assets and, if necessary, 

possessing the means to attack enemy 
assets and the capability to deny our 
enemies access to space. In other 
words, space control capabilities may 
be offensive or defensive, designed 
either to deny an adversary access 
to space or the use of its space-based 
assets, or to provide the U.S. with the 
ability to defend its own space-based 
assets. The United States will need 
both types of capabilities.

The second revolves around 
space dominance. The importance of 
space to our national security and well-
being dictates that if the United States 
is to remain a superpower, it must 
continue to dominate the high fron-
tier of space. A space strategy would 
therefore need to include a range 
of capabilities designed to provide 
assured access to space, situational 
awareness in space, earth surveil-
lance, global command, control, and 
communications, defense in space, 
homeland defense and power projec-
tion in, from, and through space. The 
goal of the United States should be 
to develop and deploy weapons that 
can operate in space, not only to 
defend assets deployed in space, but 
also to augment our terrestrial mili-
tary forces. A national space strategy 
would also include space-based mis-
sile defenses capable of providing a 
global capability to destroy missiles 
in all phases of flight.

Looking forward
Given these demanding objec-

tives, a space strategy for the United 
States would need to contain several 
essential components:

• Space-based weapons systems to 
defend U.S. space-based assets 
and to support ground-based mili-
tary operations. This includes the 
use of space for missile defense 
and for strikes against targets in 

Today, the United States is 
the world’s leading space 
power. But that state of affairs 
is not necessarily permanent. 
Indeed, a growing number 
of nations have increasingly 
begun to challenge American 
primacy in this theater.
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the air or on the ground. A truly 
global missile defense to protect 
the United States and its forces 
that are deployed overseas, as 
well as allies and coalition part-
ners, with capabilities that can 
track, intercept, and destroy mis-
siles and warheads is necessar-
ily space-based. It could be built 
with kinetic energy weapons, and 
subsequently could include high-
energy lasers. A decade-and-a-
half ago, the United States had 
already developed a robust, capa-
ble space-based kinetic energy 
interceptor known as Brilliant 
Pebbles. But the Clinton admin-
istration’s decision in the early 
1990s to abandon missile defense 
deployments prohibited by the 
ABM Treaty led to the demise of 
Brilliant Pebbles.6 That technol-
ogy could now be revived and 
modernized. Without the ABM 
Treaty and its prohibition on 
space-based missile defense, the 
United States can and should be 
building a missile defense archi-
tecture that includes space-based 
kinetic-energy interceptors as a 
key layer.

• Strengthening our ability to collect 
intelligence about the capabilities 
and intentions of U.S. adversaries. 
This includes an examination of 
the types of information that can 
best be collected from space, and 
the kinds of technologies that we 
will need to develop and deploy in 
space for this purpose. The Rums-
feld Space Commission noted 
that certain commercially avail-
able imagery from remote sens-
ing companies can be adapted to 
meet official collection needs and 
should therefore be incorporated 
into the overall space intelligence 
architecture.

• Shaping the space legal and regu-
latory environment. Specifically, 
this means that the United States 
should participate as actively 
as possible in developing space 
regimes that accord with U.S. 
needs, including the right to 
defend its interests in and from 
space. Some other states pursue 
their interests by seeking inter-
national agreements designed to 
restrict access and thus to coun-
ter U.S. advantages in space. 
Where such agreements serve 
U.S. interests, they should be 
supported. Especially with the 
end of the ABM Treaty, however, 
the United States should oppose 
efforts to develop new regulations 
that are designed to limit our abil-
ity to deploy a space-based mis-
sile defense.

• Maintaining technological lead-
ership. By necessity, this will 
require renewed emphasis on 
scientific and engineering skills 
in space-related fields. The exist-
ing workforce is passing from the 
scene, and will not be replaced in 
the absence of market incentives 
in the form of challenging career 
opportunities. A national commit-

The U.S. must use space for 
essentially two missions. 
The first is space control, 
including the protection of 
U.S. and allied space assets 
and, if necessary, possessing 
the means to attack enemy 
assets and the capability to 
deny our enemies access to 
space. The second revolves 
around space dominance.
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ment to space, backed by neces-
sary levels of sustained funding, 
would translate into the job market 
as well as academic specialties.

  Indeed, the absence of a 
national space strategy is evident 
in the broader trends taking place 
in science and technology educa-
tion. A decreasing percentage of 
Americans are pursuing degrees 
in science and engineering disci-
plines and fields. In its report on 
Science and Engineering Indicators 
2004, the National Science Board 
of the National Science Founda-
tion noted “a troubling decline in 
the number of U.S. citizens who 
are training to become scientists 
and engineers.”7 Moreover, for-
eign expertise is fast outpacing 
U.S. know-how. Foreign students 
now account for nearly half of 
the graduate students enrolled in 
computer sciences and engineer-
ing programs in the U.S. And, 
while the U.S. educational focus 
on science and technology has 
atrophied, the opposite is taking 
place abroad; between 1991 and 
2001, science and engineering 
Ph.D.s in China and South Korea 
rose by 5�5 percent and 150 per-
cent respectively.� Both for mis-
sile defense and for space more 
generally, the United States will 

need to make major new invest-
ments in science and technology 
education in the years ahead.

  Likewise, if the United 
States is to remain dominant in 
space, new defense-industrial 
approaches are necessary. The 
aerospace sector’s share of total 
national research and develop-
ment investment has declined 
precipitously—from about 26 
percent in 19�7 to less than 4 
percent in 2001.9 Compounding 
this decline, U.S. companies are 
investing more heavily in efforts 
to win modernization contracts 
based on existing technologies, 
rather than investing in “leap 
ahead” technologies that would 
dramatically transform our space 
program. A concerted focus 
on technological innovation is 
needed to assure that the U.S. 
space industry can continue to 
produce systems that are at least 
one generation ahead of its inter-
national competitors.

Learning to love 
American space power

Because space control is vital to 
the United States, and because Amer-
ican space assets must be protected, 
Washington should not shrink from 
developing the means necessary to 
ensure space dominance. Specifically, 
this means developing and deploying 
capabilities designed to protect U.S. 
space-based systems and the use 
of space as part of a layered missile 
defense for the United States.

It often has been asserted by crit-
ics that our goal should be to prevent 
an arms race in space. Yet, it is highly 
doubtful that the United States, by 
abstaining from the military uses of 
space, can actually prevent such an 

U.S. space hegemony would 
create tremendous dividends, 
both for ourselves and for 
our allies. Under American 
oversight, space, specifically 
low earth orbit, would become 
an arena for prosperity, open 
to economic and scientific 
development by foreign nations.
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arms race. In fact, the opposite is likely 
to happen. Nature abhors a vacuum, 
and a strategic vacuum in space will 
naturally be filled by others.

U.S. space hegemony, on the 
other hand, would create tremendous 
dividends, both for ourselves and for 
our allies. Under American oversight, 
space, specifically low earth orbit, 
would become an arena for prosper-
ity, open to economic and scientific 
development by foreign nations. In 
other words, just as great powers his-
torically have asserted control over 
spatial domains such as the oceans in 
order to protect their national inter-
est in peaceful passage, the United 
States should provide leadership in 
formulating and enforcing rules for 
space operations.

Whenever possible, the United 
States should work with other states 
that share our interests in developing 
and enforcing law and shaping the reg-
ulatory environment in space, while 
simultaneously extending the fron-
tiers of knowledge and security into 
space. Such a goal, however, cannot 
become a reality until and unless the 
United States acknowledges the pri-
macy of space in the broad context of 
its national security interests.
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nuclear  
deTerrence for a 

neW cenTury
Keith B. Payne

Over the course of the Cold War, the majority of American strategic 
thinkers gravitated to the notion that mutual nuclear deterrence, 
built around survivable retaliatory capabilities on both sides, made 

strategic relations between the United States and the Soviet Union pre-
dictably “stable.”1 Both countries, the thinking went, would be deterred 
from highly provocative behavior by a mutual fear of escalation to a gen-
eral war in which the level of nuclear destruction to the civilian infra-
structure and population would far exceed any possible gain for either 
side. Consequently, each would avoid provoking the other in the extreme.2 
Over time, this vision of mutual deterrence stability became so widely 
accepted that it even garnered a popular moniker: the “balance of terror.”

In the United States, general acceptance of this deterrence paradigm had 
concrete consequences: stable deterrence came to be defined as mutual capa-
bilities for strategic nuclear retaliation against cities, and strategic forces were 
categorized based on their expected effect on the “balance of terror.” Those 
forces compatible with offensive retaliatory threats to cities and industry were 
labeled beneficial and “stabilizing.” Those capable of defending society against 
such threats, on the other hand, were deemed to be the opposite.

dr. keITh B. Payne is President of the National Institute for Public Policy and 
Chair of Missouri State University’s Department of Defense and Strategic 
Studies, both located in Fairfax, Virginia. Dr. Payne served as Deputy Assis-
tant Secretary of Defense for Forces Policy, 2002-200�. The author would like 
to thank Kurt Guthe for his helpful comments on this article.
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This simplistic equation, known 
as Mutual Assured Destruction 
(MAD), became the prism through 
which many in the press, Congress, 
armed services, and Executive Branch 
thought about and judged strategic 
forces. It also turned into the orga-
nizing principle for U.S. arms con-
trol, which became oriented around 
eliminating bad, “destabilizing” sys-
tems, such as missile defense, while 
preserving a limited number of good, 
“stabilizing” offensive nuclear forces.

False confidence
From the outset, however, 

extreme confidence in Mutual 
Assured Destruction required spe-
cific assumptions about human deci-
sion-making, the character of the 
United States and the Soviet Union, 
and the context of the Cold War 
itself. For MAD to work predictably, 
certain conditions in the U.S.-Soviet 
relationship had to exist: leaders 
would communicate in times of crisis 
well enough to comprehend their 
respective threats and thresholds for 
nuclear retaliation; they would con-
duct a well-informed, unemotional, 
and rational cost-benefit assessment 
of the potential consequences of 
brinkmanship and conflict; and they 
ultimately would prudently decide 
that the disincentives to taking pro-
vocative actions would outweigh any 

incentives to the contrary.
During the Cold War, each of 

these characteristics simply was 
assumed to exist in U.S.-Soviet deter-
rence relations. We chose to believe 
that Soviet leaders would be “sen-
sible” and calculating after our own 
fashion, meaning that they would 
inevitably choose to be cautious in the 
face of a nuclear threat to cities; that 
caution was the only “rational” choice 
and guaranteed deterrence. By view-
ing Soviet leaders essentially as the 
mirror images of ourselves, we could 
take for granted the conditions neces-
sary for stable deterrence, and con-
clude that it would function reliably.

Over time, this proposition 
became a comforting Cold War tau-
tology—the lethality of our strategic 
nuclear threat ensured deterrence 
against all but the irrational because 
only the irrational would not be 
deterred by the lethality of our stra-
tegic nuclear threat. Former National 
Security Advisor McGeorge Bundy 
expressed this view all too well in his 
classic 1969 Foreign Affairs article. 
“In the light of the certain prospect 
of retaliation there has been literally 
no chance at all that any sane politi-
cal authority, in either the United 
States or the Soviet Union, would 
consciously choose to start a nuclear 
war,” Bundy wrote. “This proposition 
is true for the past, the present, and 
the foreseeable future. For sane men 
on both sides, the balance of terror is 
overwhelmingly persuasive.”�

Why? Because, according to 
Bundy, “…a decision that would bring 
even one hydrogen bomb on one city 
of one’s own country would be rec-
ognized in advance as a catastrophic 
blunder; ten bombs on ten cities would 
be a disaster beyond history; and a 
hundred bombs on a hundred cities 
are unthinkable.”4 Nuclear deterrence 
thus was considered “easy” to under-

Over time, Mutual Assured 
Destruction became a comforting 
Cold War tautology—the 
lethality of our strategic nuclear 
threat ensured deterrence 
against all but the irrational 
because only the irrational would 
not be deterred by the lethality 
of our strategic nuclear threat.
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stand and to guarantee.5 It became a 
simple function of balance. Mutual 
nuclear threats to cities ensured 
stable mutual deterrence, and such 
vulnerability was easy to orchestrate 
with nuclear weapons.

Viewing deterrence through this 
MAD prism led us to limit or reject 
supposedly “destabilizing” strategic 
forces, including imposing strict limi-
tations on ballistic missile defense 
(BMD) development, testing and 
deployment, quantitative limitations 
on the deployment of Minuteman and 
later Peacekeeper ICBMs, and accu-
racy limitations on strategic ballistic 
missile warheads. In particular, mis-
sile defense became a long-term casu-
alty of our confidence in MAD. Critics 
argued successfully for decades that 
because MAD could be made reliable 
through the balance of terror, BMD 
offered nothing of value and in fact 
could upset “stability” by threatening 
“the other side’s deterrent.” It came 
to be seen as the “enemy” of deter-
rence and U.S. arms control.

To be sure, we did not limit 
or reject these capabilities solely 
because our preferred deterrence 
paradigm deemed them “destabiliz-
ing.” But, as Ted Greenwood con-
cludes in his study of U.S. Cold War 
strategic force acquisition practices, 
its effect could be decisive.6 During 
the Cold War, MAD was the “the 
supreme dogma of the ascendant 
branch of the defense and arms con-
trol communities,”7 and it was solidly 
against BMD and other supposedly 
destabilizing strategic forces.

The Bush revolution
The comforting but now vapid 

Cold War refrain that deterrence will 
“work” reliably certainly continues to 
be heard today—a sort of all-purpose 
argument against new nuclear capa-
bilities, and against missile defense. 

The confidence in deterrence that typ-
ified the Cold War now is presumed 
to apply to post-Cold War rogue 
threats—as if the dramatic changes 
in opponent and context are irrel-
evant. Thomas Friedman of the New 
York Times, for example, has written: 
“What deters them today is what will 
always deter them—the certainty 
that if they attack us with weapons of 
mass destruction their regimes will 
be destroyed. In other words, what 
is protecting us right now from the 
most likely rogue threat … is classic 
deterrence.”�

One of the most important devel-
opments in the Bush administration’s 
thinking is a rejection of strategic 
planning based on unwarranted 
confidence in the predictability of 
deterrence. This more sober view 
of what to expect from deterrence is 
not predicated upon the simplistic 
assumption that rogues are some-
how incapable of rational decision-
making, or that deterrence must fail, 
as some have wrongly suggested.9 
Rather, it is based on a recognition 
that the characteristics we assumed 
to be in place in the U.S.-Soviet deter-
rence relationship, courtesy of mirror 
imaging, manifestly do not pertain 
to America’s relations with rogue 
states. In the contemporary threat 
environment, there is quite likely to 
be a relative lack of mutual familiarity 
and understanding, leaders may not 
be well informed, communications 
may not be reliable, opponents may 
not calculate according to our defi-

In the contemporary threat 
environment, the predictable 
functioning of deterrence is 
likely to be the exception, 
rather than the norm.
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nition of “sensible,” and deterrence 
may not be a simple function of force 
balances. In these circumstances the 
predictable functioning of deterrence 
is likely to be the exception, rather 
than the norm.

McGeorge Bundy and others 
asserted as a universal proposition 
that deterrence would work because, 
“a hundred bombs on a hundred 
cities are unthinkable.”10 By doing so, 
Bundy revealed far more about what 
he believed to be “unthinkable” than 
articulating any universally shared 
sensibility or value. In the past, lead-
ers have been more than willing to 
run the risk of utter societal destruc-
tion in pursuit of their goals. Some, 
such as Adolf Hitler and Japan’s War 
Minister in 1945, Korechiki Anami, 
welcomed the destruction of their 
own societies; Hitler actually pro-
moted it. PRC Chairman Mao Zedong 
disparaged U.S. nuclear capabilities 
because, “Even if U.S. atom bombs… 
were dropped on China, blasted a 
hole in the earth or blew it to pieces, 
this might be a big thing for the solar 
system, but it would still be an insig-
nificant matter as far as the universe 
as a whole is concerned.”11 Mao dis-
dained the deterrent effect of U.S. 
nuclear forces, writing dismissively 
of potential Chinese losses, “All it 
is is a big pile of people dying.”12 A 
line from Mao’s poetry reads, “Atom 
bomb goes off when it is told./ Ah, 
what boundless joy!”1� The threat 
of “a hundred bombs on a hundred 

cities” may have been “unthinkable” 
to an American defense intellectual 
like McGeorge Bundy, but that tells 
us nothing about whether deterrence 
will or will not function reliably 
against others.

Within the Bush administration 
and the armed services there is grow-
ing recognition of this reality, and of 
the fact that Cold War deterrence is 
not appropriate vis-à-vis contempo-
rary opponents. As President Bush 
emphasized on May 20, 200�:

The contemporary and emerg-
ing missile threat from hostile 
states is fundamentally different 
from that of the Cold War and 
requires a different approach 
to deterrence and new tools for 
defense. The strategic logic of 
the past may not apply to these 
new threats, and we cannot be 
wholly dependent on our capa-
bility to deter them. Compared 
to the Soviet Union, their lead-
erships often are more risk 
prone … . Deterring these 
threats will be difficult. There 
are no mutual understandings 
or reliable lines of communi-
cation with these states… 14

The typical threat now confront-
ing the U.S. is that of regional rogue 
powers led by a variety of tyrants and 
dictators who may not be the pru-
dent, attentive, well-informed leaders 
we assumed the Soviets to be during 
the Cold War. Rogue leaders have 
few shared characteristics except, 
as Ian Buruma has observed in The 
New York Review of Books, “they all 
have one quality in common: striving 
for absolute power consigns them to 
a world of lies.”15 The contemporary 
challenge facing U.S. strategic plan-
ners is to understand such leaders 
sufficiently well to establish tailored 
policies of deterrence that “work” 
more by design than by luck.

Within the Bush administration 
and the armed services there 
is growing recognition of the 
fact that Cold War deterrence 
is not appropriate vis-à-vis 
contemporary opponents.
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The difficulty of such an approach 
has been suggested by Mahdi Obeidi, 
the former director of Iraq’s nuclear 
centrifuge program:

…the West never understood 
the delusional nature of Saddam 
Hussein’s mind. By 2002, when 
the United States and Britain 
were threatening war, he had 
lost touch with the reality of his 
diminished military might. By 
that time I had been promoted 
to director of projects for the 
country’s entire military-indus-
trial complex, and I witnessed 
firsthand the fantasy world in 
which he was living … sort of 
like the emperor with no clothes, 
he fooled himself into believ-
ing he was armed and danger-
ous. But unlike that fairy-tale 
ruler, Saddam Hussein fooled 
the rest of the world as well.16

We believed we had great insight 
into the thinking of the Soviet leader-
ship, could communicate well with 
its officials, and that those leaders 
ultimately would behave in well-
informed, reasonable and predict-
able ways. Consequently, we could 
be wholly confident deterrence would 
“work.” But today, there is no basis 
for comparable faith with regard to 
rogue regimes.

In their day, early proponents 
of the Cold War balance of nuclear 
terror claimed with great confidence 
that the “principles that underlie 
this diplomacy of violence” are valid 
across time, place and culture.17 
More recently, journalists and edi-
torials from prominent newspapers 
repeat the same Cold War mantra: 
“The logic of deterrence transcends 
any particular era or enemy.”1�

If that were so, deterrence truly 
could be easily understood and prac-
ticed. But such a comforting notion 
was coherent only with the mirror-

imaging and unique conditions of 
the Cold War—and even then only 
barely so. Today, confidence in the 
predictable functioning of deterrence 
is well and truly a thing of the past. 
It no longer can be considered pre-
dictable with confidence, nor can old 
axioms from MAD serve as a basis for 
designing our post-Cold War security 
policies and forces.

This is certainly not a rejection of 
deterrence writ large,19 but a lowering 
of expectations that traditional deter-
rence can be expected to function reli-
ably and predictably and a rejection of 
the old “good” and “bad” force catego-
rizations derived from MAD.

Moving beyond MAD
Just as confidence in MAD had 

the effect of undercutting the ratio-
nale for missile defense and various 
nuclear force initiatives, reduced 
confidence in deterrence increases 
the merits of those same strategic 
programs. Because deterrence is less 
certain, defensive steps—such as 
deployment of missile defense—have 
new urgency to protect the U.S. popu-
lation, territory, expeditionary forces 
and allies. And precisely because 
deterrence is less certain today, steps 
to increase its effectiveness against 
a spectrum of potential opponents 
have fresh salience. These may range 
from seeking a better understanding 
of opponents to deploying a spectrum 
of capabilities aimed at improving the 

Because deterrence is less 
certain, defensive steps—such 
as deployment of missile 
defense—have new urgency to 
protect the U.S. population, 
territory, expeditionary forces 
and allies.
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probability that we can deter diverse 
opponents.20

The Bush administration—in 
contrast with its detractors—has 
adopted a policy position that is wholly 
compatible with the new threat envi-
ronment. It likewise has taken steps 
to increase the effectiveness of deter-
rence across a spectrum of threats, 
and to prepare for its possible fail-
ure. These have included President 
Bush’s decision to deploy a layered 
ballistic missile defense architecture, 
a Defense Department and Energy 
Department-requested feasibility 
study of earth-penetrating warheads, 
movement toward strategic non-
nuclear weapons, greater freedom to 
examine very low-yield nuclear weap-
ons, and the inclusion of nuclear and 
non-nuclear strike capabilities in the 
“New Triad.”

Criticisms of the Bush admin-
istration’s Nuclear Posture Review 
(NPR) and related administration 
strategic initiatives tend to be the 
predictable Cold War axioms about 
deterrence derived from MAD. 
Deterrence, this line of thinking 
goes, is reliable, so there is no need 
to deploy missile defense,21 or to be 
overly concerned about the threat of a 
rogue nuclear, electro-magnetic pulse 
(EMP) attack.22 And because deter-
rence is reliable, there is no need for 
new types of nuclear capabilities.2� 
After all, deterrence will work, even 
against ruthless, eccentric leaders 
such as Saddam Hussein.24 This per-
spective also logically opposes U.S. 
capabilities suitable for threatening 
an enemy’s military forces, because 
under MAD, they were considered 
antithetical to “stable” deterrence.

In short, Cold War-like confi-
dence in the predictable functioning 
of deterrence remains the all-purpose 
rationale for not revising our thinking 
about deterrence or our nuclear force 

structure, not preparing to protect 
ourselves against deterrence failure, 
and not moving away from our Cold 
War legacy nuclear arsenal. What 
appears to be unrecognized by most 
critics of the Bush administration 
is that the assumed conditions that 
permitted Cold War confidence in 
MAD no longer pertain. Under post-
Cold War conditions, those who make 
confident predictions about reliable 
deterrence will be proven wrong; it is 
only a matter of time.

Overconfidence in deterrence 
has been a staple of the U.S. strate-
gic community for almost two gen-
erations. It has been absorbed by 
an entire cadre of academics who 
address the subject, journalists who 
report on it, members of Congress 
who decide which military programs 
will or will not be funded, and civil-
ian and military officials who seek 
funding for forces. The NPR and 
the Bush administration’s strategic 
initiatives should be understood for 
what they are—attempts to keep 
pace with the dramatic changes that 
have taken place in the global secu-
rity environment.

The Cold War deterrence para-
digm was comforting and convenient. 
It is now obsolete. Moving beyond 
it is necessary if we are to adjust our 
thinking to new realities. But we 
should harbor no illusions; comfort-
ing and convenient beliefs are easily 
embraced, and given up only with great 
reluctance. Modernizing our thinking 
about nuclear deterrence will require 
a continuing effort to dispel the MAD 
adages about deterrence and strategic 
forces so deeply ingrained by our Cold 
War experience.
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In May 2005, Newsweek reported that the White House had decided 
to refrain from pressuring Russia over the expanding democracy 
deficit in the former Soviet Union because America needed Russian 

support against Iranian and North Korean nuclear proliferation.1 The 
report served to underscore a line of thinking that has, quite unexpect-
edly, emerged to animate U.S. policy toward Russia: that the attainment 
of strategic goals should override the pursuit of Russian democratization.

That school of thought is known as Realism, and its emergence is both 
unexpected and alarming. It directly contradicts the Bush administration’s own 
stated policy of campaigning for democratization throughout the world, and 
of formulating policies toward other states on the basis of their adherence to 
(or deviation from) a universal norm of democratic governance.2 It also clashes 
headlong with the European Union’s declared goals of fostering the integration 
of a democratic Russia.�

Proponents of the Realist approach describe their position as one of expedi-
ency. They argue that when values triumph over interests in U.S. foreign policy, 
policy cannot attain its strategic goals. But is such a stance truly desirable for 
Washington? Is there in fact a contradiction between strategic engagement in 
support of interests and values such as democratization, and does one need to 
be subordinated to the other?
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The Realist perspective
The main advocates of the new 

Realism find their home at the jour-
nal The National Interest, which is 
published by the Washington-based 
Nixon Center. Its luminaries—
which include Nixon Center Presi-
dent Dmitri Simes, The National 
Interest editor Nikolas Gvosdev, 
Anatol Lieven of the New America 
Foundation and John Hulsman of 
the Heritage Foundation—advocate 
prudence in harmonizing the ends 
and means of foreign policy, with 
the accompanying idea that pur-
suing values beyond our capacity 
is neither sound policy nor moral. 
Instead, they propose a supposedly 
rational approach based on a hier-
archy of interests and rooted in the 
understanding that not all global 
problems can be solved, least of all 
unilaterally by America. Pursuing 
moral values in foreign policy, there-
fore, must be justified not only on 
their merits, but also on the basis of 
their costs.4 Therefore the criterion 
for evaluating U.S. or other policies 
is their results, not their motives.5

Much of this argument is insight-
ful, incisive, even felicitous. When it 
comes to Russia, however, it stakes 
out an untenable, and deeply trou-
bling, position—embracing major 
states and sacrificing the interests of 
smaller ones to that engagement.

For example, far from being criti-
cal of Russia’s recent, anti-democratic 
drift, Realists have embraced it as a 
necessary prerequisite for stable gov-
ernance. Lieven, for example, has 
argued that “[f]or the foreseeable 
future only a semi-authoritarian gov-
ernment such as [President Vladimir] 
Putin’s can keep Russia moving in the 
right direction. If Putin weren’t there 
we’d soon miss him.”6

Indeed, the idea of Putin’s “man-
aged pluralism” is fêted as the appro-

priate and most beneficial regime for 
Russia and one that deserves Ameri-
can support.7 Similarly, proponents of 
Realism argue that the United States 
should invest more in cooperation 
with Russia rather than heeding com-
plaints by smaller states like Georgia 
about Russian imperialism. For, they 
hint darkly, new leaders like Mikheil 
Saakashvili seek to drive a wedge 
between Russia and America and 
encourage calls for democratization 
throughout the CIS, including Russia, 
with the goal of fostering a state of 
siege in Russo-American relations.�

Neither do they shy away from 
the logical culmination of this argu-
ment, namely that Russia should be 
recognized as the dominant power of 
Eurasia and be allowed to enforce its 
own version of that dominance there. 
Indeed, Simes and Gvosdev have 
written that,

No matter what the pundits may 
say, neither the United States nor 
Europe is prepared to undertake 
the massive effort to displace 
Russia as Eurasia’s economic 
and political center of gravity.9

Lieven goes still further and 
states that even if Russia were to inte-
grate into the West, “it can only be 
integrated to a limited extent and well 
short of full membership.”10 Therefore, 
according to him, how Russia governs 
itself is less important than prog-
ress on the agenda of security issues 
between Moscow and Washington.11

Russian resistance
Quite understandably, such sen-

timents are music to more than a few 
Russian ears. After all, Russia claims 
for itself an exceptional role in world 
politics. The belief, advanced by 
many in Moscow, that state survival 
is tied to a neo-imperial reunifica-
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tion of a post-Soviet economic, if not 
political, space eloquently shows that 
Russia and its elites still think of the 
Russian state as very much an impe-
rial project.

Examples of this perspective 
abound. Anatoly Chubais, head of 
Russia’s UES electricity conglomer-
ate, has openly urged Russia to con-
struct its relationship with the CIS 
on the basis of a program of “liberal 
empire,” using energy as a tool. With-
out such dominance, Chubais has 
posited, Russia cannot remain a great 
power—or even survive as a state.12

President Putin and Defense 
Minister Sergei Ivanov have publicly 
embraced similar views. Ivanov, for 
one, has publicly stated that Russia 
reserves the right to intervene pre-
emptively in the CIS to settle disputes 
that cannot be resolved through nego-
tiation, or where Russian interests or 
the Russian diaspora is threatened.1� 
Putin has taken a similar tack, declar-
ing that, because pipelines carrying 
oil and natural gas to the West were 
built by the Soviet Union, it is in Rus-
sia’s national interest and prerogative 
to maintain them even when they are 
beyond Russia’s borders.14

In recent months, these views 
have been reinforced and amplified 
by a growing sense of geopolitical 
seige. The “Orange,” “Rose,” and 
“Tulip” revolutions in Ukraine, Geor-
gia and Kyrgyzstan have generated 
a veritable hysteria in Moscow that 
the CIA, together with American 
and European NGOs, is launching 
a conspiracy against Russia’s efforts 
to build a “sovereign democracy.” 
For example, in the summer of 2005, 
Vladislav Surkov, Deputy Chief of 
Putin’s presidential administration, 
gave a secret speech explicitly accus-
ing the non-governmental organiza-
tion Freedom House of essentially 
being an extension of the CIA.15 

Surkov, like other CIS leaders such as 
former Ukrainian President Leonid 
Kuchma, clearly believes that demo-
cratic revolutions in CIS states are 
orchestrated conspiracies against 
Russia and threats to the stability of 
the Russian state itself.16

Russia, moreover, is translating 
these fears into policy. Recent evi-
dence suggests that the Kremlin is 
mobilizing a decisive effort to gain 
allies and to compel a retraction of 
America’s global influence, particu-
larly in areas critical to Russia, like 
the CIS. Russian Defense Minister 
Sergei Ivanov has explicitly articu-
lated an updated version of the Brezh-
nev doctrine’s concept of diminished 
sovereignty for Central Asian states. 
From his perspective, “[t]he coun-
tries of the region are members of the 
Collective Security Treaty Organiza-
tion (CSTO),” and if they are “making 
a decision about hosting new bases 
on their territory, they should take 
into account the interests of Russia 
and coordinate this decision with our 
country.”17 Ivanov’s counterpart, For-
eign Minister Sergei Lavrov, concurs. 
Lavrov has said that CIS regimes that 
are “disloyal” to Moscow could face 
the use of “every conceivable eco-
nomic pressure tactic.”1�

The implications for coop-
eration with the United States are 
profound. Today, Washington and 
Moscow face a series of common 
challenges—among them terrorism, 
proliferation, and the rise of China. 
However, the drift away from democ-
racy and toward an authoritarian 
(some would say neo-Tsarist, if not 
neo-Soviet) political model in Russia 
is by now universally acknowledged. 
And, since autocracy and empire 
have historically gone together in 
Russian history, this drift has aided 
and abetted an increasingly overt 
imperial concept of the state.19



The Journal of InTernaTIonal SecurITy affaIrS60

Stephen Blank

That this model is inherently dys-
functional and sub-optimizing is clear. 
It cannot meet the most urgent chal-
lenges to Russian society: economic 
development, declining demography, 
and crises in health, including the 
HIV/AIDS epidemic. To be a secure, 
democratic, prosperous state that 
realizes its own self-proclaimed goal 
of being fully integrated into Euro-
Atlantic structures, Russia must 
repudiate imperialism. It must do so 
for its own good, not ours. The con-
tinuing “lure of something exotic on 
the peripheries” endangers the secu-
rity of Moscow’s neighbors, Russian 
democracy, and Russia’s own integ-
rity and security. And, to maintain 
that imperial concept of a neo-Tsarist 
state, Russia must indulge in policies 
(in places like Ukraine and the entire 
former Soviet Union) that are ulti-
mately unsustainable and destabiliz-
ing to its entire neighborhood.

Today, Washington must simul-
taneously engage Russia over Iran, 
North Korea, Ukraine, the Cauca-
sus, Central Asia, Belarus, the Baltic 
states and the democratization agenda 
throughout the former Soviet Union. 
Pursuit of the latter goal should not 
be coercive and heavy-handed, but 
there are ample diplomatic tools for 
doing exactly that. While there will 
often be a tactical tension between 
strategic engagement and the pursuit 
of a values-based or values-influenced 
foreign policy, sound leadership can 
and should endeavor to overcome 
and reconcile those tensions.

Furthermore, the demand that 
states observe human rights is by 
now an acknowledged cornerstone of 
today’s international order. It is a para-
mount strategic interest of any viable 
global system. Consequently, the 
demand for good governance is now 
embodied in a broad legal and political 
consensus recognized the world over.

The West’s growing engage-
ment with the Caucasus, Ukraine 
and Central Asia thus resides in 
moral and strategic interests that 
are inextricably tied to a generation 
of development of both the interna-
tional order and international law. 
U.S. power intrudes ever more along 
Russia’s borders both because of 
the security challenges posed by 
Russian imperialism and adventur-
ism after 1992 and because of the 
shared threats that we, Russia, and 
those states all face. But that intru-
sion is also rooted in the internation-
ally and legally recognized global 
demand for democratization based 
on a “good governance paradigm,” 
making democratization a test of a 
state’s legitimacy and sovereignty.20

Today, Russia cannot meet this 
standard. Indeed, it increasingly 
regresses from it, and resists it 
politically. Furthermore, by its poli-
cies it tries to ensure that the states 
that it wishes to dominate in the CIS 
follow suit.

The case for (Russian) 
democracy

The fundamental strategic prob-
lem with Russian foreign policy is 
Moscow’s own unrealism in assum-
ing that erecting an empire answers 
its security needs and is a sustain-
able (or even necessary) priority. 
Russia is even less ready, willing, and 
able than the West to undertake the 
reconstruction and development of 
the CIS. Instead, its policies entail 
exploiting and stunting the economic 
and political growth of these coun-
tries to preserve its exclusive sphere 
of influence—a reality regional lead-
ers understand very well, even if 
Realist thinkers like Simes, Gvosdev, 
and Lieven do not.
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As this imperialism competes 
against U.S. strategic interests and 
threatens to destabilize much of the 
former USSR, the unmistakable drift 
toward authoritarian and imperial 
modes of rule calls into question the 
fundamental rationale and justifica-
tion for “Realism,” which emphasizes 
strategic engagement over democ-
ratization. The problem with such 
a policy is that how Russia governs 
itself decisively shapes its foreign 
policy. Just as autocracy in Russia 
connotes a system of power that is 
not bound by law or institution, it also 
sketches a situation whereby Russia 
is not bound by its previous agree-
ments (For example, to remove bases 
from Moldova and Georgia). Such a 
state need not answer to anyone for 
its foreign policy actions, and can 
conduct an imperial policy in its bor-
derlands with an openly exclusionary 
bent. Realism thus accepts as a best 
case conclusion the fact that Russia 
is not a European power and will not 
abide by European “acquis” such as 
democracy and human rights, or 
truly free markets.

Indeed, the supposed benefits of 
this outlook are already evaporating. 
It has long been clear that whatever 
cooperation we achieve with Russia 
will be limited at best, and that Russia 
opposes more than it supports Ameri-
can international objectives. This fact 
alone calls into question the utility of 
a policy of silence concerning viola-
tions of the democratization agenda 
that Russia has committed itself to 
observing in international treaties 
and accords.

In fact, many recent Russian ini-
tiatives—selling arms to Syria, Ven-
ezuela, Iran, and China; providing 
nuclear reactors to Iran; supporting 
North Korea; and attacking Western 
military presence and support for 
democracy throughout the CIS—sig-

nify the persistence of a fundamen-
tally anti-American and anti-Western 
policy orientation. Others may argue 
alternatively that on several issues 
crucial for Washington, Russia, what-
ever its objectives, simply lacks the 
capacity to render effective coopera-
tion. If this is the case, we do nobody 
any favors (least of all Russia) by pre-
tending that Russia is more signifi-
cant and powerful than it really is. For 
that merely encourages more obstrep-
erous neo-imperial behavior by Rus-
sian elites who then believe that their 
country’s internal political structure, 
an inherently imperial one that drives 
it to subject its neighbors to that ten-
dency, is unimportant to America.

Given these realities, there is 
a legitimate basis for scrutinizing 
Russia’s undemocratic practices 
and placing them on our—and 
our allies’—agenda with Moscow. 
Shirking those obligations, or pro-
claiming democratization for every-
one except Russia and the CIS as a 
“non-negotiable” value of American 
foreign policy gains America noth-
ing, while cheapening and compro-
mising our good name and policies 
by exposing the administration to 
charges of hypocrisy.

The simultaneous pursuit of 
values and of interests must be based 
on real capabilities and, as regards 
Russia, on a common approach with 
our European and other allies. Secur-
ing the Caucasus and Central Asia is 
in both American and Russian inter-

“Realism” emphasizes 
strategic engagement over 
democratization. The problem 
with such a policy is that how 
Russia governs itself decisively 
shapes its foreign policy.
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ests. It also is in European interests, 
as both NATO and the EU have now 
acknowledged.21 This recognition 
must be translated into a common 
agenda reflecting genuine consider-
ation of Russian objectives and pri-
orities.22 But those interests cannot 
amount to the perpetual destabiliza-
tion of regions whose importance for 
Europe and America are growing.

Ultimately, Russia can have 
security and prosperity, or it can have 
empire. It cannot have both. And if it 
really wants partnership with—and 
a real voice within—Western secu-
rity organizations, it cannot have an 
illiberal empire cut off from Western 
influence.
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Since September 11th, Russia’s role in the War on Terror has been 
a topic of considerable controversy. While cooperation has cooled 
over the past two years, Moscow’s early assistance to the U.S. 

campaign against the Taliban and al-Qaeda in Afghanistan, together 
with Russian President Vladimir Putin’s acquiescence to the U.S. use 
of military bases in Central Asia, are often cited as examples of the 
Kremlin’s positive contributions. Soon, however, Russia could play 
a very different role. For Russia is experiencing the beginning of an 
Islamist terrorist revolutionary jihad—one that has begun to spread 
from Chechnya to the five other titular Muslim republics of the North 
Caucasus (Ingushetia, Dagestan, Kabardino-Balkariya (RKB), Kara-
chaevo-Cherkessiya (RKCh), and Adygeya) and perhaps even beyond. 

At least three domestic causes have contributed to the rising Islamist threat 
to Russia. The first is the war in Chechnya, and the brutal prosecution of those 
hostilities by Russia’s security and law enforcement agencies. The second is 
President Putin’s authoritarian counter-revolution, which has radicalized the 
governments in the seven Muslim republics outside of Chechnya. The third 
is the Kremlin’s assimilative policies, which have begun to fragment the deli-
cate ethnic and social status quo in Russia’s regions. Together, these trends are 
reproducing in Russia the conditions that have contributed to terrorism recruit-
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ment throughout the Muslim world: 
authoritarian rule, abject poverty, a 
sense of alienation, and ethno-reli-
gious separatism.

The Chechen quagmire
The bloody, grinding conflict 

that has consumed the breakaway 
republic of Chechnya for the past 
decade represents the primary cause 
of Russia’s rising Islamist revolution. 
Vast areas were totally destroyed 
during the first Chechen war (1994-
1996). The subsequent failure of the 
Russian and Chechen leaderships to 
reconstruct the republic during the 
inter-war years (1996-99)—coupled 
with further destruction in the second 
war (1999-present)—has rendered 
most towns, including the republic’s 
capital of Grozny, virtually uninhab-
itable. There have been tens of thou-
sands of casualties. Unemployment 
among young Chechen men remains 
nearly universal.1 Meaningful recon-
struction aid from Moscow has failed 
to materialize. Moreover, resources 
have often been stolen by federal and 
regional bureaucrats. These miser-
able socio-economic conditions have 
combined to create fertile soil for 
criminality, radical ideologies, and 
Islamist recruitment.

Exacerbating this situation, hor-
rendous atrocities continue to be 
committed by both sides. Russia’s 
unreformed siloviki (the power min-

istries—Defense, Interior and Secu-
rity—and their troops) have engaged 
in systematic abuses, including sum-
mary executions, mass security 
sweeps, torture, and rape. Moreover, 
units of the Russian Interior Ministry 
(MVD), the military, the internal secu-
rity service (FSB), and military intel-
ligence (GRU), which are constantly 
rotated through the region, increas-
ingly have preferred to “outsource” 
security in the republic to criminal-
ized and corrupt detachments of pro-
Russian Chechen fighters, such as the 
the Presidential Guard, or Kadyrovtsy, 
headed by Ramzan Kadyrov, son of 
the former Chechen president. The 
Kadyrovtsy, in turn, conduct them-
selves much like an elite fascist unit, 
rampaging through villages, killing 
the elderly and children, and raping 
women at will.

The failure of the Russian govern-
ment to “win the peace” has allowed 
the guerilla regime of the Chechen 
Republic of Ichkeriya (ChRI) and its 
fighters to survive and regroup. It 
has also facilitated the co-option of 
the ChRI by foreign Islamists. Rebel 
warlord Shamil Basaev and a number 
of other Chechen fighters had devel-
oped links with al-Qaeda as long as 
a decade ago—a connection that 
has helped to facilitate the intrusion 
into Chechnya of a cadre of foreign 
Islamists. Ayman al-Zawahiri, al-
Qaeda’s second-in-command and 
ideological guide, sought to join the 
Chechen struggle against Russia in 
the late 1990s. So did Mohammed 
Atta, the ringleader of the September 
11th attacks on the United States. In 
all, as many as 400-500 foreign jihad-
ists are estimated to have fought with 
the Chechens at various times since 
the beginning of the second war.2

The resulting radicalization has 
taken place swiftly. In August 2002, a 
coup d’état of sorts occurred within the 

Today, political trends are 
reproducing in Russia the 
conditions that have contributed 
to terrorism recruitment 
throughout the Muslim world: 
authoritarian rule, abject 
poverty, a sense of alienation, 
and ethno-religious separatism.
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ChRI; its constitution was amended 
to make sharia (Islamic law) the 
basis of Chechen statehood, and the 
Chechen government was replaced 
by an Islamic council, the Madzhlisul 
Shura, as the ChRI’s highest organ.� 
In addition, a committed Islamist, 
Shariat Court Chairman Abdul-
Khalim Sadulaev, was appointed 
ChRI vice-president, becoming the 
legal successor to relatively moderate 
ChRI President Aslan Maskhadov.4

These political changes were soon 
mirrored by a shift in goals. Chechnya’s 
Islamists are now intently focused on 
the establishment of a local, or even 
regional, Islamic caliphate, to be gov-
erned by a harsh Salafist interpreta-
tion of sharia law. And the instrument 
of this transformation is the network 
of terrorist combat jamaats (commu-
nities) that has emerged across the 
North Caucasus and other Muslim 
populations in Russia—resulting in a 
rising wave of terror that is buffeting 
the Russian Federation.

In a recent public statement, 
Chechen warlord Basaev left no doubt 
as to his plans. “With Allah’s blessing, 
we established the Caucasian front 
this year,” Basaev declared. “Next 
year we will open fronts in Moscow, 
the Volga region, and Urals. Jihad is 
spreading. More and more oppressed 
nations understand they should unite 
their forces to liberate themselves 
from [Russia’s] yoke.”5

Putin’s authoritarian 
counter-revolution

Since his formal assumption 
of the Russian presidency in May 
2000, Vladimir Putin has placed the 
strengthening of the Russian state 
at the top of his domestic agenda. 
In the view of Putin and his closest 
associates, the successful moderniza-
tion of Russian economy and society 

requires a turn toward soft authoritar-
ian rule and expanded autonomy for 
the federal government. Putin there-
fore has subordinated legislative, judi-
cial, and regional power—as well as 
much of the national media—to the 
federal executive branch. He has also 
exploited state resources to guarantee 
electoral victories for the pro-Kremlin 
“United Russia” party, and amended 
election laws to ensure hegemony for 
pro-government elements within Rus-
sia’s political system.

Moreover, these trends have 
only accelerated since the September 
2004 Beslan tragedy. In the wake of 
the hostage-taking and massacre in 
the North Ossetian town, Putin has 
called for—and the Russian Duma 
has prepared—new legislation grant-
ing the Kremlin vastly greater police 
and security powers in the name of 
“counterterrorism.”

Given the inherently anti-
democratic instincts of Russia’s 
security services, this new leeway 
has inevitably reinforced heavy-
handed law enforcement practices. 
In mid-September 2004, for example, 
Moscow police conducted a series 

Chechnya’s Islamists are 
now intently focused on 
the establishment of a local, 
or even regional, Islamic 
caliphate, to be governed by a 
harsh Salafist interpretation of 
sharia law. And the instrument 
of this transformation is the 
network of terrorist combat 
jamaats (communities) that 
has emerged across the North 
Caucasus and other Muslim 
populations in Russia.
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of “counterterrorism” sweeps that 
resulted in the detention of more than 
11,000 suspects.6 Authorities in the 
Moscow Oblast rounded up about 
2,500 unregistered people during 
similar sweeps.7 Such tactics have been 
particularly aggressive in Russia’s 
Muslim republics, exacerbating 
the alienation of Muslims from the 
Russian state.

Meanwhile, Vladimir Ustinov, 
Russia’s Prosecutor-General, has pub-
licly proposed the detention of the 
families of hostage-takers, noting the 
policy could be broadened to families 
of all “terrorists,” however that might 
be defined. And, according to Ustinov, 
the round-up of family members of 
terrorists should be “accompanied by 
a demonstration to these terrorists of 
what might happen to (their families).”� 
This proposal has met with wide-
spread approval in the Russian Duma. 
Russian authorities have also under-
taken several assimilationist policies, 
including bans on ethnic and religious 
parties and on non-Cyrillic alphabets 
as well as an attempt to establish man-
datory courses on Russian Orthodox 
Christian culture in schools. In this 
political climate, grassroots targeting 
of Muslims has predictably expanded, 
with cases of assault and harassment 
rising exponentially.

Putin’s counter-revolution has 
reverberated among Russia’s Muslims. 

Since the collapse of the USSR, Rus-
sia’s seven Muslim republics (besides 
Chechnya) have been among the least 
democratized of the country’s �� 
regions. Putin’s authoritarian policies 
have allowed these already authori-
tarian and corrupt governments to 
become harsher, further alienating 
Muslims, especially young Muslims, 
from their respective governments 
and the Russian state as a whole.

The republic of Kabardino-
Balkariya (RKB) is a case in point. 
With the beginning of the second 
Chechen war, a group of radicals 
from the RKB migrated to Chechnya 
to fight against Russian forces, form-
ing a special detachment under the 
training of ruthless warlord Ruslan 
Gelaev. The return of this force to the 
RKB in 2002 prompted rising fears 
among local government officials and 
touched off a series of countermea-
sures, including numerous mosque 
closures, detainments, house-to-
house searches, and the banning of 
Koran readings in local universities.9 
These conditions have led one Muslim 
website to deem the human rights 
situation in the RKB to be “critical.”10 
(As of August 2005, some 400 RKB 
residents have appealed to President 
Putin for permission to emigrate 
because of deteriorating conditions 
in the republic.11)

These policies have driven many 
young Muslims in the RKB into the 
arms of Basaev and the increasingly 
Islamist Chechen resistance. In the 
summer of 2004, a new terrorist 
group, the “United Islamic Combat 
Jamaat ‘Yarmuk,’” announced its pres-
ence in the republic through several 
clashes with siloviki and Internet post-
ings warning against participation 
in the republic’s “war” on Muslims. 
“Yarmuk” has committed numerous 
attacks on siloviki, and is believed to 
have taken part in Basaev’s October 

Putin’s authoritarian policies 
have allowed these already 
authoritarian and corrupt 
governments to become harsher, 
further alienating Muslims, 
especially young Muslims, from 
their respective governments and 
the Russian state as a whole.
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2005 raid on the RKB’s capital city 
of Nalchik—an attack that claimed 
the lives of dozens of citizens and law 
enforcement officials and resulted in 
over a hundred injuries.

Kabardino-Balkariya is not an 
isolated case. In the Muslim repub-
lics of Ingushetia and Bashkortostan, 
growing authoritarianism nearly 
sparked “orange revolutions” in April 
2005. In Ingushetia, current (Krem-
lin-appointed) president Murat 
Zyazikov has become the object of 
widespread opposition, blamed for a 
failure to stop, if not for connivance 
in, hundreds of kidnappings blamed 
on his brother’s clan and allies in the 
security organs. On the eve of a May 
Day demonstration, which the oppo-
sition planned to rally into an orange-
style revolution, opposition leader 
Musa Ozdoev was arrested and the 
demonstration was blocked by troops. 
Leader of the Youth Movement of 
Ingushetia, Rustam Archakov, noted 
that terrorism is the logical result of 
Ingushetian authorities’ crackdown 
on peaceful protest.12

In Bashkortostan, meanwhile, 
President Murtaza Rakhimov’s 
already authoritarian and pro-ethnic 
Bashkir policies have gotten bolder 
in recent years, coalescing Russians, 
Tatars, and even some Bashkirs in 
an opposition coalition. A would-be 
uprising was sparked by mass police 
brutality during the arrest of many as 
one thousand young men in the city of 
Blagoveshchensk in December 2004. 
The opposition’s ensuing demonstra-
tions mounted throughout winter and 
spring, but fizzled when the Bashkir 
FSB called in the movement’s leaders 
and arranged a truce.

The dangers of  
de-federalization

The third domestic cause of 
rising radicalism in Russia is de-

federalization. In his bid to strengthen 
the Russian state, Putin has also dis-
mantled most of the asymmetrical 
federative system created by his pre-
decessor, Boris Yeltsin. Putin’s anti-
federalist campaign has included:

• the creation of new, extra-
constitutional districts as a means 
to facilitate federal interference in 
regional politics;

• new legal requirements rendering 
federal law supreme in all spheres 
of life that it addresses;

• a “federal intervention” mecha-
nism allowing the president 
(with court approval) to remove 
a regional governor or republic 
president and call elections to a 
regional parliament should they 
refuse to follow court findings in 
cases of conflict between federal 
and regional law;

• the termination of power-sharing 
treaties between the federal 
government and individual Rus-
sian regions, effectively ending 
regional autonomy;

• reorganization of the Federa-
tion Council, the upper chamber 
of the Russian parliament, into 
a legislative body appointed by 
regional officials, half of whom 
are appointed by the Russian 
president;

• the re-centralization of budget 
revenues; and

• presidential appointment, rather 
than popular election, of regional 
governors and republic presidents 
(and possibly even city mayors 
and district heads).1�
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Perhaps not surprisingly, these 
steps have sparked greater national-
ism in several Muslim republics. In 
the absence of democratic federalism, 
Russia’s complex ethno-geography 
and administrative structure are 
likely to produce outliers. And in Rus-
sia’s Muslim republics, those outli-
ers tend to be Muslim ethnic groups, 
creating a pool of potential allies and 
recruits for radical Islamists.

In Dagestan, Putin’s policy of 
harmonizing regional and federal 
laws—and his (re)interpretation of 
the Russian Constitution—has led to 
the dismantling of the republic’s “con-
sociational” political system, which 
had previously preserved inter-ethnic 
harmony among Dagestan’s tens of 
small ethnic groups through plu-
ralistic representation in the execu-
tive and legislative branches.14 As a 
result, by 200�, Dagestan’s two larg-
est Muslim ethnic groups, Avars and 
Dargins, were on the brink of a major 
inter-ethnic conflict as a result of dis-
putes over power-sharing within the 
region’s ruling State Council.15

But Tatarstan and the Tatars are 
perhaps the biggest victims of Putin’s 
anti-federalist policies. At 5.7 million, 
Tatars make up more than a third of 
Russia’s 14.5 million Muslims, and are 
Russia’s second-largest minority and 
largest Muslim minority. Following 
the collapse of the USSR, Tatarstan’s 
nationalist elite had played a leading 
role in the formation of asymmetrical 
federalism in Russia. Tatarstan Presi-
dent Mintimer Shaimiev’s legitimacy, 
and his success in isolating radical 
nationalists, was built largely upon 
his successful acquisition of broad 
political, economic, cultural, linguis-
tic, and religious soveignty for Kazan 
from Moscow. But now, Putin’s poli-
cies have discredited the Tatarstan 
model, and the Tatar intelligentsia 
is doing some soul-searching. There 

are signs of radicalization within the 
moderate nationalist All-Tatar Public 
Center, or VTOTs, which played a 
key role in Kazan’s acquisition of 
sovereignty during the early 1990s. 
Its April 2005 congress elected a 
new, more radical chairman, Talgat 
Bareyev, who has thrown his weight 
behind a refrain not heard since the 
early 1990s: “full independence of 
Tatarstan from Russia.”16

Radical Islam is also rearing 
its head in Tatarstan. The influen-
tial Tatarstan weekly Zvezda Povol-
zhya, which represents democratic 
nationalist Tatars, recently warned 
that nationalism among the young 
“now is taking on more of a Muslim 
color.”17 These worries are justified; 
Tatarstan recently has seen a minor 
spate of terrorist sabotage attacks, 
and an Islamist combat jamaat, the 
“Islamic Jamaat,” has reportedly been 
uncovered in the city of Naberezhnyi 
Chelny.1� Moreover, since the fall of 
2004, security forces have arrested 
more than one hundred alleged mem-
bers of the radical Hizb ut-Tahrir 
movement in at least eleven Russian 
regions. Most of those arrests (over 
20) were made in Tatarstan.19

Muslim reactions
In response to these policies, offi-

cial Islam in Russia has been politi-
cized and, to a certain extent, unified 
in order to protect the official Islamic 
clergy and the broader community 
from state repression and public 
harassment. On the civic level, the 
past two years have seen the forma-
tion of an association for the defense of 
Muslim rights, as well as the creation 
of a legal hotline for Muslims who feel 
that their political, civil, or human 
rights have been violated. Coopera-
tion and mutual defense among official 
Muslim organizations across regional 
jurisdictions has also increased, as 
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have calls for the creation of a unified 
Russia-wide council of ulema (Islamic 
legal and religious scholars) and a 
Russian vice-presidency to be set 
aside for a Muslim.

Less benign has been the theo-
logical and political radicalization 
that has taken place among members 
of autonomous, radical, and even offi-
cially registered Muslim communi-
ties from various ethnic groups—a 
trend that has created a stream of 
defectors to the Islamist cause. This 
is reflected in the continuing replen-
ishment of Islamist ranks in Russia 
despite Russian forces’ successes in 
killing hundreds and arresting thou-
sands of radicals, real and imagined, 
over the last two years.

Most important has been the 
expansion of the ChRI’s network 
of combat jamaats and the result-
ing wave of terrorism throughout 
the country over the past two years. 
Combat jamaats first appeared out-
side of Chechnya and remain most 
prevalent and effective in the eastern 
North Caucasus republics of Ingush-
etia and Dagestan. They have now 
spread to the ethnic Circassian- and 
Balkar-Karachai-dominated Muslim 
republics of the RKB, RKCh, and 
Adygeya, as well as North Ossetia and 
Krasnodar. Russian scholars estimate 
that there are currently ten or more 
combat jamaats in Dagestan alone.20 
In all, there are probably some 20 
combat jamaats operating outside of 
Chechnya. Since these units usually 
include some 20-�0 members, the 
national network of radical Islamist 
cells in Russia can be estimated to 
include some 4,000-6,000 terrorist-
combatants—not counting facilitators 
providing safe houses, intelligence, 
and logistics, as well as several thou-
sand Chechnya-based fighters.

The results have been dramatic. 
Between 1999 and 200�, terrorism in 

Russia increased nearly thirty-fold—
from an average of 24 attacks annu-
ally to 561.21 This upsurge, moreover, 
was merely the prelude to an equally 
precipitous escalation in the intensity 
and destructiveness of Islamist terror 
across Russia in the summer of 2004. 

The locus of terrorist attacks in 
Russia is changing as well, shifting 
from Chechnya to the other North 
Caucasus republics. According to 
official MVD figures, in 200� just 69 
of the 561 terrorist attacks occurred 
outside Chechnya. The following 
year, that figure increased to approxi-
mately 90 out of just over �00 attacks. 
And, as of October 2005, there have 
been approximately 160 attacks out-
side of Chechnya, with some 110 in 
Dagestan alone.22

The challenge to Russia
The conflict in Chechnya no 

longer represents a national libera-
tion struggle, if it ever did. It has 
instead become a radical religious 
movement committed to the sepa-
ration of as much “Muslim land” 
from Russia as possible, and the 
creation of an Islamic caliphate in 
the region. Moreover, Russia’s grow-
ing Chechen-led Islamist terrorist 
network has shown some ability to 
travel across ethnic and geographic 
lines—much like its global predeces-
sor and model, al-Qaeda. This net-
work has demonstrated considerable 
capacity to inflict damage to life and 
property throughout much of Russia, 
using a variety of tactics. Its capabili-
ties are impressive, and represent a 
significant threat to Russia’s national 
security and state integrity, as well as 
to its successful transformation into a 
functioning democratic market state.

Some analysts have cautioned 
U.S. policymakers about the “naive 
and simplistic supposition that the 
United States and Russia share a 
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common enemy of ‘international ter-
rorism.’”2� In truth, however, there 
should be little doubt about the pres-
ence of foreign Islamists in Russia—
and of the implications that this may 
have for global security and for Amer-
ican interests. The potential threats 
include:

• an enlarged recruitment base 
for the international jihadist 
movement from among Russia’s 
Muslims;

• the potential emergence of a 
Russia-wide terrorist network of 
various Muslim ethnic organiza-
tions tied to international Islamist 
groups, and civil war across large 
swaths of Russia;

• with the Russian state’s weak-
ening or disintegration, the 
increased likelihood of acquisition 
of weapons of mass destruction 
by Russian Islamists, who in turn 
could become intermediaries for 
their transfer to international ter-
rorists targeting the U.S; and

• the secession of one or more of 
Russia’s Muslim regions, and the 
establishment of a single or mul-
tiple Islamic caliphates on their 
territory, offering a potential 
state base for the global jihadist 
movement.

The ideology of Russia’s Islamist 
network reflects a strong antipathy 
toward the U.S. and its allies. Not 
only has the ChRI received money 
from Osama bin Laden, but Basaev 
has himself expressed admiration 
for al Qaeda’s leader.24 ChRI Emir-
President Sadulaev similarly has 
condemned Western leaders for their 
friendly relations with Putin.25 In the 
Chechen and Islamist culture, such 

transgressions justify death for the 
transgressor.

Finally, a rising tide of Islamist 
terrorism—and the Russian gov-
ernment’s failure to hold on to large 
swaths of territory—could promote 
serious instability in Moscow itself. 
A regime that is perceived as having 
“appeased” or lost out to Islamist 
separatism would be more vulnerable 
to challenges from neo-Communist 
and/or hardline nationalist forces. It 
would also be inclined to continue re-
centralizing power and rolling back 
democracy to such an extent that it 
transforms itself into a dictatorship. 

Indeed, the growing Islamist 
threat has provided the rationale for 
much of the backsliding in democracy, 
federalism, and economic reform that 
has taken place during the Putin era. 
Yet these policies are perpetuating 
the very challenge they are designed 
to address, with potentially devastat-
ing consequences not only for Russia, 
but for the United States and the 
international community as well.
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TacklIng The 
MoScoW-Tehran 

connecTIon
Ilan Berman 

In the widening international crisis over Iran’s nuclear program, 
no country is more important than Russia. For more than a 
decade, concerns over potential Islamic separatism in the “post-

Soviet space” and a mutually beneficial arms trade have nurtured 
and strengthened the strategic ties between Moscow and Tehran. 
Over time, these contacts have also assumed a distinctly geopoliti-
cal dimension, with both countries viewing their partnership at least 
partially as a hedge against American interests and U.S. policy in 
the greater Middle East. Today, Russia serves as the Islamic Repub-
lic’s chief strategic partner, and a key enabler of its atomic ambitions.

So far, Washington has had little success in severing this connection. 
Despite repeated American overtures over the past decade, support for Tehran 
still represents something of an article of faith in the corridors of the Kremlin. 
Indeed, against the backdrop of the War on Terror, strategic ties appear to have 
assumed a new significance for both countries.

Yet signs also suggest that Washington may soon find a much more con-
structive tenor to its long-running dialogue with Moscow over Iran. On a number 
of crucial strategic and diplomatic fronts, Russia and Iran have begun to drift 
apart. This divergence provides a hopeful opportunity for the United States, 
should it choose to seize it.

Ilan BerMan is Vice President for Policy at the American Foreign Policy Coun-
cil, and Editor of The Journal of International Security Affairs. He is the author 
of Tehran Rising: Iran’s Challenge to the United States (Rowman & Littlefield, 
2005), from which this article is derived in part. 
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Moscow’s Faustian 
bargain

The Russo-Iranian entente traces 
its roots back to the collapse of the 
Soviet Union. Serious bilateral diplo-
matic contacts had begun during the 
mid- to late 19�0s, but ties between 
Moscow and Tehran truly blossomed 
with the USSR’s demise. The break-
up of the Soviet Union unleashed a 
wave of ethnic and religious separat-
ism in Russia’s turbulent “southern 
rim”: Central Asia and the Caucasus. 
Kremlin officials watched this devel-
opment with deep apprehension, 
afraid that the emerging extrem-
ism could spill over into parts of the 
Russian Federation. Having seen 
Iran’s domination of Lebanon in the 
early 19�0s, and its global efforts to 
“export the revolution” thereafter, 
they also became justifiably worried 
about Tehran taking on a similar role 
on their periphery.

The resulting deal struck between 
Moscow and Tehran included a pledge 
of Russian sales of conventional arms 
(and later the sharing of nuclear 
know-how) to Iran in exchange for 
a tacit understanding that Tehran 
would steer clear of meddling in 
the Near Abroad. Iran was eager to 
comply; still struggling to reconsti-
tute its regional standing and military 
might in the aftermath of its costly 
eight-year war with Iraq, the Iranian 

regime rightly saw Russia as a major 
potential arms supplier.

The Russo-Iranian entente may 
have begun as a marriage of conve-
nience, but by the late 1990s it had 
become much more. In January 1996, 
President Boris Yeltsin replaced his 
docile, Western-leaning foreign min-
ister, Andrei Kozyrev, with Yevgeny 
Primakov, the wily spymaster who 
headed Russia’s foreign intelligence 
agency, the Sluzhba Vneshnei Roz-
vedki (SVR). The reshuffle marked 
the start of a new era in Russia’s 
Middle East policy. In his day, Prima-
kov had served as the chief Middle 
East specialist for the government of 
Leonid Brezhnev, and as the Krem-
lin’s de facto point man on ties with 
Iraq, Libya, and the PLO.1

Primakov’s ascendance repo-
sitioned Moscow as a geopolitical 
counterweight to Washington in the 
Middle East, and Russian attitudes 
toward Tehran underwent a corre-
sponding change. Under Kozyrev, 
Russia had aligned itself with the 
U.S. in opposing Iran. This was not 
without good reason; at least some 
policymakers in Moscow saw Iran’s 
potential to export fundamentalism 
to Russia’s periphery as the cardinal 
threat facing the Kremlin in the post-
Cold War era.2 Under Primakov, how-
ever, these worries gave way to a more 
benign view of the Islamic Republic. 
Ties with Tehran have come to be 
seen in Moscow as a pivotal geopo-
litical alliance—and as an important 
hedge against America’s perceived 
hegemony in the Middle East.

The strategic partnership nur-
tured under Primakov took on a new 
dimension in the last days of 1999, 
with Vladimir Putin’s assumption 
of the Russian presidency. Far from 
breaking with his predecessor’s 
embrace of the ayatollahs, Putin actu-
ally strengthened the Kremlin’s tilt 

Over time, ties with Tehran 
have come to be seen 
in Moscow as a pivotal 
geopolitical alliance—and as 
an important hedge against 
America’s perceived hegemony 
in the Middle East.
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toward Tehran. In November 2000, 
in a public show of support for the 
Iranian regime, Russia officially abro-
gated the 1995 Gore-Chernomyrdin 
Agreement, under which Moscow 
had agreed to curtail new nuclear-
related exports to the Islamic Repub-
lic. The importance of ties with the 
Islamic Republic also became a fea-
ture of the foreign policy blueprint 
issued by the Russian Foreign Min-
istry that same year.�

The partnership,  
post-9/11

September 11, 2001 and the 
ensuing War on Terror did nothing to 
dampen the Russo-Iranian entente. 
To the contrary, over the past four-
and-a-half years, strategic coopera-
tion between Russia and Iran has 
accelerated, as both countries grap-
ple with America’s intrusion into the 
“post-Soviet space.”

For Russia, continued coopera-
tion with Iran has become a partner-
ship of perceived necessity. Initially, 
Washington’s plans for a campaign 
against the Taliban and al-Qaeda in 
Afghanistan had met with the bless-
ing of Russian President Vladimir 
Putin. Over time, however, the steady 
expansion of America’s strategic 
presence in the “post-Soviet space” 
has fanned Russian fears of a long-
term U.S. foothold in the region—
and a corresponding diminution of 
Moscow’s influence there.

Iran’s ayatollahs have similar 
worries. The 2002 ouster of the Tal-
iban, and the subsequent overthrow 
of Saddam Hussein’s Ba’athist regime, 
may have eliminated Tehran’s chief 
ideological and military adversaries. 
But in their wake, Iranian policymak-
ers have grappled with how to deal 
with the new, pro-Western govern-
ments that have emerged in Baghdad 
and Kabul, and with the possibility 

that further Coalition successes could 
profoundly constrain their country’s 
foreign policy horizons.

These common concerns have 
served to reinforce the Russo-Iranian 
relationship. At the outset of the 
U.S.-led campaign in Afghanistan, 
Moscow and Tehran began discus-
sions of a common political and secu-
rity agenda for Central Asia and the 
Caucasus—one that was designed, 
among other things, to forestall the 
creation of a U.S.-backed government 
in Kabul.4 Since then, the two coun-
tries have made substantial progress 
toward this goal, animated by mutual 
fears over the growing American 
strategic presence in Central Asia 
and the Caucasus.

Russian officials, for their part, 
have taken pains to support Iran’s 
chief strategic priority: its atomic 
drive. In October 2004, Russian For-
eign Minister Sergei Lavrov paid a 
high-profile visit to Tehran, where 
he met with his counterpart, Kamal 
Kharrazi, and with Hassan Rowhani, 
the Secretary of Iran’s Supreme 
National Security Council. The meet-
ings yielded mutual affirmations of 
the strong strategic bonds between 
Russia and Iran, and an important 
symbolic message from the Krem-
lin—support of Iran’s inalienable 
right to nuclear technology.5 Since 
then, Russian dignitaries like Fed-
eral Atomic Agency Director Alek-
sandr Rumyantsev and Federation 
Council Chairman Sergei Mironov 
have visited Tehran to confirm their 
country’s commitment to ongoing 
atomic cooperation—and to a coordi-
nated approach between the Kremlin 
and the Islamic Republic to “peace 
and security” in the Middle East.6

Turbulence ahead
Yet, despite these commonali-

ties, the Russo-Iranian relationship is 
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now headed into uncharted territory. 
For, though it is still publicly commit-
ted to its long-running partnership 
with Iran, the Kremlin appears to be 
waking up to a set of alarming new 
strategic realities.

Threat potential
The active proliferation of 

WMD-related technologies and 
know-how from Russia to Iran over 
the past decade has been driven 
in large part by the Russian notion 
that such activity was essentially a 
cost-free exercise. This is no longer 
the case; Tehran’s substantial invest-
ments in its strategic arsenal over 
the past several years have dramati-
cally expanded the threat the Islamic 
Republic now poses to Russia. As long 
ago as 200�, for example, Moscow’s 
prestigious PIR Centre, a leading 
nonproliferation think tank, was esti-
mating that by the middle of this year 
some 20 million ethnic Russians in 
the Russian Federation, Kazakhstan 
and Ukraine could be at risk from a 
potential Iranian nuclear strike.7

Russian politicians are begin-
ning to grasp this reality. High-profile 
policymakers like Andrei Kokoshin, 
the influential chairman of the Rus-
sian State Duma’s Defense Commit-
tee (and a former Russian National 
Security Advisor), now speak pub-
licly about the Iranian threat to Rus-

sia’s security.� And, while strategic 
cooperation has continued, there are 
encouraging signs that Russia’s con-
tributions to its partnership with Iran 
have become more cautious. When 
Iran launched its first indigenously-
developed satellite, the Sinah-1, in 
October 2005, it did so from the Bai-
konur space facility in Kazakhstan 
under Russian supervision and using 
a Russian-made booster.9 The foreign 
launch was a telling hint at Russia’s 
hesitance to provide Iran with the 
technological capabilities to carry 
out a space launch, thereby indirectly 
aiding the Islamic Republic’s efforts 
to develop an intercontinental ballis-
tic missile.

Regional radicalism 
Worries over the possibility of 

Iranian support for radical separatism 
in Russia’s turbulent “Southern Rim” 
were at the core of Russian-Iranian 
contacts a decade ago. Back then, 
Moscow moved quickly—and suc-
cessfully—to secure Tehran’s good 
behavior in exchange for arms and 
nuclear assistance. But the Russo-
Iranian understanding over the “post-
Soviet space” could soon become a 
thing of the past.

For one thing, telltale signs indi-
cate that Iran is expanding its involve-
ment in the spread of radical Islam in 
the region. In the first part of 2002, 
the United States Central Command 
(CENTCOM) uncovered new intel-
ligence indicating that elements of 
Iran’s clerical army, the Pasdaran, 
were secretly providing training and 
logistical support for insurgents from 
the radical al-Qaeda-affiliated Islamic 
Movement of Uzbekistan (IMU).10 
Iran is likewise suspected of sponsor-
ing the rise of radical religious and 
separatist movements in neighboring 
Azerbaijan over the past several years, 
and of using them as a means to desta-

The Russo-Iranian relationship 
is now headed into uncharted 
territory. For, though it is still 
publicly committed to its long-
running partnership with Iran, 
the Kremlin appears to be 
waking up to a set of alarming 
new strategic realities.



The Journal of InTernaTIonal SecurITy affaIrS 77

Tackling the Moscow-Tehran Connection

bilize and pressure the Aliyev dynasty 
in Baku.11 This troublemaking has led 
Russian media outlets to openly ques-
tion the prudence of continued strate-
gic alignment with Iran.12

For another, Iran remains a seri-
ous potential threat to stability in the 
Caucasus. Officials in Moscow under-
stand full well that, despite Iran’s 
historic abstention from sponsoring 
separatism in the “post-Soviet space,” 
Tehran in the future could use sup-
port for Chechen insurgents (or other 
regional radicals) as a blackmail tool 
against Moscow if it feels threatened 
by Russia’s strides toward the West, 
or as a means to blunt international 
pressure over its nuclear program. 
Indeed, signs of such activity are 
already becoming visible; in a Novem-
ber 2005 exposé, London’s influential 
Sunday Telegraph reported that the 
Pasdaran has begun “secretly train-
ing Chechen rebels in sophisticated 
terror techniques to enable them 
to carry out more effective attacks 
against Russian forces.”1�

Diplomatic priorities
For years, Moscow has served as 

Iran’s chief strategic partner, back-
ing Tehran in its escalating disputes 
with the European Union and the 
United States. But amid the ongo-
ing international stand-off over Iran’s 
nuclear program, and Tehran’s own, 
increasingly-evident atomic ambi-
tions, cracks have begun to appear in 
the Russian foreign policy consensus 
over cooperation with Tehran.

Moscow’s doubts have mani-
fested themselves in an increasingly 
stern diplomatic tone. In an August 
2005 communiqué, Russia’s Foreign 
Ministry took the unprecedented 
step of criticizing its long-time stra-
tegic partner for its intransigence on 
the nuclear issue. “It would be a wise 
decision on the part of Iran to stop 

enriching uranium and renew coop-
eration with the International Atomic 
Energy Agency,” the public state-
ment urged.14 More recently, Moscow 
has taken the initiative and proffered 
a compromise nuclear deal—as of 
this writing supported by the IAEA, 
Europe and the United States—that 
would permit Iran to retain limited 
uranium enrichment capabilities but 
transplant these processes to Rus-
sian soil.15

Other foreign policy priorities 
have begun to impact Russia’s part-
nership with Iran as well. As Russian 
political scientist Ednan Agayev has 
pointed out, Russia’s new role as chair 
of the G�, and its growing diplomatic 
dialogue with the European Union, 
necessitates a change in the Kremlin’s 
stance toward Iran. In light of these 
considerations, Russia “must assume 
a leading role in putting international 
political pressure on Iran,” Agayev, a 
professor at the prestigious Moscow 
State Institute of International Rela-
tions, told the Rossiyskaya Gazeta 
newspaper back in August. “Moscow 
should not send Iran false signals that 
the G� can be split.”16

Ending the affair
Can the strategic partnership 

between Russia and Iran be severed? 
So far, the United States has not seri-
ously tested this proposition. Instead, 
for much of the past decade, it has 
contented itself with superficial (and 
ultimately self-defeating) discus-
sions with the Kremlin about just one 

Russia’s new role as chair 
of the G8, and its growing 
diplomatic dialogue with the 
European Union, necessitates 
a change in the Kremlin’s 
stance toward Iran.
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aspect of the Russo-Iranian entente: 
Iran’s nuclear program. Today, poli-
cymakers in Washington should be 
thinking deeply about a broader sort 
of dialogue with their Russian coun-
terparts over Iran.

Such a discourse would need to 
take into account Russia’s legitimate 
security interests in the “post-Soviet 
space.” Russia’s recent revival of 
imperial rhetoric vis-à-vis the coun-
tries of Central Asia and the Cauca-
sus—and its deepening involvement 
in regional security constructs like 
the Shanghai Cooperation Organi-
zation—reflects a growing fear that 
America’s new strategic presence in 
the “post-Soviet space” could turn 
out to be a permanent affair. This 
sense of siege, moreover, has only 
deepened in the aftermath of the 
“color revolutions” in Ukraine, Geor-
gia and Kyrgyzstan, and the per-
ceived American connection to these 
events. Nevertheless, Moscow and 
Washington share congruent inter-
ests on a number of regional security 
issues, from preventing the growth 
of radical Islam to combating the 
rising tide of narcotics flowing from 
Afghanistan. Whether formal or 
informal, a Russo-American security 
arrangement that addresses Mos-
cow’s fears—and capitalizes on such 
commonalities—could help reduce 
Moscow’s perceived need for strate-
gic partners such as Iran to counter-
balance the United States.

U.S.-Russian dialogue should 
also exploit Russia’s enduring need 

for a sustainable economic partner-
ship with the West. President Putin 
has made economic integration 
with Europe and the United States 
a major tenet of his economic pro-
gram, pledging in his 2004 State of 
the Nation address to double national 
GDP by the end of the decade.17 So 
far, Russia has managed to more or 
less meet these expectations, largely 
because of the high price of world 
oil, which has allowed the Kremlin 
to amass some $140 billion in hard 
currency reserves to date. But pet-
rodollars cannot provide a lasting 
fix for Russia’s macroeconomic prob-
lems, among them lackluster foreign 
direct investment and the absence 
of a long-term mortgage sector. For 
that, Moscow needs deeper economic 
cooperation with—and investment 
from—Washington and European 
capitals. The United States should 
exploit this opportunity to condition 
economic confidence-building mea-
sures on Kremlin cooperation vis-à-
vis Iran.

It should do so confident in the 
knowledge that the long-term inter-
ests of Russian leaders—to say noth-
ing of the Russian people—align 
much more closely with the United 
States and Europe than with the radi-
cal theocratic regime now in power 
in Tehran.

In his 200� State of the Union 
address, President Bush made clear 
that every country in the world will 
need to make a choice between ter-
rorist groups and rogue states and 
the governments that confront them. 
Notwithstanding its long-standing 
struggle with separatism in Chech-
nya and its brief assistance to the 
United States against the Taliban and 
al-Qaeda in Afghanistan, Russia has 
so far not been forced to resolutely 
make such a choice. Addressing the 
Kremlin’s alignment with the world’s 

Today, policymakers in 
Washington should be thinking 
deeply about a broader sort 
of dialogue with their Russian 
counterparts over Iran.
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leading state sponsor of terrorism is a 
perfect opportunity to test the depths 
of Moscow’s commitment to lasting 
partnership with the West.

Ultimately, however, only Russia 
can decide whether it values true 
cooperation with the United States 
more than its strategic ties to Iran’s 
ayatollahs. Washington’s role should 
simply be to make clear that the 
Kremlin cannot have both—and to 
provide it with the incentives neces-
sary to make the correct choice.
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fear and  
loaThIng In aSIa

Dan Blumenthal 

At the April 2005 “Shangri-La” conference in Singapore, Sec-
retary of Defense Donald Rumsfeld was in typically blunt 
form. “Since no nation threatens China, one wonders: Why 

this growing investment?” Rumsfeld asked the assembled confer-
ence participants. “Why these continuing large and expanding arms 
purchases?”1 Why indeed. This question has reverberated in Wash-
ington and throughout capitals in Asia, as China’s neighbors reas-
sess their defense priorities in light of China’s military strength.

Rumsfeld’s rhetorical query was an accurate reflection of what could be 
called Washington’s “summer of discontent” about China’s strategic direction. 
His concerns are shared across the political aisle; Franklin Kramer, a former 
assistant secretary of defense during the Clinton administration, told the House 
Armed Services Committee in July that “there are good reasons to suggest that 
China has little need for a significantly enhanced military establishment.”2

Also in July, the Pentagon’s annual report to Congress confirmed the rapid 
growth in Chinese military capabilities.� The report pointed out that the weap-
ons that Beijing has amassed to intimidate Taiwan—700 short-range missiles, a 
modernizing fleet of diesel and nuclear submarines, fourth-generation aircraft 
procured from Russia, increased operational tempo and sophistication of mili-
tary exercises—also can be used against other regional powers.

Dan Blumenthal is a Resident Fellow at the American Enterprise Institute, 
where he researches and writes about Asian security issues. Previously, he 
served as senior director for China, Taiwan, Hong Kong and Mongolia in the 
Office of the Secretary of Defense.
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Other reports followed, including 
studies from the RAND Corporation, 
the International Institute for Strategic 
Studies and the Congressionally-man-
dated U.S.-China Economic and Secu-
rity Review Commission.4 And, while 
there may be some disagreement 
about the specifics, there is consen-
sus on the big issue: China’s military 
modernization program is ambitious, 
rapid, successful, and opaque.

The Pentagon has estimated 
that China is spending three times 
what it says it spends on defense 
development—equaling about $90 
billion a year, making it the third 
largest defense spender in the world 
next to America and Russia. The 
RAND Corporation and the Institute 
for International Strategic Studies in 
London also estimated that Chinese 
defense spending far exceeds its 
stated amounts.

Whatever the actual numbers, 
what is clear is that China is devoting 
great resources to becoming a mili-
tary power, while masking its activ-
ity toward that end. Indeed, there is 
a profound anxiety in Washington 
over what has come to be known 
as “China’s rise”: China’s dramatic 
economic growth, its remarkable 
increase in military power, and its 
more prominent role in international 
diplomacy, all underpinned by a one-
party dictatorship with no political 
reform in sight.

But is this a peculiarly American 
obsession; the fear that the dominant 
Pacific player will lose its pride of 
place? The answer, simply, is no. Con-
ventional wisdom has it that Asian 
countries do not want to “choose 
sides” between America and China, 
and so are remaining largely silent 
about what concerns they have, if any. 
Some may even be engaged in “band-
wagoning” with China and adjusting 
to the new power equilibrium in Asia. 
Others argue that, in fact, Asian coun-
tries actually prefer Chinese domi-
nance to American dominance—the 
Chinese “listen to their concerns,” 
wield soft power more effectively, and 
are not as domineering. Yet there is 
no mistaking the fact that the major 
powers of Asia, and even some of the 
smaller ones, are all taking steps to 
check China’s power.

While no country save Taiwan 
(and, increasingly, Japan) likes to 
admit it publicly, there is today a 
“great game” underway for primacy 
in Asia, and the nations in the neigh-
borhood are learning how to play 
it. The region’s two most powerful 
democracies—India and Japan—are 
clearly taking steps to modernize 
their militaries, as well as to deepen 
their bilateral ties with one another, 
at least in part as a check against Chi-
nese power. The maritime Southeast 
nations—Singapore and the Philip-
pines in particular—and Taiwan are 
trying to draw the American mili-
tary closer in, even as they pocket 
what gains they can from China’s 
economic growth. South Korea and 
Australia, for very different reasons, 
are opting out of the ongoing subtle 
balancing, although Australia itself is 
drawing closer to the American mili-
tary as well.

At the macro-level, one can con-
clude that Asia-Pacific countries are 

While there may be some 
disagreement about the 
specifics, there is consensus on 
the big issue: China’s military 
modernization program is 
ambitious, rapid, successful, 
and opaque.
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responding to strategic uncertainty 
characterized in large part by Chi-
na’s rise through the traditional way 
of modernizing their militaries and 
embracing America as the off-shore 
balancer. Indeed, if money talks, the 
fact that the Asia-Pacific countries 
constitute the largest arms market in 
the world should speak volumes.

American strategy 
in Asia

The U.S. defense establishment 
is well aware that it is the target of 
much Chinese military thinking. 
What dominates the Chinese mili-
tary mind, at least in the short term, 
is maintaining the ability to conduct 
rapid, overwhelming coercive attacks 
against Taiwan while keeping the 
United States out of the fight. Beijing 
is thus focused on anti-access and 
area denial capabilities with an eye 
toward raising the costs of U.S. inter-
vention in the Taiwan Strait.

The Chinese strategic concept 
revolves around ballistic and cruise 
missiles that can target American air 
bases in Japan; information attacks 
that can take advantage of American 
dependence on computer-generated 
intelligence and information; and 
diesel submarines and a host of multi-
ple independently targetable re-entry 
vehicle (MIRV) missiles that can be 
fired from submarines or destroy-
ers. These priorities can pose seri-
ous problems for the workhorse of 
the American military in the Pacific: 
an aircraft carrier group. Raising the 
costs of intervention, the thinking in 
Beijing goes, will make America hesi-
tate before acting, during which time 
China can accomplish its political and 
military objectives in Taiwan. Espe-
cially in a scenario in which China 
obscures its initial decision to attack 
Taiwan behind a diplomatic and polit-

ical smokescreen, the United States 
may well be caught unprepared.

In an attempt to respond to this 
challenge, the United States has com-
menced a redeployment of its assets 
to and in the Pacific. The Pentagon 
has moved attack submarines and 
cruise missiles to Guam, and is form-
ing on that island a strike force of six 
bomber aircraft and 4� fighters which 
have been redeployed there from con-
tinental bases. The U.S. Navy is also 
moving a second carrier to East Asia, 
and converting Trident ballistic sub-
marines into platforms for stealth 
cruise missiles.

In addition, America is transform-
ing its alliance with Japan. Among 
other things, the two countries have 
come to a basic understanding that 
a “peaceful resolution” of the Taiwan 
issue is in both of their national inter-
ests. In plain English, this means that 
the two sides have agreed to work 
together to deter Chinese use of force 
against Taiwan.

But a more equal alliance part-
nership with Japan does not solve 
America’s problems of access to the 
region. Japan could contribute might-
ily to an anti-submarine campaign 
since its capabilities in that arena are 
particularly advanced. And advanced 
agreements to use Japanese airbases 
to sortie to the Strait add to U.S. capa-
bilities in a Taiwan Strait crisis. But 
the alliance upgrade does not neutral-
ize China’s ability to hold Japanese 
airbases at risk and thus deny Amer-
ica the ability to respond rapidly and 
decisively to a conflict in the Strait.

America’s greatest strategic need 
in Asia is more diverse access points 
into the region. While improved 
defense relations with the Philippines 
and Singapore are baby steps in that 
direction, the U.S. military is still a 
long way from taking the dramatic 
strides it needs to effect a counter-
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area denial strategy, such as reestab-
lishing an airbase in the Philippines.

Strategic planners should think 
about deployments into the region 
from China’s west (India or Central 
Asia). Not only would that improve 
U.S. options in an actual crisis, it 
would also force China to allocate its 
defense resources more widely. At 
present, however, the PRC can invest 
virtually all of its resources in capa-
bilities to coerce Taiwan and keep 
the U.S. from coming in through the 
southeast. A “western front” would 
force budgetary debates about scarce 
defense resources in China that could 
improve America’s strategic position.

Japan’s jitters
No Asian country has been as 

clear about its determination to check 
Chinese military power as Japan. In 
the context of its bilateral alliance 
with the United States, Japan is 
undertaking a serious defense trans-
formation. Tokyo will invest upwards 
of $10 billion in missile defense by 
the end of this decade, a process 
that will necessarily draw it closer to 
Washington (through greater shar-
ing of sensor, surveillance and tar-
geting data, et cetera). In addition, as 
a result of the Defense Policy Review 
process, Tokyo has agreed to form 
a combined air operations coordina-
tion center at Yokota air base, and 
the Ground Self-Defense Forces of 
Japan and the U.S. Army are devel-
oping a similar organization at Camp 
Zama in Japan.

Tokyo is also developing the 
legal infrastructure for a more robust 
military. Its deployments of logistical 
support assets to Operation Enduring 
Freedom and humanitarian military 
assets to Iraq were given legal sanc-
tion through the passage of specific 
legislation. Now, the Japanese Diet 
has begun the thorny process of revis-

ing constitutional restrictions dating 
to the post-World War II period on 
engaging in “collective self-defense.” 
If the ruling Liberal Democratic 
Party has its way, Japan will have a 
legally sanctioned military (no longer 
a “self-defense force”) that will be 
able to assist the United States in its 
own defense and conduct out-of-area 
operations with more realistic rules 
of engagement.

While the North Korean bal-
listic missile program—particularly 
Pyongyang’s launch of a Taepo Dong 
missile over Japan in 199�—has 
been the most immediate driver of a 
more muscular defense policy, Japan 
has been quite explicit that its long-
term security concern is China. The 
anxiety over China has been brought 
home by the over thirty incursions 
by Chinese naval vessels into Japa-
nese territorial waters over the last 
year. One such intrusion, by a nuclear 
submarine, drove Japan to give chase 
with assets from its Maritime Self-
Defense Force.

The view from  
New Delhi

Today, India faces a host of secu-
rity challenges that have pushed it 
to modernize its military, and China 
looms large in these calculations. 
Beyond the perennial issue of Paki-
stan, its support for anti-India ter-
rorism, and the contested status of 
Kashmir, the Indian military is also 
concerned that the rapid growth of 
China’s armed forces is changing 
the balance of power in Asia. India is 
seeing a more visible Chinese pres-
ence in the Indian Ocean, as mani-
fested by China’s “string of pearls” 
strategy, which is meant to increase 
Beijing’s options for securing its 
supply of petroleum in the American-
dominated seas.
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New Delhi’s concerns are well 
founded. China has forged military 
relationships with Burma and Cam-
bodia, and established a limited 
maritime presence astride the Indian 
Ocean by building a naval port at 
Gwadar, Pakistan, and other facili-
ties on the Coco Islands. In addition, 
China has indicated a measured com-
mitment to establishing a blue water 
navy, as reflected in its upgraded 
nuclear submarine fleet.

While the Indian Army is most 
focused on Pakistan, it would be 
fair to say that its Air Force and 
Navy’s biggest concern is China. 
In response to Chinese power, the 
Air Force is looking to modernize 
its fighter assets and will possibly 
purchase F-16s and F-1�s from the 
United States to complement its fleet 
of Russian Sukhoi �0s. It likewise 
is improving its aerial targeting, 
refueling and ISR (intelligence, sur-
veillance and reconnaissance) capa-
bilities through the acquisition of 
Israeli-made Phalcon airborne early 
warning and control systems. The 
Indian Navy, meanwhile, is looking 
at developing sea denial and limited 
power projection capabilities with its 
upgraded fleet of submarines and the 
possible deployment of two aircraft 
carriers that will come into service 
between 2010 and 2015.

India has also expressed inter-
est in aligning itself more closely 
with the United States. The two 
countries share a host of strategic 
interests, and preventing the rise of 
a hegemonic China tops the list. But 
the relationship will have to over-
come obstacles born of decades of 
mutual suspicion. If China is indeed 
foremost on the minds of American 
and Indian policymakers, imple-
menting “competitive strategies” 
would be the wisest course. Forcing 
Beijing to worry about defending its 

western flank from air attack would 
provide an advantage to the United 
States. Toward that end, aerial exer-
cises and even a U.S. air presence in 
northern India should be the focus of 
strategic dialogue. In addition, more 
cooperation in the realm of sea-lane 
protection, and dissuasion of the pur-
suit by China of a blue water capabil-
ity should be a starting point for the 
relationship.

Southeast Asia 
seeks security

China got the attention of South-
east Asian nations in startling fashion 
in the early 1990s when it codified 
into law the principle of the South 
China Sea as sovereign Chinese ter-
ritory. Since a skirmish with the 
Philippines in Mischief Reef in the 
mid-1990s bloodied Beijing’s public 
image, China has backed off from 
those claims. But simultaneously, it 
has strengthened its outposts in the 
region, chief among them the con-
tested Spratley Islands.

None of this has been lost on 
Southeast Asian nations. While none 
are strong enough to counter Chinese 
power on their own, maritime powers 
in the region are working to expand 
their capabilities through a mod-
ernization of their militaries—and 
through closer relations with the U.S.

In 1999, the Philippines and the 
United States signed a Visiting Forces 
Agreement permitting U.S. forces to 
conduct exercises in the Southeast 
Asian state. Since then, these bilat-
eral maneuvers have expanded in 
both frequency and scope, and the 
two countries now carry out anti-
terrorist exercises as well as amphib-
ious exercises near the Spratleys, 
which are claimed by both Beijing 
and Manila. In addition, the Philip-
pines is now the largest recipient of 
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U.S. assistance in East Asia, and a 
major non-NATO ally.

Singapore likewise has been 
steadily modernizing its military in 
the face of an array of threats, includ-
ing China. Its recently-completed con-
struction of the Changi port facility, 
the purpose of which is to accommo-
date a U.S. aircraft carrier, as well as 
its first-ever hosting of the USS Kitty 
Hawk in March 2001, are indicative 
of a decision to ensure that the U.S. 
military maintains a presence. “It’s no 
secret that Singapore believes that the 
presence of the U.S. military … con-
tributes to peace and stability in the 
region,” Singaporean Defense Minis-
ter Teo Chee Hean has confirmed.5 
Legendary former Singporean Prime 
Minister Lee Kuan Yew has been 
even more explicit: “no combination of 
other East Asian economies—Japan, 
South Korea, Taiwan, ASEAN—will 
be able to balance China. Therefore, 
the role of America as balancer is cru-
cial if we are to have elbow room.”6

Turmoil in Taipei
Of all the countries in the 

region, Taiwan is the most con-
cerned about China’s ever-increas-
ing military power. So far, however, 
Taipei’s military response to this 
threat has been mixed. On the one 
hand, up until 200� Taiwan was the 
second largest purchaser of U.S mili-
tary goods and services in the world. 
Since President Bush approved the 
sale of a substantial arms package 
in 2001, Taiwan has purchased an 
advanced radar system, Kidd-class 
destroyers, and a C4ISR system. On 
the other hand, however, Taiwan’s 
annual defense budget, though still 
larger as a percentage of GDP than 
that of most U.S. allies, has been 
decreasing over the past decade, and 
a supplementary budget to buy diesel 
submarines, the U.S. PAC-� theater 

missile defense system and P-� anti-
submarine aircraft has languished in 
the legislature.

Through modernization and 
reform, the Taiwanese government 
wants to create a military that can 
engage the enemy offshore, away 
from civilian population centers. 
But this policy has faced a number 
of obstacles, chief among them the 
mini-crisis of political leadership 
now underway in the young democ-
racy. The Kuomintang party (KMT), 
which had ruled the country for half 
a century, has not fully accepted its 
new status in the political opposi-
tion. The Democratic Progressive 
Party (DPP), for its part, was a once-
outlawed group of dissidents, and 
does not fully trust the KMT. Posi-
tioning itself closer to China is a way 
for the KMT to stymie Taiwanese 
President Chen Shui-bian’s agenda, 
and opposing arms purchases is part 
and parcel of that strategy. Mean-
while, the Chen administration has 
not entirely consolidated its power 
over the erstwhile KMT-dominated 
national security bureaucracy, and 
has found many of its proposed 
defense reforms defeated.

Taiwan’s political paralysis on 
questions of defense modernization 
should not be read as an unwilling-
ness to defend itself, or as defeatism. 
Rather, the combined pressures of an 
ongoing Chinese campaign of intimi-
dation and isolation and Taiwan’s 
own democratic growing pains have 
resulted in less-than-optimal policy 
implementation. America appears to 
understand this; despite its frustra-
tions and impatience with Taiwan, 
it has developed closer defense rela-
tions with the island at all levels. 
Taipei and Washington have both 
recognized and acted upon America’s 
vital interest in deterring China from 
using force against Taiwan.
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Canberra’s calculus
Australia is in the unique posi-

tion of being one of America’s closest 
allies—indeed relations have prob-
ably never been better—but diverg-
ing from America’s assessment of the 
troubling aspects of China’s rise.

Since September 11, 2001, when 
Prime Minister Howard invoked the 
ANZUS Treaty for the first time in 
its history, the armed forces of Aus-
tralia have participated in Coalition 
operations in both Iraq and Afghani-
stan. The American and Australian 
defense establishments have become 
more interoperable, are developing a 
combined training facility in Austra-
lia, and envisage working together 
on a host of security issues for the 
foreseeable future. Accordingly, Aus-
tralia has shifted its defense strategy 
and procurement priorities toward 
the development of expeditionary 
forces that can conduct coalition 
operations anywhere in the world. 
These changes are marked by a 
growing agreement between Wash-
ington and Canberra regarding the 
global strategic situation—in par-
ticular, the need to aggressively fight 
terrorists wherever they are and to 
intervene militarily when necessary 
to deal with failed states.

The exception to this strategic 
convergence is China. Over the past 
few years, Australian Foreign Min-
ister Downer has intimated that the 
ANZUS treaty does not extend to a 
U.S. conflict with China over Taiwan. 
Other Australian politicians similarly 
have stressed the soothing effects of 
the rise in trade with China.

This state of affairs should 
hardly be surprising; Canberra 
increasingly sees its economic future 
in China, and has greatly benefited 
from China’s voracious appetite for 
natural resources.

On the other hand, Australia’s 
long-standing security priority has 
been to prevent the rise of Chinese 
hegemony. If China’s Australian 
charm offensive wears off, Canberra 
could pivot very quickly to a more 
hedged China policy. It certainly has 
the infrastructure in place to do so, 
given its close relations with both 
Japan and the United States.

Seoul goes soft
After a half-century of alliance 

relations built around deterring 
North Korea from making good on 
its declared policy of reunifying the 
Peninsula under Pyongyang’s con-
trol, U.S.-ROK ties appear today to be 
fraying. The two sides no longer share 
a common view of the North Korean 
threat, as South Korea appears to be 
indulging delusions that peace is at 
hand or that peaceful unification can 
be accomplished with the current 
DPRK regime still in power.

Finding America unstinting in 
its concern that the rogue regime in 
North Korea possesses nuclear weap-
ons, South Korea has drifted toward 
Beijing’s sphere of influence, all the 
while toying with vague ideas of play-
ing some kind of “balancing role” in 
the region. Along these lines, the ROK 
has articulated plans to become more 
independent militarily of the United 
States and to purchase capabilities 
to conduct deep strike air opera-
tions, early warning and surveillance 
and extend protection for sea lines 
of communication. It remains to be 
seen whether the ROK will fund such 
an expensive shift in defense policy. 
But such intimations, combined with 
a refusal to any longer characterize 
the DPRK as a major threat—as well 
as demands for operational control 
over ROK forces in time of war (as 
opposed to the traditional arrange-
ment of a combined command led by 
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a U.S. commander)—have contrib-
uted to deep skepticism in Washing-
ton over the alliance’s future.

America’s biggest problem in 
deterring and defeating China in 
a potential conflict remains ready 
access to the fight, and U.S. policy-
makers have essentially concluded 
that the ROK will be of no help in 
such a scenario. This has led to fur-
ther doubts about the future utility 
of the decades-old alliance between 
Seoul and Washington.

Given the long-standing and suc-
cessful nature of the alliance, as well 
as China’s potential to anger the ROK 
with its own intermittent atavistic 
claims on the Korean Peninsula, it 
would be a mistake to entirely give 
up on the bilateral relationship. But 
absent some form of shock therapy 
for Seoul, the alliance will remain in 
deep trouble.

Stumbling toward 
security

While the nations of the Asia-
Pacific region have responded to Chi-
na’s military growth in varying ways, 
certain common themes can be dis-
tilled. All the major regional powers 
are modernizing their militaries at 
least as a hedge against China; and 
countries have seen it in their interest 
to upgrade bilateral defense relations 
with the United States.

What has been missing so far 
is a multilateral security framework 
that can act as a collective check on 
Chinese power. While America is 
experimenting with some informal 
multilateral networks—a trilateral 
security dialogue among Japan, Aus-
tralia and the United States, and a 
defense policy focused on multilateral 
interoperability are two examples—
America has not yet decided to form 
a more formal grouping.

The risks are clear. A formal 
security construct would generate 
more overt strategic competition with 
China, forcing nervous countries to 
take sides, and create constraints on 
unilateral action. But the risks of its 
absence are becoming equally evi-
dent. China is working to undermine 
America’s bilateral alliances. And it 
is having some success with South 
Korea, as well as providing countries 
such as India with the opportunity 
to play Beijing and Washington off 
against each other or at least com-
pete for their courtship. For the 
United States, preventing China from 
making further progress should be a 
central element of strategy in Asia.
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Last summer, the American people and their elected representa-
tives suddenly awoke to a startling reality: Communist China is 
hungry for energy and working aggressively to secure assured 

access to it all over the world. And, for a brief moment, it looked as 
though the United States might become seized of the larger thrust of 
Chinese strategy, of which the PRC’s energy agenda is but one part. 
The precipitating cause was the proposed purchase of Unocal by one 
of the PRC’s state-owned energy giants, the China National Offshore 
Oil Corporation (CNOOC). In June 2005, the U.S. House of Represen-
tatives voted by a margin of �9� to 15 against the proposed deal, term-
ing it a risk to national security. Two months later, CNOOC decided 
to drop its bid and Unocal was instead taken over by ChevronTexaco.

Unfortunately, the insights provided by this abortive transaction now seem 
as fleeting as the debate it inspired was super-charged. As a result, we are once 
again ignoring one of the most strategically ominous developments in the world 
today—and a possible source of conflict tomorrow.

There were three powerful reasons for objecting to China’s play for Unocal, 
and these should inform our thinking about PRC behavior more generally. First, 
the proposed purchase would have abetted Communist China’s effort to acquire 
more of the world’s relatively finite energy resources. Second, it also would have 
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author of War Footing: Ten Steps America Must Take to Prevail in the War for 
the Free World (Naval Institute Press, 2005), from which this article is adapted 
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advanced the PRC’s efforts to domi-
nate the vital supply of rare earth min-
erals. Finally, the deal was emblematic 
of China’s larger, and increasingly 
threatening, strategic plan—one with 
grave implications for U.S. economic 
and national security interests.

Beijing’s big thirst
At the risk of stating the obvious, 

no nation can afford its people the 
quality of life, let alone the economic 
and security benefits, associated with 
being an advanced 21st Century soci-
ety without assured and cost-effective 
access to energy. Today, for the 
United States and most of the rest of 
the world, that means having access 
to reliable sources of imported oil.

Such assured access will be 
made more challenging by the 
expected growth in demand, par-
ticularly in developing countries like 
China. In its International Energy 
Outlook 2005,1 the Energy Informa-
tion Administration (EIA) of the U.S. 
Department of Energy stresses that 
“[w]orldwide energy consumption 
is projected to grow by 57 percent 
between 2002 and 2025.” Moreover, 
according to the EIA, the “strongest 
growth in energy consumption” will 
occur “among the emerging econo-
mies of the world, especially emerg-
ing Asia (including China and India), 
where robust economic growth drives 
the increase in energy use over the 
projection period.” Particularly note-
worthy is the EIA’s expectation that 
“China’s oil use is projected to grow 

by an average 7.5 percent per year 
from 2002 to 2010, before slowing to 
2.9 percent per year for the remain-
der of the forecast.”

China is evidently mindful of 
the lessons of the 20th Century with 
respect to energy insecurity. Impe-
rial Japan’s thirst for imported oil 
was a principal catalyst for its war 
with the United States. Fortunately, 
the PRC is, for the moment at least, 
neither able nor willing to emulate 
the violent seizure by Japan some 
sixty-four years ago of petroleum and 
other natural resources in East Asia. 
We ignore at our peril, however, the 
fact that Beijing is engaged in an even 
more ambitious effort to acquire legal 
title to energy resources, not only in 
the Western Pacific—where much of 
Unocal’s reserves of 650 million bar-
rels of oil are to be found—but liter-
ally around the world.

Chinese deals are being struck 
from Siberia to Venezuela, from Indo-
nesia to Sudan, from Iran to Canada, 
and from Azerbaijan to Cuba. While 
the precise nature varies from coun-
try to country, these agreements 
often involve PRC investments in 
exploration, pipelines and other infra-
structure and extraction in exchange 
for assured supplies of oil, natural 
gas and/or coal. Not infrequently, 
large numbers of Chinese nation-
als are dispatched to work in and, in 
some cases at least, provide security 
for, Beijing’s operations and interests 
in-country.

China, moreover, is underwrit-
ing these activities in a manner that 
bears no resemblance to free market 
capitalism. As one astute observer of 
Beijing’s machinations has noted:

Unocal involved the provision of 
a soft loan from the Chinese gov-
ernment to the company. This is 
not like a commercial loan. The 
Chinese government protects 

Beijing is engaged in an 
ambitious effort to acquire legal 
title to energy resources, not 
only in the Western Pacific but 
literally around the world.
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its state companies at home and 
supports them financially over-
seas. But these companies are 
essentially expected to be an arm 
of national foreign policy in their 
foreign investment, rather than to 
create value.2 (Emphasis added.)

What is at work here is more than 
simply an effort to secure energy to 
meet Chinese needs. In a world in 
which such resources are certainly 
finite, and possibly contracting, these 
deals also have the effect of removing 
energy assets from a global market 
upon which the United States is 
increasingly dependent.

Beyond petroleum
The proposed Chinese take-

over of Unocal also has shed light 
on a no-less-worrisome aspect of the 
PRC’s strategy: securing a similar, 
dominant position with respect to 
the world’s precious metals and other 
strategic minerals.

As it turns out, the purchase of 
Unocal would have constituted a “two-
fer” for Communist China. Not only 
would Beijing have gained control of 
the U.S. company’s oil reserves, the 
PRC would also have become owners 
of America’s only indigenous source 
of rare earth minerals known as lan-
thanides, including neodymium—the 
Unocal-owned Molycorp mine in 
Mountain Pass, California.

By now, the significance of such 
a purchase should be obvious. After 
all, back in 1999, the Select Com-
mittee on U.S. National Security 
and Military/Commercial Concerns 
with the People’s Republic of China 
(colloquially know as the Cox Com-
mission after its chairman, then-
Representative Chris Cox) had noted 
that the “main aim for the civilian 
economy [in China] is to support the 
building of modern military weapons 
and to support the aims of the Peo-

ple’s Liberation Army (PLA).”� The 
Cox Commission, moreover, deter-
mined that, in pursuit of that agenda, 
China considered “rare-earth metals” 
and “special-function materials” to be 
high-value “exotic materials” that are 
“the key areas of military concern.”4

Since then, in a series of expo-
sés, Insight magazine has called 
attention to the significance of Chi-
na’s two-fold strategy in this area: 
acquiring high-technology that 
exploits the unique attributes of rare 
earth minerals and cornering the 
market on such minerals.

An October 2002 Insight piece 
described how China stole one of 
the most promising military exploi-
tations of metals derived from rare 
earth minerals—a product developed 
at considerable expense for the U.S. 
Navy, called Terfenol-D. According to 
the magazine, the Chinese company 
that is now marketing a comparable 
product has claimed that, when used 
in underwater sonar, this material 
“brought up the best quality ever with 
the detection range that can reach as 
far as 10,000 [kilometers, or 6,200 
miles] and when applied to aircraft, 
this smart material makes a smart 
wing, which can be controlled much 
faster with enhanced reliability.”5

Another relevant tech-theft 
episode was documented in March 
200�. Chinese “princelings”—rela-
tives of senior civilian and military 
leaders—reportedly purchased an 
American manufacturer of rare 
earth magnets, Magnequench, and 
thus obtained critical technology 

China is also securing a similar, 
dominant position with respect 
to the world’s precious metals 
and other strategic minerals.
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now being used to produce “neo-
dymium-iron-boron magnets for 
servos used in U.S. guided missiles 
and smart bombs.”6

These episodes, and others, 
highlight a consistent pattern. Over 
the past decade, as the importance of 
rare earth minerals has become more 
and more apparent, China has moved 
to dominate and control the supply 
of such materials. As one Insight 
investigation concluded: “The PRC 
acquisition of the rare-earth-magnet 
technology was part of a long-term 
campaign initiated by Deng Xiaoping, 
who ruled the PRC from 197� until his 
death in 1997. In 1992, Deng acknowl-
edged the value of the PRC rare-earth 
reserves in the Baotou region, saying, 
‘There is oil in the Middle East; there 
is rare earth in China.’”7

China has lately been making 
similar efforts to take dominant 
positions in other strategic metals. 
According to one analyst:

A pre-emptive attack on North 
American properties has begun. 
China has tendered an offer to 
purchase Noranda Copper … . 
The [Chinese] have approached 
Silver Standard for equity owner-
ship. They have also approached 
Australia and Brazil to secure 
supplies of minerals. Their tac-
tics have become more clever, 
with humanitarian goals as well 
as strong-arm methods in the 
bidding process. This is a huge 
sequence of events which strongly 
indicates [an] intention by China 
to secure their supply chain.�

A glimpse into China’s 
grand strategy

Communist China’s play for 
assets like Unocal’s oil reserves and 
rare earth minerals was no more 
an isolated incident than it was, as 
the Chinese insisted, a “purely com-

mercial transaction.” Rather, it falls 
into a pattern of PRC activity around 
the globe that is clearly deliberate, 
well-thought-out and ominous in its 
implications.

This activity is guided by a long-
term strategy. It seeks PRC domina-
tion of strategic energy resources, 
materials and minerals and technol-
ogies, and involves buying up—or 
otherwise putting out of business—
what is left of this country’s pro-
ductive and competitive industrial 
capacity. The purpose is to create 
a civilian economy that will, consis-
tent with Deng Xiaoping’s famous 
“16 Character” dictum, serve Chi-
na’s military needs.

Thus, in tandem with the energy 
acquisition efforts outlined above, the 
PLA’s needs also are rapidly being 
advanced by the combined efforts of 
the most comprehensive espionage 
and technology theft program in 
the history of the world—involving 
untold numbers of overseas Chinese 
businessmen, students, tourists and 
others, as well as professional collec-
tors. At the same time, China’s require-
ments for an increasingly formidable, 
long-range and offensively oriented 
military are being satisfied thanks 
to the willingness of the Russian 
government and, to varying degrees, 
European, Israeli and even American 
companies to supply advanced arms 
technology and dual-use equipment, 
software and know-how.

Beijing is also pursuing a variety 
of asymmetric warfare techniques 
collectively known as shashoujian, 
the “Assassin’s Mace.” Much is still 
unknown about this strategy. But evi-
dently, it is intended to permit China 
to decisively defeat the U.S. military 
through means such as a ballistic 
missile-delivered attack involving 
one or more electro-magnetic pulse 
(EMP) weapons.
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China’s plans extend as well 
to securing influence in and, if pos-
sible, control over strategic choke 
points and regions. Targets include 
not only the Far East and Western 
Pacific, but Africa, the Middle East, 
Siberia, South and Central Asia and 
Latin America.

Beijing clearly appreciates the 
strategic value of influence operations 
in the United States, too. It is securing 
such influence in many ways, includ-
ing through the purchase of vast 
quantities of U.S. government debt 
instruments. The American economy 
can be profoundly affected by Chi-
nese decisions to buy or sell billions 
of dollars’ worth of Treasury bills, a 
fact well appreciated by policymakers 
in Washington—and in Beijing.

Similarly, U.S. producers of jet 
airplanes and other export prod-
ucts and American vendors of the 
ever-increasing array of Chinese-
manufactured consumer goods can 
be relied upon to oppose policies 
that could cause Beijing to retali-
ate. Thus, unfair Chinese trade and 
labor practices tend to get a pass, 
even as they contribute to the deci-
mation of what is left of our manu-
facturing base.

Powering all this, of course, is 
the immense wealth China is accu-
mulating by dint of its many years of 
trade surpluses. It is an irony not lost 
on the Communist Chinese that they 
have done Lenin’s putative dictum 
one better: We are paying for the rope 
they will use to hang us.

Answering the Chinese 
challenge

Fortunately, there are concrete 
things that the United States can yet 
do that may prevent China’s hege-
monic rise at the expense of Ameri-
can interests.

Encouraging change
Today, the PRC is in ferment. 

There is widespread unhappi-
ness with the Chinese regime. The 
government-controlled press has 
acknowledged that there have been 
many thousands of demonstrations or 
other forms of public dissent against 
the regime (or its surrogates) in 
cities, towns, and villages all across 
China—and especially in rural areas. 
We can safely assume that there have 
actually been many more that have 
not been reported.

These trends could lead to the 
weakening or toppling of a Chinese 
government that is hostile to us. 
Toward this end, the United States 
should try to identify, encourage, and 
strengthen pro-freedom and demo-
cratic groups within China. That may 
mean, as it did during the Cold War, 
publicly recognizing those who have 
had the courage to resist the regime 
and who have been punished for it—
dissidents, political activists, journal-
ists, scientists, and so forth. Their 
story needs to be told throughout the 
Free World, as a powerful reminder 
of what is at stake in this war. By tell-
ing it often and publicly in the West, 
we can help save their lives.

The U.S. must also find ways 
of engaging in subtle but effective 
“strategic communications” with dis-
sidents and their potential support-
ers. That will require expanded U.S. 
government-supported radio and 
television broadcasts and much more 

The purpose of China’s 
efforts is to create a civilian 
economy that will, consistent 
with Deng Xiaoping’s famous 
“16 Character” dictum, serve 
China’s military needs.
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intensive use of the Internet to com-
municate with the Chinese people. 
For this reason, among many others, 
we must keep control of the Internet 
out of the hands of the Communist 
Chinese and their ilk—something 
the UN is currently trying to arrange. 
We must also develop ways of penal-
izing U.S. companies that help China 
to shut down this remarkable instru-
ment for the free flow of information 
and ideas.

The United States must also 
maintain its support for an indepen-
dent Taiwan, which provides the best 
model for the sort of change that would 
make a real difference for the Chinese 
people, and for the rest of us.

Deterring Beijing
Because China’s energy quest 

is driven at its core by military con-
siderations, the U.S. response must, 
by necessity, also possess a military 
dimension—specifically, a more for-
midable forward presence in East 
Asia. Components of such a posture 
should include the stationing of more 
military assets (ships, fighter aircraft, 
bombers, logistical units, et cetera) 
in, or rotating them through, Guam, 
Japan, Singapore, and other friendly 
nations. The U.S. must also put China 
on notice that the inevitable result of 
its continuing aggressive behavior 
and military build-up will be to drive 
other states in the region to acquire 
their own nuclear-deterrent capabil-
ity. (This outcome will be all the more 

certain to occur—and sooner rather 
than later—if the United States does 
not take steps to restore confidence 
in its own nuclear deterrent.)

Equally important is encourag-
ing Taiwan to provide more fully for 
its own defense, notably by increas-
ing its spending as a percentage of 
GNP and initiating immediately the 
long-overdue modernization of its 
armed forces (including the pur-
chase of weapon systems offered by 
President Bush in 2001). The U.S. can 
assist this transformation by increas-
ing bilateral military-to-military ties 
with Taiwan and fostering three-way 
defense relationships and exercises 
with two of the Free World’s most 
important outposts in the region—
Japan and Taiwan. The U.S. military 
also should develop and exercise 
contingency plans for implement-
ing President Bush’s commitment to 
defend Taiwan, including the deploy-
ment of sea-based missile defenses.

To assist this effort, the Bush 
administration must encourage other 
democratic regional powers, notably 
South Korea and India, to join us in 
our commitment to prevent a suc-
cessful attack on Taiwan. Australia, 
which has said it would not come 
to Taiwan’s aid, should be encour-
aged—as part of a larger effort on 
the part of the Free World—to revisit 
that decision.

Simultaneously, we must build 
on the efforts made to date by the 
Bush administration in developing 
our mutual interest in countering the 
growth of Chinese power in Asia with 
the nation of India. This has been a 
particular priority for President Bush 
from the day he took office. Yet, 
although some progress has been 
made, both the United States and 
India have acted at times in ways that 
raise questions about the strength 
of their commitment to this strate-

Because China’s energy 
quest is driven at its core 
by military considerations, 
the U.S. response must, by 
necessity, also possess a 
military dimension.
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gic relationship—the United States 
due to its dealings with Pakistan and 
China, and India due to its dealings 
with China and Iran. At the same 
time, care needs to be exercised about 
compromising U.S. security interests, 
for example, through dismantling 
sensible American proliferation safe-
guards or weakening this country’s 
export control arrangements in pur-
suit of improved relations.

Moving toward energy 
independence

The prospect of a Sino-American 
confrontation over energy has added 
greater urgency to an initiative that 
former CIA Director R. James Wool-
sey, former National Security Advisor 
Robert McFarlane and a number of 
other national security practitioners, 
including this author, are advancing. 
It is a plan for energy security called 
the “Set America Free” blueprint 
(details can be viewed at http://www.
setamericafree.org), and it offers 
practical steps that can be taken 
immediately to begin reducing our 
nation’s need for imported oil.

Unless such steps are taken, it 
would appear that we will inevitably 
find ourselves on a collision course 
with Communist China, particularly if 
world-wide demand for oil approaches 
anything like the nearly 60 percent 
growth that is projected to occur over 
the next two decades. As a practical 
matter, such a Sino-American conflict 
in fact may be unavoidable even if we 
have substantially weaned our econ-
omy from its present dependence on 
foreign energy. It certainly behooves 
us in the meantime, however, to pre-
serve, wherever possible, for our 
own use domestic and offshore oil 
reserves owned by American compa-
nies and others to which we have reli-
able access.

Using our economic leverage
For too long, the United States 

has failed to appreciate the strategic 
purpose behind China’s economic 
and financial transactions. The con-
gressionally mandated U.S.-China 
Economic and Security Review Com-
mission is an invaluable resource and 
“second opinion” on China for deci-
sion makers and the public alike on 
this topic. Since its creation in 2000, 
it has been examining, documenting, 
and reporting on various ominous 
aspects of the PRC’s military and eco-
nomic agenda. The Commission now 
should be asked to assess the cumula-
tive effect of China’s unfair trade prac-
tices, investments, technology thefts, 
and diversions, as well as its acquisi-
tions of long-range, offensive military 
capabilities and dominant positions 
in strategic choke points around the 
world and in key industries.

Simultaneously, the Commission 
should be empowered to develop 
policy options for responding appro-
priately in those areas. These might 
include:

• Urging U.S. investors to divest 
immediately their equity hold-
ings of any publicly traded Chi-
nese companies doing business 
in genocide-ridden Sudan and 
terrorist-sponsoring Iran. (This 
applies also to American holders 
of stocks of companies willing to 
partner with the brutal and dan-
gerous North Korean regime);

• Encouraging businesses in the 
United States to diversify their 
international investments and 
overseas commercial partner-
ships with Indian and Southeast 
Asian entrepreneurs, rather than 
deal largely—still less, exclu-
sively—with China;



The Journal of InTernaTIonal SecurITy affaIrS96

Frank J. Gaffney, Jr.

• More closely monitoring China’s 
activities in Central and South 
America, and crafting strategies 
to publicize and challenge Chi-
na’s predatory trade practices, 
strategic/political partnerships 
(particularly with respect to oil 
and gas contracts with terrorist-
sponsoring states), and weapons-
proliferation practices in these 
regions; and

• Making the Congress more activ-
ist in shaping U.S.-China policy, 
particularly in the areas of trade, 
acquisitions in our country, the 
defense of Taiwan, meaningful 
sanctions for proliferation abuses, 
and championing human liberties 
and the free flow of information.

Averting energy conflict
The United States hardly needs 

a new enemy at this point. It would 
be a mistake, however, to think that 
we can neutralize what is clearly an 
emerging adversary by choosing 
to ignore its ominous activities and 
their implications. We will not avoid 
a military conflict with Communist 
China simply by hoping that it will 
not occur—or, worse yet, by thinking 
that we can appease the PRC, in the 
energy sphere or any other.

The best chance for avoiding the 
impending conflict lies in using the 
sorts of strategies outlined above. In 
particular, we must help the Chinese 
people eliminate the danger their 
government poses both to them and 
to us by dispatching the regime that 
has brutalized and misruled China 
for nearly five decades, and which 
will pose a growing danger to the 
Free World in the years ahead.

Even under a new government, 
China’s demand for energy will assur-
edly continue to grow. But a less dan-
gerous government in Beijing can 

be expected to adopt more market-
oriented approaches to resource com-
petition. And this, in turn, will buy us 
precious time to reduce our current, 
dangerous dependence on foreign 
sources of energy.
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A Problematic Partnership
Sami Kohen

ISTANBUL, TURKEY—During the decades of the Cold War, relations between 
the United States and Turkey were close and robust, underpinned by shared 
interests and reinforced by mutual participation in NATO. Today, however, 
things are quite different; while Turkey and the United States are still allies, 
diverging interests on a number of fronts have made ties between Ankara and 
Washington increasingly difficult.

In today’s Turkey, America is still seen as a major friend and ally. Strategic 
cooperation with the U.S. remains a top foreign policy priority, notwithstanding 
Ankara’s efforts to join the European Union (EU) and establish closer ties with 
Russia and the Arab and Islamic worlds. The two countries likewise maintain 
cooperation on a range of defense and security matters, and Turkey is appreciative 
of Washington’s backing in its bid for EU membership and such regional projects 
as the Baku-Tbilisi-Ceyhan energy pipeline. To a large extent, Ankara has even 
pinned its hopes for a settlement of the Cyprus issue on American diplomacy.

Increasingly, however, new regional priorities are creating strains in the 
once-robust U.S.-Turkish partnership.

Iraq is unquestionably the main “irritant.” Back in early 200�, taking its 
cues from public opinion, the Turkish government—as well as the Turkish 
military—rejected U.S. requests for active support in the invasion of Iraq. The 
Turkish parliament’s subsequent rejection of a bill that would have allowed 
the U.S. to use its territory for a “northern front” against Saddam Hussein’s 
regime deeply angered the Bush administration, creating a lasting chill in the 
bilateral relationship.

SaMI kohen is a foreign affairs columnist for the Turkish daily Milliyet.
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And, although the two countries are now working together to build a stable 
and democratic Iraq, the negative effects have lingered. Several incidents, such 
as the detention and hooding of several Turkish intelligence officers in northern 
Iraq by the U.S. forces in 200�, have added to growing hostility on the Turkish 
“street.” The results are unmistakable; anti-Americanism in Turkey, reflected 
in both popular sentiment and the mass media, has reached heretofore-unseen 
proportions.

Another divisive issue is the looming question of the Kurds. Iraq’s Kurdish 
minority has already succeeded in establishing an autonomous administration 
in the country’s north, bordering Turkey. Recent statements by Kurdish leaders 
further suggest that their ultimate ambition is to achieve full independence. 
Such a possibility frightens the Turks because of the spillover effect it could have 
on the ethnic Kurdish population in southeastern Turkey—to the point that gov-
ernment officials (and the country’s military) consider it a potential casus belli. 
Worse still, the perception in Turkey is that the United States has allowed Iraq’s 
Kurds to maintain these aspirations, and at times has even empowered them. 
Some in Turkey harbor suspicions that the U.S. would be willing to countenance 
the creation of an independent Kurdish state in the Middle East.

Most damaging of all, however, is the perception in Turkey that America 
has not done enough against the Kurdish Workers Party (PKK). For nearly 
three decades, that radical group has attempted to destabilize Turkey through 
a range of terrorist activities, claiming more than �0,000 lives to date. Since 
the overthrow of Saddam Hussein’s regime, PKK insurgents have established 
camps and hideouts in northern Iraq, using it as a base for hit-and-run attacks 
across the Iraqi–Turkish border. Turkey has repeatedly appealed the U.S. to 
destroy these bases and capture the rebels, but to little avail. There is deep dis-
appointment in many corners with this state of affairs. Moreover, in the absence 
of American action, some nationalist observers have suggested that the Turkish 
army should take matters into its own hands and enter Iraq—a course of action 
that could profoundly destabilize Turkish-American ties.

Another irritant is the new assertiveness that is now becoming visible in 
Turkish foreign policy. Increasingly, Ankara has refused to follow Washington’s 
line, particularly when it comes to Syria and Iran. This is not because Turkey 
does not share some American concerns toward these countries. It does. But of 
late, normalization with both Damascus and Tehran has become viewed as being 
in Turkey’s best interests (making possible a common front against the PKK and 
Kurdish separatism in Iraq, expanding bilateral trade and economic cooperation, 
et cetera). What’s more, Ankara has persisted with these contacts despite U.S. 
concerns in part because, at least officially, it believes that this policy—which 
positions Turkey as a facilitator—benefits the U.S. and the West.

This kind of an assertive policy may not always correspond with Wash-
ington’s wishes. But these are the new realities animating Ankara’s attitudes 
toward the United States. And they are likely to continue to make U.S.–Turkish 
relations a problematic partnership.
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The Urge for Democracy
Akbar Atri

TEHRAN, IRAN—Today’s Iranian students, too young to carry the baggage 
of the 1979 Revolution, are not as ideological as their elders who stormed the 
U.S. embassy and founded the Daftar Tahkim Vahdat (Office to Consolidate 
Unity, or DTV). Back then, those students provided much of the ideological 
motivation for the Islamic Revolution. Today, it is left to their children to correct 
the mistakes of the parents. And a quarter-century after it was formed to sup-
port the rule of the Ayatollah Ruhollah Khomeini, Tahkim Vahdat, Iran’s largest 
national student union, has become one of the most vocal critics of the regime 
in Tehran.

The DTV is made up of individual Islamic students’ associations from over 
60 of the country’s universities. Within the organization, there are two factions. 
The minority faction, consisting of 5 to 10 conservative Islamic students’ asso-
ciations that prefer to continue operating within the current political system, 
claims to derive its legitimacy from the early days of the Revolution, and seeks 
to protect the Islamic Republic from what it sees as deviation.

By contrast, the majority faction, known as “Neshast-Allameh,” consists 
of 50 to 60 Islamic students’ associations and advocates a new democratic con-
stitution based on the United Nations Declaration of Human Rights and its 
covenant. The majority faction no longer believes reform of the current Iranian 
system is possible.

This belief finds its roots in Mohammad Khatami’s betrayal. When he met 
with university student representatives at the DTV headquarters in December 
1996, the then-candidate had promised his audience that, if elected president, 
he would create a society based on the “rule of law.” His appeal worked; student 
groups pledged their support, and they campaigned for him in their towns and 
on their campuses. When Khatami won the presidency in a landslide victory 
five months later with 70 percent of the vote, he owed much of his success to 
Iran’s students.

During the first two years of the Khatami presidency, the country’s youth 
supported his reformist agenda with high expectations for social and political 
change. This belief prompted university students to demonstrate July �-14, 1999 
in support of the very policies Khatami advocated. Their impetus may have 
been the closing of the liberal newspaper Salaam, a publication that represented 
freedom of expression, but their main motivation was hope for liberation from 
the cultural and political theocracy of the Iranian regime. But the student rallies 
were met with violent opposition and attacks by police, members of the right-
wing Basij militia, the secret intelligence service and the Ansar-e Hezbollah, 
Iran’s most prominent militant extremists.

akBar aTrI is a former member of the Central Committee of Tahkim Vahdat. 
In November 2005, he was sentenced in absentia to five years in prison by the 
Iranian regime. 
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Thereafter, the question on students’ minds became: where was the “rule of 
law” that Khatami had promised? By the time the rallies came to a halt days later, 
the students felt betrayed by the president they had worked so hard to elect. That 
was the beginning of the end for the reform movement in Iran.

Today, it is important to understand the desire of the Iranian people, espe-
cially the country’s young population, for a democratic and secular government. 
The people of Iran, a non-Arab country, have been struggling to become a dem-
ocratic society for over 100 years. During this period, they have experienced 
injustice and manipulation by foreign powers. It is in this context that, after 
experiencing 26 years of theocracy under the Islamic Republic, they are ready 
for non-violent regime change through a national referendum for a new constitu-
tion based on universally accepted principles of human rights.

But the Iranian opposition needs help. Democratic communities abroad, 
with the United States in the lead, must support the Iranian people’s pursuit of 
democracy and human rights.

So far, this has not happened. Rather, over the past quarter-century, suc-
cessive American administrations have attempted, unsuccessfully, to negoti-
ate, barter or coerce the Islamic Republic into changing its behavior. Each has 
been roundly rebuffed. The Iranian regime is not a reliable and stable govern-
ment to negotiate with in good faith. The main reason is that its identity, in 
large part, derives from opposition to the United States. “Dialogue,” therefore, 
is not only futile; it is construed as a sign of weakness in Tehran.

Regime change is the only answer. The Iranian people are ready to do 
their part, if the United States and other democratic countries are ready to 
stand with them.
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Up for Grabs
Amy K. Rosenthal

ROME, ITALY—Until late December, a political transformation appeared to be 
brewing in Italy. After almost five years in power, Prime Minister Silvio Ber-
lusconi’s ruling center-right coalition seemed to have lost its grip on the Italian 
electorate. A recent poll in the Italian newspaper La Repubblica told the story; 
Italians believe that their country’s economy has worsened, and that its politi-
cians are increasingly corrupt. Moreover, many are critical of Berlusconi’s poli-
cies, including his government’s support of the war in Iraq, his pro-Israel and 
pro-U.S. positions, and his constant rhetoric in favor of liberal economic poli-
cies. It is hardly surprising, therefore, that polls were predicting a landslide vic-
tory for the center-left, led by former European Union President Romano Prodi, 
in the upcoming national elections in April.

Today, however, things are not so clear-cut. For the center-left, which has 
long paid enormous lip service to its “moral superiority” over Berlusconi and 
his political allies, is now itself embroiled in a major scandal. The crisis revolves 
around two leaders of the Democrats of the Left (DS), Piero Fassino and Mas-
simo D’Alema, who are currently under investigation for their roles in the hos-
tile corporate takeover of the Italian bank Banca Nazionale del Lavoro (BNL). 
The fallout has been considerable; since the scandal became public, surveys 
have shown declining support for the center-left, putting its chances of an April 
victory at serious risk.

Still, some Italian analysts believe all is not lost. The DS may be the biggest 
faction of the “political family” that makes up the center-left, but it is not the only 
one. The coalition also includes two former communist parties (Rifondazione 
Comunista and the Italian Communists) on the left and the Catholic Margher-
ita and Udeur parties on the right. Experts are therefore predicting that many 
center-left voters will simply opt to vote for one of the other parties that make up 
their preferred coalition.

As these shifts indicate, Italy is entering a season of political crisis simi-
lar to the early 1990s. Back then, the scandals that rocked the Italian political 
system saw the fall of its post-war political giants, the Christian Democratic and 
Socialist parties. Today, it is the DS that is in the hot seat, but it is still unknown 
to what degree it will be de-legitimized in the run-up to the April �th elections. 
Neither, however, is the extent of the Italian electorate’s continued support for 
Berlusconi clear.

The outcome could profoundly affect Italy’s foreign policy orientation. If 
the center-right wins, Italy will remain on its current path: pro-U.S., pro-Israel 
and supportive of the war in Iraq. On the other hand, if the center-left wins, 
Italy’s foreign policy will venture into the unknown. Part of the Italian left—in 
particular, the Italian Communists, the Greens and the left wing of the DS—has 
repeatedly called for an immediate withdrawal of all Italian troops from Iraq. 
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These parties have also emerged as outspoken critics of the Bush administra-
tion’s policies in the Middle East, especially the notion of democracy promo-
tion. By contrast, centrist and right-wing forces within the coalition—including 
segments of the DS and the Margherita, Udeur, Italian Social Democratic and 
Radical parties—take a very different stand on all of these issues.

Opponents of the center-left have speculated that its victory would legiti-
mize the “Islamization” of Italy, given Prodi’s preoccupation with enlarging the 
EU to include a number of volatile Middle East states, among them Algeria, 
Egypt, Lebanon and Syria. Those less skeptical, meanwhile, have concluded 
that the left will not seek to alienate the United States or upset its efforts in 
the Middle East, and that Italian foreign policy will not undergo any significant 
changes, regardless of who emerges victorious.

In the end, much depends on the current political scandal. For now, the 
polls still project a center-left electoral victory in April. But the historic party of 
ethics and morality in Italian politics has clearly been damaged, perhaps irrepa-
rably so. Its mistake was claiming to be something it most definitely is not. And 
this might just be enough to sway the already disillusioned Italian electorate to 
back Berlusconi once again.
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huSaIn haqqanI, Pakistan: Between 
Mosque and Military (Washington, 
D.C.: Carnegie Endowment for Inter-
national Peace, 2005), �95 pp., $17.95.

If Husain Haqqani’s excellent Paki-
stan: Between Mosque and Military 
contented itself with recounting and 
clarifying the convoluted relations 
among Pakistan’s military, intelli-
gence and religious strongmen in 
a highly readable fashion, it could 
already be considered an important 
work. Were it simply focused on the 
extraordinary and uninterrupted 
string of corruption that has warped 
Pakistan’s political and economic 
development and paved the way for an 
unholy alliance between the military 
and radical Islamic leaders, it would 
still be worthwhile reading. Were it 

just a chronicle of Pakistan’s tenuous 
early existence, it would nonetheless 
be a timely reminder of the forces 
shaping contemporary Pakistani 
policy. And if it only outlined the trou-
bling reality that American military 
and economic aid has often strength-
ened Islamist and/or military power 
at the expense of civilian control, 
the opposite of its intended effect, it 
would constitute a useful policy tool.

But Pakistan: Between Mosque 
and Military does much more. 
Haqqani, a former policy advisor 
to three Pakistani prime ministers 
who now serves as a visiting scholar 
at the Carnegie Endowment for 
International Peace in Washington, 
provides a cautionary tale for demo-
cratic nationalists, asking and almost 
answering the question, “What is the 
rationale for a nation and on what 

ShoShana Bryen is Director of Special Projects at the Jewish Institute for 
National Security Affairs.

The Pakistani Paradox
Shoshana Bryen
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basis do people identify with it?”
America is based on its found-

ing documents. An immigrant can, 
in time and with legal sanction, 
“become American.” Place of birth, 
ethnic background, color and reli-
gion then become either the stuff of 
ethnic festivals or, more ominously, 
fodder for diversity training. On the 
other hand, to be German is a racial 
identity. And, as second and third 
generation Turkish-German (and 
North African-French) citizens have 
discovered, racial assimilation is not 
an option and cultural assimilation 
doesn’t work too well either.

So how much harder is it if there 
is neither a single bloodline nor a 
workable founding philosophy? What 
if you are Pakistan—ethnically, lin-
guistically, culturally and tribally 
diverse, with no raison d’être other 
than to be “not India”? How do you 
unify society? How do you create a 
founding myth that serves the people? 
Unfortunately for the Pakistanis, 
according to Haqqani, “the country 
was created in a hurry and without 
giving detailed thought to various 
aspects of nation and state building.” 
Instead, nationalist leaders chose 
the lowest common denominators: 
pan-Islamic ideology and the threat 
of India, giving enormous power to 
religious and military elites who over 
time became intertwined and linked 
by their desire for power.

While the chapters in Pakistan: 
Between Mosque and Military are 
not entirely chronological, they are 
arranged sensibly for understanding 
Pakistan as an ideology with a coun-
try, rather than as a country with an 
ideology. The chapter on the “Afghan 
Jihad” is worth the price of the book 
alone, outlining as it does the British 
and Russian roles in the region during 
the 19th Century, and detailing how 
Pakistan and Afghanistan have 

worked to undermine one another 
from the time of Pakistan’s birth 
to the present. Two other chapters, 
“From Islamic Republic to Islamic 
State” and “Military Rule by Other 
Means,” describe the early entry into 
politics of religious power brokers 
and the creeping Islamicization of 
Pakistan’s once adamantly secular 
military establishment.

In his conclusion, appropriately 
termed “From Ideological State to 
Functional State,” Haqqani offers a 
prescription for Pakistan’s ills, but 
the medicine is difficult to swallow. 
He calls for Islamabad to “redefine” 
its objectives and “focus on economic 
prosperity and popular participation in 
governance.” In other words, to find a 
new rationale for the country, one not 
focused on either India or Islam.

But how does one set about 
doing so? The United States, Haqqani 
writes, should “demand reform of 
those aspects of Pakistan’s gover-
nance that involve the military and 
security services,” and “no longer 
condone the Pakistani military’s sup-
port for Islamic militants, its use of its 
intelligence apparatus for controlling 
domestic politics, and its refusal to 
cede power to a constitutional govern-
ment.” And Washington should use 
money “as a lever to influence Paki-
stan’s domestic policies.” But “[b]oth 
Pakistan’s elite and their U.S. bene-
factors would have to participate” in 
such a process, Haqqani counsels.

To the extent that the U.S. can 
leverage a country to do the right 
thing for its people, it should. But 
after �00 pages spent examining the 
depth of corruption and incestuous 
relations between the military and 
religious elites, it is hard to under-
stand which Pakistanis will emerge 
as partners for any change in Amer-
ica’s approach. In this, and in this 
alone, Haqqani falls short.
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MaTTheW r. SIMMonS, Twilight 
in the Desert: The Coming Saudi 
Oil Shock and the World Economy 
(Hoboken, NJ: J.W. Wiley and 
Sons, Inc., 2005), 44� pp., $24.95.

In Twilight in the Desert, energy invest-
ment banker Matthew Simmons lays 
bare several important—and dis-
turbing—facts about Saudi Arabia’s 
energy future.

The first deals with the complete 
lack of transparency of the Saudi oil 
industry. Simmons states, and con-
vincingly shows, that what informa-
tion is released by the Kingdom’s 
oil authorities is carefully tailored 
to the perceived needs of the Saudi 
royal family and their interests, and 
bears little, if any, resemblance to 
reality. According to Simmons, Saudi 
authorities “refus[e] to provide cred-
ible data to support [their] claims 
about reserves, production rates, and 
costs.” As a result, there is no reliable 
estimate of Saudi oil reserves. While 
the Kingdom claims to have 260-plus 
billion barrels, Simmons tells us that 
this assertion could “merely reflect 
the competitive need of an otherwise 
minor nation to remain at the top of 
the OPEC reserves pecking order,” 
or serve as “an optimistic best guess as 
to how many barrels might ultimately 
be produced.”

Simmons’ second charge deals 
with the remarkable inability of the 

ARAMCO state oil company to make 
any major new discoveries over a very 
long period of time. “After 25 years 
of increasingly intense geological 
and geophysical efforts and equally 
intense exploratory drilling,” Sim-
mons writes, “Saudi Arabia failed to 
discover any significant new fields 
other than the series of complex, low-
productivity, tight reservoirs in the 
Hawtah Trend.” Indeed, what discov-
eries have been made fall far short of 
the size and quality of the super-giant 
oil fields upon which ninety-five per-
cent of Saudi output relies.

The third claim made by Sim-
mons is that Saudi oil output has 
already peaked, and whatever returns 
it now yields will be diminishing. His 
technical argument is that the major 
oil fields of Saudi Arabia—Ghawar, 
Safaniya, Abqaiq and Berri—are “now 
becoming mature,” meaning that they 
have been in production for a period 
typically associated with maturing 
(peaking). According to Simmons, a 
too-high pace of oil recovery, and an 
excessive injection of water to boost 
pressure, has watered down reserves 
and led to too-rapid depletion of recov-
erable petroleum. As a result, he pre-
dicts that Ghawar (the so-called “King 
of Oil Fields”) and other major fields 
are nearing peak production levels, 
and that the era of cheap Saudi oil is 
coming to a close. In the process, he 
sweeps away the absurd and comfort-
ing (and politically-biased) forecasts 

Smoke and Mirrors
Laurent Murawiec
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of an unlimited potential increase in 
Saudi capacities and output.

Simmons’ conclusions are 
striking. “The twilight of oil that is 
approaching in Saudi Arabia and 
across the entire Middle East will cer-
tainly make oil products much scarcer 
and less affordable,” he writes. “As 
twilight descends upon Saudi Arabia 
and other Middle East oil producers 
and they can no longer furnish as 
much oil as the world might need, 
energy planners and political leaders 
around the world must start prepar-
ing for the likely consequences of the 
growing scarcity and higher costs 
of the commodity that underpins 
modern society. Once Saudi Arabia’s 
oil output does start to fall, whenever 
that may happen, it will signal defini-
tively that the world’s oil supply has 
peaked…  To ignore the risk posed by 
this event any longer is foolish.”

True enough. But predicting the 
end of Saudi oil is a bit like predicting 
the “Big One” in California. “Noth-
ing is so useless as a general maxim,” 
Lord Macaulay once wrote. In the 
end, knowing something without 
knowing the “when” is close to know-
ing nothing.

Simmons correctly warns that 
the oil data is fraught with malicious 
manipulation, and is therefore utterly 
unreliable: nobody can realistically 
base a policy on it. He also warns that 
there are problems in the oil industry 
in the Middle East at odds with the 
rosy picture painted by ARAMCO 
and by OPEC. Indeed, the fact that for 
the longest of times the Saudis have 
enjoyed a pass on oil information (as 
well as on just about everything else) 
is both alarming and unacceptable. It 
ought to be U.S. policy that genuine, 
verifiable information on such a key 
commodity is indispensable. And the 
corresponding pressures should be put 
on the Saudis to make that happen.

But in order to share Simmons’ 
conclusions, we would have to be given 
more information. A comprehensive 
comparison between Saudi statistics 
and known data concerning geologi-
cally-similar and geographically-close 
oil fields in the rest of the Gulf would 
have helped to lift at least part of the 
veil of secrecy and obfuscation—and 
to buttress his assessments.

Another problem is present as 
well. Simmons’ technical expertise 
and familiarity with his subject is 
undeniable. But when he ventures 
into the political history of Saudi 
Arabia and the Middle East, the 
results are nothing short of disas-
trous. Simmons undertakes to dispel 
what he calls “negative stereotypes… 
ignorance and prejudice” regarding 
the Kingdom and its rulers. But in 
fact, he buys into the mythographic 
versions of Saudi history dispensed 
by the royal family and their pro-
pagandists lock, stock and barrel. 
King Abdelaziz ibn Saud is thus 
described as being “acutely aware of 
the potential for political disruption 
and violence stalking his kingdom 
as a result of Zionist efforts to create 
a Jewish homeland in Palestine”—a 
ludicrous claim which smacks of the 
standard ARAMCO/State Depart-
ment talking points, not to mention 
the violently-anti-Semitic hagiogra-
phies of Ibn Saud penned by Harold 
St. John Philby and other pro-Nazi 
converts to Islam. In this retelling, 
King Faisal is repeatedly exoner-
ated, and his orchestration of the 
oil crisis depicted as post-facto pun-
ishment of the United States “for its 
support for Israel in the 197� Middle 
East war.” This line of argument is 
laughable: anyone with knowledge 
of recent Middle East history knows 
that King Faisal knowingly funded 
the war preparations of Anwar Sadat. 
He was one of the two main causes of 
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that war. A closer reading of history 
tomes (such as John B. Kelly’s metic-
ulous Arabia, the Gulf and the West, 
perhaps) would have given Simmons 
the political and historical perspec-
tive his book sorely lacks.

In 197�, a Congressional inves-
tigation into the Oil Crisis criticized 
the (then-American) ARAMCO com-
panies for having been “blinded by a 
film of oil.” We can thank Mr. Sim-
mons for partially removing some of 
the smudge that has been deposited 
over the decades by the Saudi rulers. 
His book ought to spur Congress and 
public opinion to demand that the 
Executive Branch wake from its com-
placent slumber.
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flynT levereTT, Inheriting Syria: Bashar’s 
Trial by Fire (Washington, DC: Brookings 
Institution Press, 2005), 2�6 pp., $27.95.

Writing a living analysis of a dictator 
and his reign is a tricky affair. All too 
often, in their quest for objectivity, 
experts end up singing praises of a 
misunderstood “man of vision” that 
are very much at odds with history. 
In his day, Stalin had his share of 
starry-eyed supporters in academia 
and government alike, both in the 
United States and in Europe. Hitler 
did as well.

When it comes to the Middle 
East, this failing can be particularly 
acute. For many that seek to carve 
out their niche as experts in regional 
affairs, rare access to authoritarian 
rulers can be a powerful narcotic. It 
is rendered even more potent when 
that access is granted during particu-
larly trying times—say, the liberation 
of Iraq and a pivotal period of transi-
tion among one of the region’s most 
important states.

Flynt Leverett, a one-time CIA 
analyst and National Security Coun-
cil staffer who now works at the 
Brookings Institution’s Saban Center 
for Middle East Policy, is no stranger 
to this problem. During his tenure in 
government, Leverett was entrusted 
with the task of overseeing the Syria 
portfolio—a responsibility that he 
now has attempted to leverage into 

an insightful glimpse into a dictato-
rial dynasty historically shrouded in 
secrecy and intrigue.

Leverett, however, comes up 
short. His interviews with high-
ranking Syrian officials, including 
Syrian president Bashar Assad him-
self, are intended to provide readers 
with insights into the inner workings 
of the regime, and they do. But they 
also lack proper context. Instead of 
taking the regime to account for its 
substantial deformities (including sup-
port of terror elements in Iraq, Israel, 
and Lebanon, a burgeoning chemical 
weapon program and a vibrant mis-
sile trade with Iran and North Korea), 
Inheriting Syria paints Assad as a sort 
of reluctant prisoner, handicapped by 
a corrupt, non-functioning bureau-
cracy and an antiquated system of 
governance bequeathed to him by his 
late father. The young Syrian dicta-
tor, Leverett argues, must move cau-
tiously—and sometimes against his 
own “reformist” instincts—because 
of the challenge he faces from an 
“old guard” that sees little reason to 
accept substantive changes to the 
traditional, corrupt political and eco-
nomic system. He also stresses that 
Assad must deal with a tenuous geo-
political environment, including the 
rise of radical Islamist elements in 
other countries and a resurgence of 
Islamic conservatism in Syria itself.

In the process, Leverett makes 
clear that he is no fan of the Bush 

Assad’s Apologist
Oubai Shahbandar
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administration. He views its policies 
as too “black and white,” and ulti-
mately counterproductive. Instead, 
he proffers his own set of policy rec-
ommendations, all fundamentally 
predicated upon one common pre-
cept: that it is possible to work in good 
faith with the dictator in Damascus to 
achieve goals mutually beneficial to 
both Syria and the United States.

As Leverett sees it, engaging 
Syria strictly through a strategy pred-
icated upon the promotion of democ-
racy is a non-starter. If only the Bush 
administration would drop its aggres-
sive talk of democratization and its 
insistence on a moderation of Syrian 
rogue behavior, a middle ground 
could be found between Damascus 
and Washington. In Leverett’s eyes, 
U.S. and European demands toward 
Syria—which include political plural-
ism, a rollback of state support for 
terrorism, and accountability for the 
assassination of former Lebanese 
Prime Minister Rafiq Hariri—are 
politically untenable for a new dicta-
tor who desperately needs to main-
tain a strong semblance of authority.

The picture that emerges is pro-
foundly unflattering. Leverett has 
either fallen for Assad’s wily attempt 
at what the Russians call maskirovka, 
or become a willing participant in it. 
A full six years after his ascension to 
the Syrian presidency, and despite 
copious rhetoric to the contrary, 
Bashar Assad has evinced absolutely 
no indication of reform or moderation, 
either at home or abroad. Instead, 
like his father Hafez before him, 
Bashar has been able to quite literally 
get away with murder, as well as the 
proliferation of mayhem far beyond 
his country’s borders. His strategy 
for governance so far has been strik-
ingly familiar; generating crises 
abroad, providing low-level support 
for an array of terrorist entities, and 

entering into strategic alliances with 
North Korea and Iran, all based on 
the belief that the West does not have 
the political will or the desire to seri-
ously involve itself in Syrian affairs.

Yet, in Leverett’s retelling, 
Bashar is a “Macbeth-like figure” and 
Syria under the Ba’ath can be a useful 
contributor to U.S. security aims. The 
hope that Bashar will prove himself 
a true reformer and good faith actor 
reverberates throughout Inheriting 
Syria, and informs much of Leverett’s 
case for an American strategy of fatal 
half-measures. All the Bush adminis-
tration has to do is accede to the point 
that the regime is central to achiev-
ing stability in the Middle East, and 
therefore should be preserved.

Intended as a primer on a coun-
try that is slowly starting to take 
center stage on the American for-
eign policy agenda, Inheriting Syria 
offers few insights. At a time when 
the region as a whole is desperately 
in need of new and innovative ideas 
for governance and pluralism, Lev-
erett proffers only tired and failed 
ones. American policymakers—to 
say nothing of the Syrian people—
deserve far better.
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Pedro SanJuan, The UN Gang: A Memoir 
of Incompetence, Corruption, Espionage, 
Anti-Semitism and Islamic Extrem-
ism at the UN Secretariat (New York: 
Doubleday, 2005), 20� pp., $24.95.

Though the world has seen many 
acts of genocide, the actual term was 
only coined some sixty years ago. 
In 1944, international jurist Rafael 
Lemkin popularized the notion in the 
League of Nations of what he then 
termed as “barbarity” (the annihila-
tion of an ethnicity) and “vandalism” 
(the destruction of an ethnicity’s cul-
ture). Lemkin achieved his ultimate 
goal in 1951, when the League’s suc-
cessor, the United Nations, enacted 
the Convention on the Prevention 
and Punishment of the Crime of 
Genocide.

Lemkin’s timing could not have 
been better. In the post-World War II 
era, America and the world became 
painfully aware of Nazi efforts to 
systematically annihilate European 
Jewry. The resulting carnage was and 
remains so inexplicable that until one 
physically goes to visit the concentra-
tion camps, what took place during 
the years that Hitler governed East-
ern Europe cannot fully be grasped.

This historical context is impor-
tant if one seeks to fully understand 
the history of anti-Semitism in the 
global arena. Because, as Pedro San-
juan’s The UN Gang unflinchingly 

details, anti-Semitism lies at the very 
foundation of today’s United Nations, 
the same body that in its day accepted 
Lemkin’s definition of genocide.

The UN Secretariat, Sanjuan 
says, harbors a deep obsession with 
anti-Semitism, and a vocal ideologi-
cal opposition to both Zionism and 
the State of Israel. Over the years, 
Arab foes of both have capitalized 
upon these neuroses, using the UN 
as a vehicle to sway Western “hearts 
and minds” by depicting Zionism in 
the same manner as other fashion-
able enemies, such as communism 
and fascism. The institutionalization 
of this trend took place on Novem-
ber 10, 1975, when the UN General 
Assembly, by a wide margin, adopted 
a resolution declaring Zionism to be a 
form of racism.

The eminent scholar Bernard 
Lewis has explained that, in the eyes 
of Islamic radicals such as the Muslim 
Brotherhood, Jews are all defined as 
“genetically and ontologically evil.” 
Essentially the same categorical 
imperative drives much of the UN’s 
thinking when it comes to Israel.

Not surprisingly, the Palestin-
ian agenda—and sympathy for the 
Palestinian cause—has infiltrated 
every aperture of the buildings at 
Turtle Bay. It has engendered Arab 
and Western support for the dele-
gitimation of Israel, and facilitated 
comparisons between Nazism and 
Zionism—a false linkage that bol-
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sters Palestinian claims of oppres-
sion. Secretary General Kofi Annan’s 
recent appearance at a UN Pales-
tine Day event which astonishingly 
featured a map of the Middle East 
that conspicuously omitted Israel is 
emblematic of the way in which the 
UN has transformed itself into a pro-
paganda machine for such thinking.

This rot has penetrated into the 
UN’s specialized agencies, such as 
the United Nations Relief and Works 
Agency (UNRWA). A unique insti-
tution with no parallel in the UN 
system, UNRWA is dedicated solely 
to providing assistance to Palestinian 
refugees. Terrorism does not exclude 
one from being a part of UNRWA. 
In fact, quite the opposite is true; 
UNRWA-overseen hospitals and 
clinics routinely employ members of 
the Popular Front for the Liberation 
of Palestine (PFLP), Hamas and the 
Palestinian Islamic Jihad.

Israel dominates not only dis-
cussions of the Middle East, but also 
unconnected matters. Within the cor-
ridors of the UN, Sanjuan tells us, 
Israel is widely viewed as the most 
delinquent nation when it comes to 
human rights, well ahead of China, 
Sudan or North Korea. Indeed, the 
comparison of Israel to Nazi Germany 
and apartheid South Africa is taken as 
a “fact.” Israelis in the global arena are 
called brutal, racist and genocidal.

The UN’s deformities are cer-
tainly not confined to anti-Semitism. 
Sanjuan chronicles that for many UN 
delegates, diplomatic immunity has 
become synonymous with fraudulent 
and scandalous behavior—conduct 
which does not have any conse-
quences whatsoever. This status 
has allowed them to spread anti-
American, anti-Semitic and jihadist 
rhetoric right here in America.

All of this has been greeted by 
profound disinterest, if not active 

support, from the UN bureaucracy. 
Sanjuan recounts the reactions of 
then-Secretary General Javier Perez 
de Cuellar when faced with news of 
jihadist meetings in the Delegates 
Lounge: “but that is a private social 
club, so to speak. Anyone has a right 
to meet there and talk about any sub-
ject. Even Nazis can meet there for 
all I care.”

There is perhaps no better exam-
ple of the deep, systemic deformities 
plaguing the UN than the recent acri-
monious battle over the selection of 
John Bolton as U.S. envoy—a politi-
cal tug-of-war that closely mirrored 
the choice of Jeane Kirkpatrick for 
the same post in 19�1. Those who 
opposed Bolton’s and Kirkpatrick’s 
nominations objected in no small 
part to the manner in which they 
dealt with the anti-Semitic and anti-
American rhetoric, or with the terror-
ist ties that many UN member states 
brandish openly.

President Woodrow Wilson’s 
vision for the League of Nations 
as a forum of cooperation between 
nations was based upon the promo-
tion of democratic and free market 
values. Instead, the UN has turned 
into a major repository of the disease 
called anti-Semitism. And, instead of 
looking for a cure, UN members are 
actively looking for ways of spread-
ing this epidemic. Perhaps if more 
people read Sanjuan’s scathing cri-
tique, the world will have a better 
chance of transforming the UN into 
an international body that is actually 
representative of the totality of the 
global community.
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