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l. Introduction

| am grateful to the organisers for the opportunity of presenting today — for the first time
after its gpprova by the 44 Minigters Deputies of the Council of Europe — the Additiond
Protocal to the Convention on cybercrime concerning the crimindisation of acts of aracist
or xenophobic nature committed through computer systems. This Additiona Protocol has
been adopted by the Committee of Ministers of Foreign Affairs on 7 November 2002 and
will be open to Sgnature in January 2003.

1.  Background

Since the adoption in 1948 of the Universal Declaration of Human Rights, the interna-
tiond community has made important progressin the fight againg racism, racid discrimine-
tion, xenophobia and related intolerance. Nationd and internationd laws have been enacted
and anumber of international human rights instruments have been adopted, in particular, the
Internationa Convention of New Y ork of 1966 on the Elimination of All Forms of Racid
Discrimination, concluded in the framework of the United Nations needs to be mentioned
(CERD). Although progress has been made, yet, the desire for aworld free of racid hatred
and bias remains only partly fulfilled.

Astechnologica, commercia and economic developments bring the peoples of the
world closer together, racid discrimination, xenophobia and other forms of intolerance con-
tinueto exist in our societies. Globalisation carries risks that can lead to excluson and in-
creased inequality, very often dong racid and ethnic lines,

! The opinions expressed in this paper are those of the author and do not necessarily reflect those of the Council of
Europe.
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In particular, the emergence of internationd communication networks like the Internet
provide certain persons with modern and powerful means to support racism and xenophobia
and enables them to disseminate easily and widely expressions containing such idess. In or-
der to investigate and prosecute such persons, internationa co-operation is vitd. The Con-
vention on Cybercrime (ETS 185) was drafted to enable mutua ass stance concerning com-
puter related crimesin the broadest sense in a flexible and modern way.

The Convention on cybercrime, one of the mgjor achievements of the more than 50
year long Council of Europe treaty-making tradition, which was opened to signature in Bu-
dapest on 23 November 2001 and so far signed by 34 European and non-European States
and ratified by 1 State (Albania), has received strong support from law-mekers and practitio-
ners throughout Europe and beyond.

However, | will not hide from you that the Convention has also been criticised on vari-
ous grounds by a number of associations, particularly those active in the protection of free-
dom of expression, and aso by representatives of certain branches of industry. So has the
Additiona Protocol. However, | must say that | do not share most of the criticism made to
these texts and not for merdy “unilaterd” views.

The revolution in information technologies has changed society fundamentaly and
will probably continue to do so in the foreseeable future,

These developments have given rise to unprecedented economic and socia changes,
but they aso have adark side: the emergence of new types of crime aswell asthe commis-
son of traditiona crimes by means of new technologies.

The new technologies chalenge exigting lega concepts. Information and communica
tions flow more easily around the world. Borders are no longer boundaries to this flow.
Criminds are increasingly located in places other than where their acts produce their effects.
However, domestic laws are generdly confined to a specific territory. Thus solutions to the
problems posed must be addressed by internationa law, necessitating the adoption of ade-
quate internationd lega ingruments. The Convention on cybercrime and its Additiona Pro-
tocol am to meet this chalenge, with due respect to human rights in the new Informetion
Society. Both texts contain provisons concerning the following offences:
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o0 Computer-related offences: illegal access, illegd interception, data interfer-
ence, sysem interference, misuse of devices, computer-related forgery, com-
puter-related fraud.

o0 Content-related offences: child pornography (Art. 9 of the Convention on cy-
bercrime) and racism and xenophobia on the Internet.

The committee drafting the Convention discussed the possibility of including other
content-related offences, such as the digtribution of racist propaganda through computer sys-
tems. However, the committee was not in a position to reach consensus on the crimindisa-
tion of such conduct. While there was sgnificant support in favour of including thisasa
crimind offence, some del egations expressed strong concern about including such a provi-
sion on freedom of expression grounds. Noting the complexity of the issue, it was decided
that the committee would refer to the European Committee on Crime Problems (CDPC) the
issue of drawing up an additiona Protocol to the Convention.

The Parliamentary Assembly, in its Opinion 226(2001) concerning the Convention,
recommended immediately drawing up a protocol to the Convention under the title “ Broad-
ening the scope of the convention to include new forms of offence’, with the purpose of de-
fining and crimindising, inter dia, the dissemination of racist propaganda.

The Committee of Minigters therefore entrusted the European Committee on Crime
Problems (CDPC) and, in particular, its Committee of Experts on the Crimindisation of Acts
of aRacigt and xenophobic Nature committed through Computer Systems (PC-RX), with the
task of preparing adraft additiona Protocol, a binding lega instrument open to the signature
and ratification of Contracting Parties to the Convention, dedling in particular with the fol-
lowing:

I.  thedefinition and scope of dements for the criminalisation of acts of arac-
ist and xenophobic nature committed through computer networks, including the pro-
duction, offering, dissemination or other forms of digtribution of materias or mes-
sages with such content through computer networks,

ii. theextent of the gpplication of substantive, procedura and international
co-operation provisons in the Convention on Cybercrime to the investigation and
prosecution of the offences to be defined under the additiond Protocol.
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I1l. TheAdditiona Protocol

A.  Aims

The purpose of this Pratocal istwaofold: firstly, harmonising substantive crimind law
in the fight againg racism and xenophobia on the Internet and, secondly, improving interna-
tiona co-operation in thisarea. Thiskind of harmonisation dleviaes the fight againgt such
crimes on the nationd and on the internationd level. Corresponding offences in domestic
laws may prevent misuse of computer systems for aracist purpose by Parties whose lawsin
thisarea are lesswell defined. As a consequence, the exchange of useful common experi-
encesin the practical handling of cases may be enhanced too. Internationa co-operation (es-
peciadly extradition and mutud legal assstance) isfacilitated, e.g. regarding requiremerts of
double crimindity.

B. Structure

The Additiond Protocol contains four chapters. (I) Common provisions (containing in
particular the definition of “racist and xenophobic materid”), (1) Measuresto betaken at a
nationd level — substantive law, (111) Relationship between the Convention and the Addi-
tional Protocol and (1V) Find clauses.

C.  Common provisons

This part of the Additiona Protocol contains a definition of racist and xenophobic me-
terid. It refersto written materid (e.g. texts, books, magazines, statements, messages, etc.),
images (e.g. pictures, photos, drawings, etc.) or any other representation of thoughts or theo-
ries, of aracist and xenophobic nature, in such aformat that it can be stored, processed and
transmitted by means of a computer systlem. The definition contained in Article 2 of this Pro-
tocol refersto certain conduct to which the content of the materia may lead, rather than to
the expression of fedings/belief/averson as contained in the materid concerned. The defini-
tion builds upon exigting nationa and internationa (UN, EU) definitions and documents as
far aspossble.

Severd legd instruments have been elaborated a an internationd and nationa leve to com-
bat racism or xenophobia. The drafters of this Protocol took account in particular of (i) the
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Internationa Convention on the Elimination of All Forms of Racid Discrimination (CERD),
(ii) Protocol No. 12 (ETS 177) to the Convention for the Protection of Human Rights and
Fundamentd Freedoms (ECHR), (iii) the Joint Action of 15 July 1996 of the European Un-
ion adopted by the Council on the basis of Article K.3 of the Treaty on the European Union,
concerning action to combat racism and xenophobia, (iv) the World Conference against Ra-
cism, Racid Discrimination, Xenophobia and Related Intolerance (Durban, 31 August-8
September 2001), (V) the conclusions of the European Conference againgt racism (Stras-
bourg, 13 October 2000) (vi) the comprehensive study published by the Council of Europe
Commission againg Racism and Xenophobia (ECRI) published in August 2000
(CRI(2000)27) and (vii) the November 2001 Proposal by the European Commission for a
Council Framework Decision on combating racism and xenophobia (in the framework of the
European Union).

Article 10 of the ECHR recognises the right to freedom of expression, which includes
the freedom to hold opinions and to receive and impart information and idess. “Article 10 of
the ECHR is applicable not only to information and ideas that are favourably received or
regarded as inoffensve or as a matter of indifference, but dso to those that offend, shock or
disturb the State or any sector of the population” 2. However, the European Court of Human
Rights held that the State' s actions to redtrict the right to freedom of expression were prop-
erly judtified under the restrictions of paragraph 2 of Article 10 of the ECHR, in particular
when such ideas or expressions violated the rights of others. This Protocol, on the basis of
nationa and internationa instruments, establishes the extent to which the dissemination of
racist and xenophobic expressions and ideas violates the rights of others.

The definition contained in Article 2 refers to written materid (e.g. texts, books, maga-
Zines, statements, messages, €tc.), images (e.g. pictures, photos, drawings, etc.) or any other
representation of thoughts or theories, of aracist and xenophobic nature, in such aformat
that it can be stored, processed and transmitted by means of a computer system.

The definition contained in Article 2 of this Protocol refers to certain conduct to which
the content of the materid may lead, rather than to the expression of fedings/beief/averson
as contained in the material concerned. The definition builds upon existing nationa and in-
ternationa (UN, EU) definitions and documents as far as possible.

The definition requires that such materia advocates, promotes, incites hatred, dis-
crimination or violence. “Advocates’ refersto apleain favour of hatred, discrimination or
violence, “promotes’ refers to an encouragement to or advancing hatred, discrimination or
violence and “incites’ refersto urging others to hatred, discrimination or violence.

2 See in this context, for instance, the Handyside judgment of 7 December 1976, Series A, no. 24, p. 23, para. 49.
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Theterm “violence’ refers to the unlawful use of force, while the term “hatred” refers
to intense didike or enmity.

When interpreting the term “ discrimination”, account should be taken of the ECHR
(Article 14 and Protocol 12), and of the relevant case-law, aswell as of Article 1 of the
CERD. The prohibition of discrimination contained in the ECHR guarantees to everyone
within the jurisdiction of a State Party equdlity in the enjoyment of the rights and freedoms
protected by the ECHR itsdlf. Article 14 of the ECHR provides for agenera obligation for
States, accessory to the rights and freedoms provided for by the ECHR. In this context, the
term “discrimination” used in the Protocol refers to adifferent unjustified trestment given to
persons or to agroup of persons on the basis of certain characterigtics. In the severa judg
ments (such as the B gian Linguidtic case, the Abdulaziz, Cabaes and Bakandai judg-
ment3) the European Court of Human Rights sated that "a difference of trestment is dis-
criminatory if it *has no objective and reasonable judtification’, thet is, if it does not pursue a
‘legitimate a@m’ or if thereis not a ‘ reasonable relationship of proportiondity between the
means employed and the aim sought to be redised’ ™. Whether the treatment is discrimina-
tory or not has to be considered in the light of the specific circumstances of the case. Guid-
ance for interpreting the term “discrimination” can dso be found in Article 1 of the CERD,
where the term "racid discrimination” means “any digtinction, exclusion, retriction or pref-
erence based on race, colour, descent, or nationd or ethnic origin which has the purpose or
effect of nullifying or impairing the recognition, enjoyment or exercise, on an equd footing,
of human rights and fundamentd freedoms in the palitica, economic, socid, culturd or any
other fidd of public life’.

Hatred, discrimination or violence, have to be directed againgt any individua or group
of individuds, for the reason that they belong to a group distinguished by “race, colour, de-
scent or nationd or ethnic origin, aswdll asrdigion, if used as a pretext for any of these fac-
tors’.

It should be noted that these grounds are not exactly the same as the grounds con-
tained, for instance, in Article 1 of Protocol No. 12 to the ECHR, as some of those contained
in the latter are dien to the concept of racism or xenophobia. The grounds contained in Arti-
cle 2 of this Protocol are aso not identical to those contained in the CERD, as the latter dedls
with “racid discrimination” in genera and not “racism” as such. In generd, these grounds
are to be interpreted within their meaning in established nationd and internationd law and

% Abulaziz, Cabales and Balkandali, judgment of 28 May 1985, Series A no. 94, p. 32, para. 62; Belgian Linguistic
case, judgment of 23 July 1968, Series A no. 6, p. 34, para. 10.
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practice. However, some of them require further explanation asto their specific meaning in
the context of this Protocol.

“Descent” refers mainly to persons or groups of persons who descend from persons
who could be identified by certain characteristics (such as race or colour), but not necessarily
al of these characterigtics ill exist. In spite of that, because of their descent, such persons
or groups of persons may be subject to hatred, discrimination or violence. “ Descent” does
not refer to socid origin.

The notion of “nationa origin” isto be understood in a broad factua sense. It may re-
fer to individuds higtories, not only with regard to the nationdity or origin of their ances-
tors but also to their own nationd belonging, irrespective of whether from alegd point of
view they Hill possessit. When persons possess more than one nationaity or are stateless,
the broad interpretation of this notion intends to protect them if they are discriminated on
any of these grounds. Moreover, the notion of “nationd origin” may not only refer to the
belonging to one of the countries that is internationally recognised as such, but dso to mi-
norities or other groups of persons, with smilar characteristics.

The notion of “religion” often occurs in internationd instruments and nationd legida-
tion. The term refers to conviction and beliefs. The inclusion of this term as such in the defi-
nition would carry the risk of going beyond the ambit of this Protocol. However, religion
may be used as a pretext, an dibi or asubgtitute for other factors, enumerated in the defini-
tion. “Religion” should therefore be interpreted in this restricted sense.

A specificity of the offencesincluded is the express requirement that the conduct in-
volved is done “without right”. It reflects the ingght that the conduct described is not aways
punishable per se, but may be legd or judtified not only in cases where classcd legd de-
fences are gpplicable, like consent, sdlf defence or necessity, but where other principles or
interests lead to the excluson of crimind liakility (e.g. for law enforcement purposes, for
academic or research purposes). The Protocol, therefore, leaves unaffected conduct under-
taken pursuant to lawful government authority (for example, where the Party’ s government
actsto maintain public order, protect national security or investigate crimind offences).

Moreover, dl the offences contained in the Protocol must be committed “intentionally”
for crimindl liability to gpply. In certain cases an additiona specific intentiona eement
forms part of the offence. The drafters of the Protocol, as those of the Convention, agreed
that the exact meaning of ‘intentionally’ should be l€eft to nationd interpretation. Persons
cannat be hed crimindly liable for any of the offencesin this Protocal, if they have not the

-7-
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required intent. It is not sufficient, for example, for aservice provider to be hed criminaly
ligble under this provision, that such a service provider served as a conduit for, or hosted a
website or newsroom containing such materid, without the required intent under domestic
law in the particular case. Moreover, a service provider is not required to monitor conduct to
avoid crimind ligbility.

D. Crimind offences

The Additiona Protocol contains the following offences:

- Dissamination of racist and xenophobic materid through computer systems,
- Racigt and xenophobic motivated threet,
- Racigt and xenophobic motivated inault,

- Denid, grass minimisgtion, approva or judtification of genocide or crimes againgt
humeanity,

- Aiding and abetting any of the offences contained in the Protocol.

Dissemination of racist and xenophobic materia through computer systems: this Arti-
cle requires States Parties to crimindize distributing or otherwise making available racist and
xenophobic materid to the public through a computer system. The act of distributing or
making availableis only crimind if theintent is dso directed to the racist and xenophobic
character of the materid.

Theterm “to the public’ used in Article 3 makesiit clear that private communications
or expressions communicated or transmitted through a computer system fal outside the
scope of this provision. Indeed, such communications or expressons, like traditiona forms
of correspondence, are protected by Article 8 of the ECHR.

Whether a communication of racist and xenophobic materid is considered as a private
communication or as a dissemination to the public, has to be determined on the basis of the
circumstances of the case. Primarily, what counts is the intent of the sender that the message
concerned will only be received by the pre-determined receiver. The presence of this subjec-
tive intent can be established on the basis of a number of objective factors, such as the con
tent of the message, the technology used, gpplied security measures, and the context in
which the message is sent. Where such messages are sent at the same time to more than one
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recipient, the number of the recaivers and the nature of the relationship between the sender
and the receiver/sis afactor to determine whether such a communication may be consdered
as private.

Exchanging racist and xenophobic materid in chat rooms, posting Smilar messagesin
newsgroups or discussion fora, are examples of making such materia available to the public.
In these cases the materid is accessible to any person. Even when access to the materia
would require authorisation by means of a password, the materid is ble to the public
where such authorisation would be given to anyone or to any person who meets certain crite-
ria In order to determine whether the making available or distributing was to the public or
not, the nature of the relationship between the persons concerned should be taken into ac-
count.

Racigt and xenophobic motivated threat: Mogt legidation provide for the crimingisa-
tion of threat in generdl. The drafters agreed to stress in the Protocol that, beyond any doulbt,
threats for racist and xenophobic motives are to be crimindized.

Thenotion of “threat” may refer to a menace which creates fear in the personsto
whom the menace is directed, that they will suffer the commission of a serious crimind of-
fence (e.g. affecting the life, persona security or integrity, serious damage to properties, etc.,
of the victim or their relatives). It is|eft to the States Parties to determine what is a serious
crimind offence.

According to this Article, the threat has to be addressed either to (i) a person for the
reason that he or she belongs to a group, distinguished by race, colour, descent or nationa or
ethnic origin, aswel asrdigion, if used as a pretext for any of these factors, or to (i) a
group of persons which is distinguished by any of these characteridtics. There isano restric-
tion that the threat should be public. This Article dso covers threats by private communica-
tions.

Racist and xenophobic mativated insult: Artide 5 dedls with the question of insulting
publicly a person or agroup of persons because they belong or are thought to belong to a
group distinguished by specific characterigtics. The notion of “insult” refersto any offengive,
contemptuous or invective expression which prgudices the honour or the dignity of a person.
It should be clear from the expression itsdf that the insult is directly connected with the in-
sulted person’s belonging to the group. Unlike in the case of threat, an insult expressed in
private communications is not covered by this provison.
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Denid, gross minimisation, approva or judtification of genocide or crimes againgt
humeanity: In recent years, various cases have been dedlt with by nationa courts where per-
sons (in public, in the media, etc.) have expressed ideas or theories which aim a denying,
grosdy minimising, approving or judtifying the serious crimes which occurred in particular
during the second World War (in particular the Holocaust). The motivation for such behav-
iours is often presented with the pretext of scientific research, while they redly am at sup-
porting and promoting the palitica motivation which gave rise to the Holocaust. Moreover,
these behaviours have dso inspired or, even, stimulated and encouraged, racist and xeno-
phobic groups in their action, including through computer systems. The expression of such
ideas inaults (the memory of) those persons who have been victims of such evil, aswell as
ther rdatives. Findly, it threatens the dignity of the human community.

Article 6, which has asmilar structure as Article 3, addresses this problem. The draft-
ers agreed that it was important to crimindize expressons which deny, grossy minimise,
approve or judtify acts condtituting genocide or crimes againgt humanity, as defined by inter-
nationa law and recognised as such by fina and binding decisions of the Internationa Mili-
tary Tribunal, established by the London Agreement of 8 April 1945. This owing to the fact
that the most important and established conducts, which had given rise to genocide and
crimes againgt humanity, occurred during the period 1940-1945. However, the drafters rec-
ognised that, since then, other cases of genocide and crimes againgt humanity occurred,
which were strongly motivated by theories and ideas of aracist and xenophobic nature.
Therefore, the drafters considered it necessary not to limit the scope of this provison only to
the crimes committed by the Nazi regime during the 2nd World War and established as such
by the Nuremberg Tribunal, but aso to genocides and crimes againgt humanity established
by other internationa courts set up since 1945 by reevant internationa legd instruments
(such as UN Security Council Resolutions, multilaterd treeties, etc.). Such courts may be,
for ingance, the Internationd Crimina Tribunas for the former Y ugodavia, for Rwanda, the
Permanent Internationd Crimind Court. This Article dlowsto refer to find and binding
decisons of future internationa courts, to the extent that the jurisdiction of such acourt is
recognised by the Party signatory to this Protocol.

The provison isintended to meke it clear that facts of which the historica correctness
has been established may not be denied, grosdy minimised, approved or justified in order to
support these detestable theories and idess.

The European Court of Human Rights has made it clear that the denid or revision of
“clearly established higtorica facts— such asthe Holocaust — [ ...] would be removed from
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the protection of Article 10 by Article 177 of the ECHR (seein this context the Lehideux and
Isorni judgment of 23 September 1998)4.

Aiding and abetting: The purpose of this article isto establish as crimina offences aid-
ing or abetting the commission of any of the offences under the Protocol. Contrary to the
Convention, the Protocol does not contain the criminaisation of the attempt to commit the
offences contained in it, as many of the criminalized conducts have a preparatory nature.

Liability arisesfor aiding or abetting where the person who commits a crime estab-
lished in the Protocol is aided by another person who aso intends that the crime be commit-
ted. For example, dthough the transmission of racist and xenophobic materid through the
Internet requires the assistance of service providers as a conduit, a service provider that does
not have the crimina intent cannot incur ligbility under this section. Thus, there is no duty
on asarvice provider to actively monitor content to avoid crimind liability under this provi-
son.

Aswith al the offences established in accordance with the Protocol, aiding or abetting
must be committed intentionally.

E.  Procedurd powers, jurisdiction and internationa co-operation

The provisions of the Convention concerning the above matters apply or have to be ex-
tended, as the case may be, to the Additional Protocol.

Procedura powers:. the provisions of the Convention, which States are required to extend to
the offences contained in the Protocol as well, seek to establish common rules concerning
procedura powers, either by adapting some traditional procedural measures, such as search
and saizure, to the new technologica environment or by creeting new measures, such as ex-
pedited preservation of data, in order to ensure that traditional measures of collection, such
as search and saizure, remain effective in the volatile technologica environment. As datain
the new technologica environment is not dways satic, but may be flowing in the process of
communication, other traditiona collection procedures relevant to telecommunications, such
as real-time collection of traffic data and interception of contert data, have aso been adapted
in order to permit the collection of eectronic datathat isin the process of communication.

4 Lehideux and Isorni judgment of 23 September 1998, Reports 1998-V/11, para. 47.
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The use of these procedures will make it possible to find and gather eectronic evi-
dence, relaing to both the offences set out in the Convention (e.g. child pornography) and
other offences (e.g. money laundering). The procedurd-law section istherefore broader in
scope than the substantive-law section: it will be possible to use the different types of inves-
tigative powers in cases where an offence is committed by means of acomputer sysem or in
which evidence of acrimeis eectronic.

The text concerns only specific crimina investigations and cannot be used, as some people
Sseem to suspect, to set up awidespread “ Orwdlian” system of dectronic surveillance. It
will undeniably make it possible to seize data, or to oblige the person who possesses the data
in question to disclose it, or to preserve data for the purposes of the investigation, but the
Convention does not require and cannot judtify the surveillance of persond communications
or contacts by ether service providers or law enforcement agencies, unlessthereis an offi-
cid crimind investigation. All these provisonsam a permitting the obtaining or collection

of datafor the purpose of specific crimind investigations or proceedings. The drafters of the
Convention discussed whether the Convention should impose an obligation for service pro-
vidersto routingly collect and retain traffic data for a certain fixed period of time, but did not
include any such obligation due to lack of consensus.

In addition, the drafters have included alarge number of procedura guarantees, which
will make it possible to prevent any abuse of the procedures it defines. Firgt of dl, the text
spells out that the introduction, implementation and application of the powers and proce-
dures set out in the Convention will be subject to the conditions and safeguards provided for
by the domestic law of each Party, having regard to the need for adequate human rights pro-
tection, especidly as defined in the rlevant internationd instruments (in particular the
ECHR and the International Covenant on Civil and Political Rights). It also advocates that,
before gpplying the measures envisaged, future Contracting states should ensure that these
are proportiond to the nature of and circumstances surrounding the offence under investige
tion. Findly, the text stipulates, with regard to each procedure, that the relevant domestic
conditions and safeguards must be applied; contracting states will therefore be required to
gpply exigting sefeguards to investigations, for example, making them conditiona on au-
thorisation from ajudge or minister, depending on the country concerned. 1t should aso be
reglised that it would have been impossible to harmonise these procedura safeguards, if only
at European level. However, these safeguards do exist in the member states domestic law
and are supposad to provide asimilar level of human rights protection throughout the conti-
nent.

-12 -
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The convention deals with the following powers.

expedited preservation of stored computer data;

expedited preservation and partia disclosure of traffic data;
production order;

search of computer systems,

seizure of stored computer data;

real-time collection of traffic data;

N o o w DN

interception of content data.

Internationa Co-operation: This part of the Convention, which States are required to extend
to the provisions contained in the Protocol aswell, is, in the eyes of many, the most
important, as it makes it possible to implement the rgpid and effective co-operation required
in investigations into computer-related crimes. Where éectronic evidence - whichisvery
voldaile by nature - is concerned, it is essentid that law-enforcement agencies should be able
to carry out investigations on behdf of other states, and pass on the information with greater
ragpidity. In addition to traditiona forms of internationa co-operation on crime (mutud
assstance and extradition) the convention stipulates thet Contracting states should apply the
procedures set out in the preceding part of the Convention as new forms of mutud assistance
(for example the seizure or preservation of data on behdf of another Party). Clearly, one of
the fundamental objectives of the convention isto enable the application of common
computer-crime specific procedural powers at an internationa leve, through arange of
cooperation channds, including existing mutua ass stance arrangements and dso new
avenues (the 24/7 network).

The Convention makes clear that international cooperation is to be provided among contract-
ing states “to the widest extent possible.” This principle requires them to provide extensive
cooperation to each other, and to minimize impediments to the smooth and rapid flow of
informetion and evidence internationdly. The genera scope of the obligation to cooperate
stems from that of the procedura powers defined by the treaty: cooperation isto be provided
in relaion to the offences established by it, aswell asdl to crimind offences related to com-
puter systems and data and to the collection of evidence in eectronic form of acrimind of-
fence. This meansthat either where the crime is committed by use of acomputer system, or
where an ordinary crime not committed by use of a computer system (e.g., a murder) in
volves eectronic evidence, the convention is gpplicable.

The Convention dso creates the legd badsfor an internationa computer crime-specific as-
sstance network, anetwork of national contact points available on a permanent basis (“24/7
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network”™). As has been previoudy discussed, effective combating of crimes committed by
use of computer systems and effective collection of evidence in dectronic form requires very
rapid response. Moreover, with afew keystrokes, action may be taken in one part of the
world that ingtantly has consequences many thousands of kilometres and many time zones
away. For this reason, existing police cooperation and mutua assstance moddlities require
supplementa channds to address the chalenges of the computer age effectively. The chan
nel established in the convention is based upon the experience gained from an dready func-
tioning network created under the auspices of the G8 group of nations. Under the conven
tion, each Party has the obligation to designate a point of contact available 24 hours per day,
7 days per week in order to ensure immediate assstance in investigations and proceedings
within the scope of the convention. The establishment of this network is among the most
important means provided by the convention of ensuring that contracting states can respond
effectively to the law enforcement chalenges posed by computer- crime. This network will
not replace but supplement the more traditional channels of cooperation.

Each nationd 24/7 point of contact isto ether facilitate or directly carry out, inter dia,
the providing of technica advice, preservation of data, collection of evidence, giving of legd
information, and locating of suspects. States can determine where to locate the point of
contact within its law enforcement structure: some may wish to house the 24/7 contact
within the central authority for mutua assstance, some may believe that the best location is
with a police unit gpecidized in fighting computer-crime. Since the 24/7 contact isto
provide both technical advice for sopping or tracing an attack, as well as such internationa
cooperation duties as locating of suspects, there is no one correct answer, and it is
anticipated that the structure of the network will evolve over time. The convention provides
among the critical tasks to be carried out by the 24/7 contact the ability to facilitate the rapid
execution of measuresif it does not carry them out directly itself. For example, if aParty’s
24/7 contact is part of a police unit, it must have the ability to coordinate expeditioudy with
other rlevant components within its government, such as the centra authority for
international extradition or mutua assistance, in order that appropriate action may be taken
at any hour of the day or night. Moreover, 24/7 contacts must have the capacity to carry out
communications with other members of the network on an expedited basis and have proper
equipment. Up-to-date telephone, fax and computer equipment will be essentiad to the smooth
operetion of the network, and other forms of communication and analytical equipment will
need to be part of the system as technology advances. The convention a so requires that
personnel participating as part of a national team for the network be properly trained regarding
computer- or computer-related crime and how to respond to it effectively.

Findly, it hasto be noted with respect to internationa cooperation that there are no
plans, at this stage, for genuine cross-border investigations, such as cross-border searches
into computer systems, because the negotiating states were unable to agree on such arrange-
ments.

-14 -



International Journal of Communications Law and Policy

Issue 7, Winter 2002/2003

Jurisdiction: Amongst the various important issues addressed by the Convention and which
aoply to the Protocol aswdll, thereis certainly the question of jurisdiction in relation to
information technology offences, e.g. to determine the place where the offence was
committed (locus ddlicti) and which law should accordingly apply, including the problem of
ne bisidem in the case of multiple jurisdictions and the question how to solve positive
jurisdiction conflicts and how to avoid negetive jurisdiction conflicts.

This provision establishes a series of criteria under which Contracting Parties are obliged to
establish jurisdiction over the crimind offences enumerated in Articles 2- 11 of the Conven-
tion.

To deter and punish domestic crimes, States must have the ability to investigate and prose-
cute crimes established by the Convention that are committed in itsterritory and paragraph 1
litteraa, which is based upon the principle of territoridity, requires States to do so.

The mgority of States participating in the negotiations also recognised jurisdiction over cy-
bercrime committed extraterritorialy in certain cases, ie. over their nationds or if the crime
is committed on a boat or a plane that they had registered and paragraphs 1b.c.d require ju-
risdiction to be established for these cases aswell, with afull or partia reservation possibil-
ity for those States whose legal system does not alow agpplication of these principles of ex-
traterritorial scope.

This provison dso requires States exercising jurisdiction to coordinate their effortsin ap-
propriate cases, eg. when the targeted victims are located in different countries. In this case,
co-ordination of such investigation and prosecution is vitd to maximise the effectiveness of

the fight againgt cybercrime.

IV. Conduson

It isclear that globa threats and chalenges need globa responses. For this reason, the
fight againgt cybercrime in genera and racist and xenophobia on the Internet in particular, is
carried out within the Council of Europe involving some non-European States in the negotia-
tions process and opening the resulting treaties to their Sgnature. As a consequence, the
USA, Mexico, Japan, Canada and SouthAfrica have signed the Cybecrime Convention and
are likely to sgn aso the Additiona Protocol.

Thewww isanew world. A world in which relationships between individuds take
place and on and through which crimes are committed. Sdf-regulation is, unfortunately, not
enough. The Council of Europe, which has been protecting for more than 50 yearsin thered
world, individuds' rights and freedoms through its European Court of Human Rights, seeks
to protect the same rights and freedoms mutatis mutandis in the virtua world with certain
safeguards. Thisisal the Additiona Protocol does: it establishes the extent to which the
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dissemination of racist and xenophobic expressons and idess violates the rights of others
and crimindises accordingly certain conducts.

Finally, there needs to be closer co-operation between law-enforcement authorities and
ISPs, within an internationally agreed legd framework: | am convinced that the new Council
of Europe Protocol provides for such aframework.
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