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Dual-Use Technology in an Age of Global Transpareng)

John Baker, Kevin O’Connell, and John Robertson

Earth-orbiting satellites and manned
spacecraft have been collecting images of
the Earth’s surface for more than four
decades. Nonetheless, a major change is
occurring as high-resolution satellite
images become available for the first time
to a broad range of states and non-state
actors. This article examines some of the
policy issues that commercial observation
satellites raise for U.S. policymakers, who
are concerned with both the potential
benefits and risks of this dual-use infor-
mation technology.

Expanding Global Access. During
the Cold War years, the United States
and Soviet Union were the only states
with access to high-resolution military
reconnaissance satellites to help them
keep track of worldwide developments.
This situation fundamentally changed
after the Cold War as the U.S. and Russ-
ian governments allowed high-resolu-
tion satellite images to become publicly
available. These governments took sepa-
rate steps to declassify older military
reconnaissance images, such as the earli-
est U.S. CORONA satellite images that
are now publicly available from govern-
ment archives. Even more important,
both governments authorized commer-
cial enterprises to sell high-resolution
satellite images. These steps fundamen-
tally opened the door to satellite imagery
data, which is now available to a wide
range of users with few government
restrictions.
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Several U.S. firms have received U.S.
government licenses to build and operate
their own commercial observation satel-
lites. Despite some initial failures, two
U.S. firms are currently operating their
own imaging satellites. The IKONOS
satellite, owned by Space Imaging, Inc.,
became the world’s first operational
commercial observation satellite in mid-
1999. Another U.S. firm, DigitalGlobe,
Inc., launched its QuickBird commercial
observation satellite in 2001. Both satel-
lites collect high-resolution panchro-
matic (black and white) images at greater
than one-meter resolution. At this reso-
lution, imagery interpreters can distin-
guish between objects as small as cars,
trucks, and aircraft. These satellites also
collect multispectral (color) images at
slightly lower resolutions, which are bet-
ter suited for distinguishing between veg-
etation and soil types. Both U.S. firms
sell their satellite images to a broad range
of domestic and international customers.
Their global reach is extended through
international partnerships with foreign
governments and private firms. Other
U.S. firms have plans to acquire their
own imaging satellites, although most are
making slow progress toward an initial
satellite launch.
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A growing number of foreign imaging
satellites are also expected to become
available for commercial use in the next
few years, further increasing the overall
supply in the international market for
high-resolution satellite images and
imagery-related information products.
For example, SPOT-5, a French civilian
satellite, and the EROS-AI satellite,
operated by ImageSat International, an
Israeli-led private consortium, are
among the first non-U.S. sources of
high-resolution satellite images. Along
with more satellites from these compa-
nies, several other countries (e.g., Cana-
da, China, Germany, India, Italy, Japan,
South Korea, and Taiwan) are working to
launch new civilian or commercial imag-
ing satellites, with plans to sell or broad-
ly distribute high-resolution images.

Unlike declassified satellite images,
which have mainly historical value, the
new commercial and civilian observation
satellites offer various users detailed and
timely information on human activities
and natural developments occurring
almost anywhere in the world. This new
situation means that high-resolution
images are not only available to almost all
governments, but also to a potentially
broad range of non-state actors, includ-
ing the news media, non-governmental
organizations (NGOs), and businesses.

Dual-Use of Satellite Images.
There is still considerable debate over the
potential risks and benefits of this new
proliferation of satellite technology.
Some observers believe that greater access
to high-resolution satellite images is
beneficial because it contributes to grow-
ing global transparency. This perspective
holds that providing all governments,
multinational organizations, and non-
state actors an additional information
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source for global monitoring of poten-
tially significant human and natural
developments is a positive development.
However, others have warned that poten-
tial adversaries will exploit this dual-use
technology for less benign purposes,
such as trying to gain an intelligence or
military edge over neighboring states.*
The new generation of non-military
imaging satellites is well-suited for sup-
porting a wide range of civilian and com-
mercial applications. Civilian uses
include natural resources monitoring,
disaster assessments, and general public
planning. New types of commercial
applications include planning for utili-
ties, precision agriculture, and infra-
In addition,

high-resolution imagery offers novel

structure assessments.?

types of users, such as NGOs, new
opportunities for monitoring what is
occurring in areas where governments or
others might want to avoid public atten-
tion. Some current examples of “imagery
activism” include revealing and assessing
suspected sites of weapons of mass
destruction in closed societies (e.g., Iraq,
North Korea) or human rights concerns
(e.g., images of North Korean labor
camps or the urban devastation of
Grozny resulting from Russian combat
operations in 1999).* Based on past
experience, satellite images are likely to
support future efforts at settling territo-
rial disputes and monitoring compliance
with confidence-building measures.®

As a dual-use technology, satellite
imagery also is quite suitable for support-
ing military operations. During the First
Gulf War, the United States took advan-
tage of lower-resolution Landsat and
SPOT civil satellite images to help ana-
lyze terrain and plan various military
missions, while sharing these overhead
images with its coalition partners. The
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new commercial and civil observation
satellites produce images that are even
more relevant to supporting military and
intelligence missions because these satel-
lite systems promise more timely delivery
of higher resolution imagery data.
Besides the United States and its allies,
potential adversaries and regional rivals
will be interested in using this new infor-
mation tool. Aggressive states might
exploit their unprecedented access to
commercial and civilian satellite images
to gain an information edge over region-
al rivals or to conduct operations against
ethnic subgroups in their own countries.
Some states might attempt to use such
satellite images in monitoring the activi-

U.S. Policy Implications. The
age has heralded an

unprecedented flow of raw information,

information

including satellite imagery data, across
international borders. The growth of the
Internet and affordable computing power
has greatly facilitated the global spread of
information products and tools, and the
ability of the United States to control this
flow is limited at best. If the U.S. govern-
ment chooses to curtail and delay the flow
of satellite technology and image products
abroad, then foreign customers will sim-
ply look elsewhere. This will strengthen
foreign industry and give greater encour-
agement to indigenous satellite programs,
including imaging satellite systems.

Rather than tl‘ylng to control the spread

of information technologies, the Unite

States

is in a better position to help channel

information trends.

ties of U.S. military forces. However,
translating imagery data into a significant
intelligence or military edge requires
expertise, technology, and experience
that are probably beyond the near-term
capabilities of most countries considered
threats to the United States and its allies.

Aggressive non-state actors, such as
terrorist groups, are likely to be less
interested in satellite images than with
other information technologies (e.g.,
cell phones and Internet communica-
tions) in performing their activities. Giv-
en that terrorist groups can often obtain
more detailed and timely information on
“soft targets” using ground-level recon-
naissance or insider sources, they may
not view satellite images as an important
information source.

Realization of the inevitable diffusion
of imaging technologies led U.S. policy-
makers in the mid-1990s to permit sever-
al American firms to develop and operate
their own high-resolution imaging satel-
lites.® The new U.S. Commercial Remote
Sensing Policy released last month by the
White House builds
approach, although with greater recogni-

on this basic
tion that U.S. federal agencies are a major
customer for U.S. firms and with reforms
on restrictions on the export of compo-
nents, turnkey systems, and data. The
success of this policy for U.S. leadership
in commercial obvservation satellites

remains to be seen.

Conclusions. Whether desired or not

by policymakers, the information age
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trends that help foster growing global
transparency are unlikely to be reversed.
The widespread accessibility of satellite
imagery is emblematic of the diffusion of
information age technologies, as well as
institutional pressures for revealing
information. Rather than expending
efforts trying to control the spread of
information technologies, the United
States is in a better position to help chan-

nel information trends through techno-
logical leadership. In terms of satellite
imagery, such policies should encourage
global access to the diverse benefits of
steadily improving commercial and civil-
ian observation satellites while helping to
limit the potential risks of hostile states or
non-state actors being able to effectively
use such satellite imagery data for their
aggressive purposes.
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in an Age of Transparency

Kristin Lord

Innovations in information technology
have changed the conduct of diplomacy.
Some opinion leaders theorize that these
innovations also will have dramatic
effects on war and peace and, more
specifically, that the information age will
usher in a more peaceful world. The
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scope of their beliefs ranges from
intense optimism to measured hopeful-
ness that greater international trans-



