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o one expected the Internet, originally a set of new communications 
protocols designed to make telecommunications more efficient and 
survivable, to reshape business, politics and military conflict. The Clinton 

administration commercialized the Internet in the early 1990s. There was an immensely 
rapid uptake by businesses and consumers, followed shortly thereafter by a strong interest 
among militaries and intelligence agencies as to how to exploit the new technology.  
 

While a 1995 cover story for Time Magazine was entitled “Onward Cyber 
Warriors,” the desire to use the Internet as a weapon outpaced the ability of the new 
technology to cause damage. We did not depend as much on networks in 1995, and we 
were not as connected globally. This has changed markedly in the last five years. 
 

Businesses found that using the new Internet protocols let them be more efficient 
and lower costs. Companies could replace critical infrastructure control systems, which 
once ran over dedicated telephone lines and used proprietary programs, with commercially 
available software that ran over the Internet. There were large savings, but also a large 
increase in risk. It is difficult to break into a dedicated telephone line and decipher 
proprietary programs. It is much simpler, as we have discovered, to “hack” into the 
Internet.  
 

The developers of the Internet did not pay attention to security. It was a closed 
military project used by a small community of scientists, engineers, and military officials. 
Some of the Internet pioneers also had strong views on the role of government and its 
relations to innovation, and they sought to build a system that was open, encouraged easy 
connectivity, was non-hierarchical in its makeup, and did not use a strong, organized 
system of governance based on nation-states. The intent would be a self-organizing 
community where innovation would flourish. 
 

This vision has been hugely successful in creating a new global infrastructure to 
which hundreds of millions of people and devices connect and, increasingly, rely upon. 
But the lack of emphasis on security also created huge new vulnerabilities. The technology 
of the Internet was not built with network security in mind. Computers were once large, 
expensive, machines, unconnected to anything else. Secure the building that housed them, 
and they were secure. Then came the personal computer, small, cheap, but also not 
connected to anything else. Secure the building and the computer was secure. In both 
cases, an attacker needed physical access. 
 

N 
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The Internet changed that. You no longer need physical access to share data, 
communicate, or attack. The global spread of high-speed fiber optic networks increased 
both benefit and risk. These networks use light pulses to communicate. At the speed of 
light, Beijing is as close as the house across the street. Distance is no longer a barrier or a 
protection. 
 

Militaries began to plan for how to attack over the Internet more than a decade ago. 
Today, perhaps half a dozen countries have advanced cyber capabilities—the United 
States, United Kingdom, Russia, China, Israel and one or two others. These countries 
could, if they wished, launch cyber attacks against an opponent’s critical infrastructure. 
 

Of course, they will not do this, any more than they would randomly shoot a 
missile or launch an aircraft against a potential opponent. We are likely to see a cyber 
attack by an advanced nation state only as part of some larger conflict. Even then, there 
may be a degree of hesitation. It is one thing to attack the networks of US military forces, 
for example, and something else to attack civilian targets in the American homeland. 
Cyber attack carries political risks that constrain its use.  
 

Additionally, a cyber attack will not be decisive. Large industrial countries are not 
easily defeated by a single strike unless it involves nuclear weapons, and cyber attack 
carries nowhere near the punch of an atomic bomb. There is military value in cyber attack, 
but not enough to justify random actions or stand-alone assaults. Governments will be 
cautious to avoid any action in cyberspace that could justify the use of force in response.  
 

Cyber war is unlikely, but cyber espionage is routine. Stealing information from 
opponents by penetrating their computer networks is a daily occurrence. The Internet 
allows the extension of the collection of signals intelligence, a long-standing mode of 
technical collection, and advanced nations do not hesitate to use it. The United States, 
being the most reliant on computers and the nation that most rapidly adopted and 
incorporated the new technologies into daily practice, is in some ways the most vulnerable, 
and the losses of government and military data and from industrial espionage have been 
immense.  
 

This sort of statement always sounds like an exaggeration, and much of the 
discussion of cyber conflict is marked by hyperbole and hysteria. But informational losses 
can be documented. The State Department lost terabytes of information in a 2007 
penetration probably launched by China. (A terabyte is the electronic equivalent of 
thousands of pages of documents.) The Department of Defense also lost similar amounts of 
unclassified data, as did the Departments of Commerce and Energy, and NASA. More 
troubling, an unidentified foreign intelligence agency was able to penetrate in December 
2008 a classified Defense Network used by Central Command. 
 

Part of the espionage activities of our potential opponents includes reconnaissance 
and targeting of critical infrastructure, such as the electrical grid, to prepare for attack in 
the event of war. This is not unusual. Russia has long-range missiles and has used satellite 
imagery and other intelligence from the United States to target them; it has done something 
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similar for cyber attack. The difference is that while only a few nations can afford long-
range missiles, many nations can afford cyber attack.  
 

So our major opponents have done the reconnaissance necessary to launch cyber 
attacks against critical infrastructure in the event of war. We have done the same. The 
electrical grid is a prime target for such attacks. We know that Warsaw Pact plans for an 
attack against Europe made strikes against the grid one of the initial moves. Planning for 
strategic bombing always targeted electrical power generation, going back as far as the 
RAF raids on the Ruhr dams in World War II. And guerrilla groups make it a priority to 
attack substations, pull down transmission lines and otherwise strike electrical power 
generation and supply. Cyber war will be no different. 
 

The good news for our opponents is that we have done very little to defend 
ourselves. Some of this reflects ideology—Americans prefer market-based solutions and 
are slow to regulate new technologies, but the market has failed to deliver the level of 
protection necessary when it comes to national security. Some of this reflects the sad state 
of American politics, where partisan ideology and powerful business interests make it hard 
to launch new initiatives. The long era of deregulation that culminated in the Wall Street 
crash also shaped our approach to cyber security, but hopefully without the same dramatic 
denouement.  
 

Nor will it be easy to secure critical networks. We are all familiar with the 
successful penetration of Google at the beginning of 2010. One of the most sophisticated 
technology companies in the world was no match for foreign militaries and intelligence 
services. This should not be a surprise. We do not ask airlines to protect our airspace 
against foreign militaries, and we should not ask companies to defend us from 
sophisticated foreign opponents if we expect to succeed. 
 

Our answer to the question as to whether we should regulate critical infrastructure 
to ensure better cybersecurity depends in part on when we would like to be secure. Left to 
its own pace, industry and technology may well be secure in a decade or two. If we are 
willing to remain vulnerable for that period, let nature take its meandering course.  
 

But there is a problem. Nations are unlikely to attack randomly or at a whim (North 
Korea being perhaps the only exception to this statement). The same is not true for jihadis, 
and this could include organized groups like Hamas, Hezbollah or al-Qaeda, or chance 
collections of disaffected youths in Hamburg, Lahore or Detroit. They would like to strike 
the United States, electrical grids are a normal target, and when they get the capability, the 
chance of an attack will increase significantly.  
 

It is likely that jihadis do not have this capability now. If they did, they would use 
it. But one thing we know about cyber attack is that it gets easier every year. There is a 
thriving black market in cyber crime tools and the attack techniques developed by nations 
eventually flow out into this black market—call it the commodization of cyber attack. 
Judging from earlier episodes, we could expect to see reasonably effective attack 
techniques reach commodity status in perhaps five to ten years.  
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There is the race. Perhaps ten to twenty years for better security if there is no 
government intervention. Five to ten years for opponents who are unlikely to be deterred 
from acquiring the capability for a strike. Some in the cybersecurity community talk about 
a “cyber 9/11” and how the United States will not do what it needs to do to secure itself 
until this occurs. Again, this smacks of hyperbole and exaggeration, but there is not enough 
hyperbole and exaggeration in this statement for us to reject it entirely. It is possible that 
we can avoid a damaging cyber attack if there is no conflict with China or Russia in the 
next decade. But hoping that your opponents do not attack you is not the best approach to 
national defense. While the United States has perhaps the best cyber attack capabilities in 
the world, it is also the nation most vulnerable to cyber attack. Changing this will require 
both resolve and focus from the administration and Congress, and a willingness to give up 
our old, market-based approach to security for a strategy that, as we do in all other areas of 
national defense, assigns government the lead role. 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /ENU (Use these settings to create PDF documents with higher image resolution for high quality pre-press printing. The PDF documents can be opened with Acrobat and Reader 5.0 and later. These settings require font embedding.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308030d730ea30d730ec30b9537052377528306e00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /FRA <>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


