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Al Glossary of Key Terms

Categories

Categories of risks, likelihood, impact, and consequences vary consider-
ably and need to be defined thoroughly at the beginning of any risk assess-
ment. Categorization might depend on the desired level of precision in the
assessment, or on whether it is a 2> Qualitative or a Quantitative Risk
Assessment. The most simple ranking can be expressed using the catego-
ries “high”, “medium”, and “low”.

Causal Mapping

Causal mapping refers to the use of directed node and link graphs to rep-
resent a set of causal relationships within systems of complex relation-
ships. Causal relations are represented as nodes and links, and concepts
of cause and effect are established with direct or inverse directions. The
method can be used to explore cognition and to develop maps that can be
the basis for confirmatory empirical testing.

Cluster Analysis

Cluster analysis is a collection of statistical methods that can be used to
assign cases or data to groups (clusters). The aim is to classify what is
being investigated in clusters in such a way that there is a strong associa-
tion between “the object” in the same cluster, but a weak one with regard
to objects in other clusters. Thus, the cluster analysis can expose links
and structures in data that are not evident at first inspection.

Critical Information Infrastructure (CII)

Critical Information Infrastructure (CII) includes components such as
telecommunications, computers/ software, Internet, satellites, fiber
optics, etc. The term is also used for the totality of interconnected com-
puters and networks and their critical information flows.
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Critical Information Infrastructure Protection (CIIP)

Critical Information Infrastructure Protection (CIIP) is a subset of
- Critical Infrastructure Protection (CIP). CIIP focuses on the protec-
tion of systems and assets including components such as telecommunica-
tions, computers/software, Internet, satellites, fiber optics, etc., and on
interconnected computers and networks, and the services they provide.

Critical Infrastructure (CI)

Critical Infrastructure (CI) includes all systems and assets whose inca-
pacity or destruction would have a debilitating impact on the national
security, and the economic and social well being of a nation.

Critical Infrastructure Protection (CIP)

Critical Infrastructure Protection (CIP) includes measures to secure all
systems and assets whose incapacity or destruction would have a debili-
tating impact on the national security, and the economic and social well
being of a nation.

Cumulative Risk Assessment

A cumulative risk assessment
Dependency
1)

is the process of evaluating the o

combined exposure and hazard
of a subject from all factors that
share a common mechanism
of danger. In CIIP, the risk of
dependencies propagates and
the risk to infrastructures accu-
mulates. In Figure 1, the cumula-
tive risk to Infrastructure 1 rises
from 1 to 2.5 to 3.0 (etc.) as one
goes into more depth.

Dependency
3]

Figure 1: Cumulative Risk Tree (Source: Pre-
sentation by J. Grenier)
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Dependency

Dependency exists between two components, often within a sector. It
considers a specific, individual connection between two infrastructures.
Usually, this relationship is unidirectional. Dependency is therefore a
linkage or connection between two infrastructures, through which the
state of one infrastructure influences or is dependent on the state of the
other.

Dependency/Interdependency Matrices

Dependency/Interdependency Matrices often serve as atool for visualizing
the strength of interdependencies between different sectors (= "National
Efforts for CII Analysis”: Australia and Canada). Often, different colors
representing values (= Categories) such as “high”, “medium”, “low”, or
“none” are used to show the strength of interdependencies. These matri-
ces are read horizontally by industry sector, where each field describes
the level of dependency on the sector in the vertical column.
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Figure 2: Dependency/Interdependency Matrix (Source: Presentation by J. Grenier)
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FEvent Tree Analysis

Event tree analysis asks “what if” to determine the sequence of events
that lead to consequences. From the event tree, one can deduce a prob-
ability density and excedence probability. Event trees help to understand
how an outcome is determined by mitigating events. The failure of each
mitigating event may be estimated through expert assessment or, in some
cases, through an additional > Fault-Tree Analysis. Figure 3 is an exam-
ple of an event tree.

Threat Scenario 1
Threat Scenarios {1,2,...n } Threat Scenario 2
Threat Scenario 3

Event Event Event n subsequent Consequences
One Two Three ..... Events ‘™Y
Cq
Eq
Initiating
Event Ey

Figure 3: Event Tree (Source: Ezell, Farr, Wiese)

Expert Assessment/ Interviews

A very effective way of getting information on various aspects of CII is
to circulate a questionnaire among key persons/experts or to interview
them. A questionnaire can contain multiple-choice answers that can be
assessed afterwards with the help of an evaluation key, or questions can
be phrased to leave more latitude for semi-structured answers.
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Factor Analysis

Factor analysis is a statistical method used to identify a small number of
factors that represent situations between a list of interrelated variables.
It is used to study the patterns of relationships among many dependent
variables, with the goal of discovering something about the nature of the
independent variables that affect them, even though those independent
variables have not been measured directly. The main applications of fac-
tor analytic techniques are: (1) to reduce the number of variables and (2)
to detect a structure in the relationships between variables — that is, to
classify variables. Therefore, factor analysis is applied as a method for
data reduction or structure detection.

Fault Tree Analysis

A fault tree analysis is a deductive, top-down method of analyzing system
design and performance. It involves specifying an (often undesirable)
top event for analysis, fol-
lowed by the identification Top Event
of all associated elements in
the system that could cause
that top event to occur. ' '

Fault trees can be used to Fvent 1 Fvent 2
assess the probability of

failure of a system or of a ﬁ
top event occurring, to com-
pare design alternatives, to ‘ ‘ 0 ‘
identify critical events that
will significantly contribute
to the occurrence of the top
event, and to determine the sensitivity of the probability of failure of the
top event to various contributions of basic events. Fault tree analyses are

generally performed graphically using a logical structure of AND and OR
gates (Figure 4).

AND

Figure 4: Example of a Simple Fault Tree

Hierarchical Holographic Modeling (HHM)

The HHM methodology takes into consideration the fact that in the pro-
cess of modeling large-scale and complex systems, more than one math-
ematical or conceptual model is likely to emerge. Each of these models
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may focus on a specific aspect, yet all may be regarded as acceptable rep-
resentations of the infrastructure system. Therefore, HHM builds a fam-

ily of models that address
different identified aspects

of the systems. Central to [ T T 1

the HHM method is a par- Asgect PEIN As;];ect PN Asl():ect «— AspDect
ticular form of diagram,

as shown in Figure 5. The ‘ ‘ \_{ ‘ \_{ ‘
different columns in the

diagram reflect different

“perspectives” on the over-

all system.

Figure 5: HHM Framework (Source: Y.Y. Haimes)

Information and Communication Technologies (ICT)

Information and Communication Technologies are characterized by (1)
computing and telecommunications equipment, software, processes; and
people that support the processing, storage, and transmission of data
and information, (2) the processes and people that convert the data into
information and information into knowledge, and (3) the actual data and
information.

Infrastructure

The framework of interdependent networks and systems comprising
identifiable industries, institutions (including people and procedures),
and distribution capabilities that function collaboratively and synergisti-
cally to produce and distribute a continuous flow of essential goods and
services. Infrastructures provide a reliable flow of products and services
essential to defense and economic security, the smooth functioning of
governments at all levels, and society as a whole.

Infrastructure Profiles (IPs)

Infrastructure profiles such as the one developed by the National Contin-
gency Planning Group (Canada) include a number of characteristics of
certain infrastructures, such as description of the infrastructure, statis-
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tics, maps, contacts, references, jurisdictions, and a detailed analysis of
the interdependencies.

Interdependency

Interdependency is a bi-directional relationship between two infrastruc-
tures through which the state of each infrastructure influences or is cor-
related to the state of the other. More generally, two infrastructures are
interdependent when each is dependent on the other.

IT-Security Objectives

There are four basic I'T-security objectives:!

(1) Availability (of systems and data for intended use only):

Availability is a requirement to assure that systems work promptly and
service is not denied to authorized users. This objective protects systems
against intentional or accidental attempts to either perform unauthorized
deletion of data or otherwise cause a denial of service or data, and against
attempts to use system or data for unauthorized purposes.

(2) Integrity of system or data: Integrity is required on two levels:

o Data integrity (the requirement that data not be altered without
authorization while in storage, during processing, or while in tran-
sit) or

* System integrity (the quality that a system has when performing the
intended function in an unimpaired manner, free from unauthor-
ized manipulation).

(3) Confidentiality of data and system information:

Confidentiality is the requirement that private or confidential information
not be disclosed to unauthorized individuals. Confidentiality protection
applies to data in storage, during processing, and while in transit.

1 Cf. Stoneburner, Gary. Computer Security. Underlying Technical Models for
Information Technology Security. Recommendations of the National Institute of
Standards and Technology. NIST Special Publication 800-33. (Washington, D.C.:
U.S. Government Printing Office, December 2001). http://csrc.nist.gov/publications/
nistpubs/800-33/sp800-33.pdf.

CIIP Handbook 2002



184 Appendix

(%) Accountability (to the individual level):

Accountability is the requirement that actions of an entity may be traced
uniquely to that entity.

As a fifth objective, the assurance that the other four objectives have
been met is sometimes mentioned.

Layer Model

Layer models show parts of infrastructure systems or the totality of a
nation’s critical infrastructures and their relationship to each other, and
often serve to picture interdependencies between the elements. (= ”Mod-
els for CII Analysis: Sector and Layer Models”.)

Multi-Criteria Decision Approach

The multi-criteria decision approach (MCDA) is both an approach and
a set of techniques, with the goal of providing an overall ordering of
options, from the most preferred to the least preferred option. MCDA
involves structuring the research problem in a multi-criteria hierarchy,
where measures are linked to a top-level goal through several levels of
decision criteria. The top-level goal is the overall objective of the system
of analysis.

Multi-Criteria Model

See > Multi-Criteria Decision Approach; ->”National Efforts for CII
Analysis: Norway”.

Multi-Objective Trade-off Analysis

The Multi-Objective Trade-off Analysis is closely linked to the = Multi-
Criteria Decision Approach as it is based on the assumption that
problems are characterized by multiple, non-commensurate, and often
conflicting, objectives. It is used to identify this hierarchy of objectives
and to avoid comparing and trading off objectives that belong to differ-
ent levels. Ultimately, the goal is to present a number of alternatives. The
decision-maker reviews the results and then makes a qualitative decision
on system safety or security.
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Partitioned Multi-objective Risk Method (PMRM)

The PMRM is a risk analysis method for solving multi-objective problems
of a probabilistic nature. Instead of using the traditional expected value
of risk, the PMRM generates a number of conditional expected-value func-
tions, which represent the risk (given that the damage falls within spe-
cific damage ranges). It is therefore used to identify the risk of extreme
and catastrophic events. This not only allows a decision-maker to see the
expected value of damage, but adds understanding of low probability/
high-damage events.

Process and Technology Analysis

One of the methodological elements of the InfoSurance CIIP framework.
It helps to identify critical infrastructure sectors dependencies on infor-
mation infrastructure and across multiple sectors. (= ”Models for CII
Analysis: Process and Technology Analysis; - "National Efforts for CII
Analysis: Switzerland”).

Qualitative and Quantitative Risk Assessment

A quantitative risk assessment expresses threat likelihood, impact, and
risk in terms of a numeric value, whereas a qualitative assessment uses
ratings such as “high”, “medium”, or “low” to express the value. The major
advantage of the quantitative approach is that it is precise and provides
a measurement that can be fed directly into a cost-benefit analysis. Many
approaches today start out by using qualitative rankings (“high”, “medi-
um”, or “low”) and attribute a range of values to each.

Risk

Risk is the net negative impact of an event/incident, considering both the
probability and the impact of occurrence.

Risk/Impact Scattergram

When assessing impact of incidents, a scattergram plotting the relative
rated criticality of the infrastructure elements (increasing from bottom
to top) against their relative risk value (increasing from left to right) can
be used (Figure 6).
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Risk Continuum
(In the Absence of Probability)

Criticality Continuum -

High Criticality

Medium
Criticality

Figure 6: Risk/Impact Scattergram (Source: Speech by J. Grenier)

This creates four quadrants in which crucial elements of a sector (e.g.
communication satellites or telecom systems for the communications
sector) can be positioned. This is a way to show which element needs

special attention.

Risk Level Matrix

A risk level matrix is used in connection with a 2 Risk Scale to determine
and describe the intensity of risk. It relates two categories (such as threat
likelihood and impact) and multiplies assigned values to each category

(Figure 7).

Impact
Low Medium High
(10) (50) (100)
q Low
= High (1.0) (10 x 1.0 = 10)
3§
£=  Medium (0.5) fow
=0 (10x 0.5 = 5)
=
i)
Low (0.1) Low
(10x0.1=1) (50x 0.1 =5) (100 x 0.1 = 10)

Key: [ High I Medium [ Low

Risk Scale: >50 - 100 >10 - 50 >1-10

Figure 7. Typical Risk Level Matrix
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Risk Rating Matrix

After the evaluation of threat and

vulnerability for single compo- = nn
nents of an infrastructure element, gs

risks can be determined based on a g n..
matrix that multiplies the assigned ﬁ Lo

values for threat and wvulnerabil- 3 1 .
ity (Figure 8). This method allows E None

for a comparison of relative risks 0 0 0 n
between components of an infra- None | Low ediam High
structure element, between layers 0 .

in the infrastructure model, and

. ‘ Vulnerability Assessment
between infrastructures.

Figure 8: Basic Risk Rating Matrix
Risk Scale

A risk scale assigns numeric values to - Categories of risk, such as “high”,
“medium”, “low”. (See Figure 7).

Scenarios/ Scenario Technique

The scenario technique enables the generation of scenarios that serve to
determine strategies in order to control or at least influence the unknown
developments of complex systems as favorably as possible with regard to
own objectives and interests. There are various techniques and even soft-
ware tools to develop scenarios.?

Sector Analysis

Sector analysis adds to an understanding of the functioning of single sec-
tors by highlighting various important aspects of the sector. (> "Methods
and Models to Analyze CII: Sector Analysis”).

2 Cf.von Reibnitz, Ute. Szenario-Technik: Instrumente fiir die unternehmerische und
personliche Erfolgsplanung. (Wiesbaden, 1992).
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Sector Model

Sector and layer models are mainly used as illustrations for how critical
infrastructures are organized. They vary considerably from country to
country (= ”Methods and Models to Analyze CII: Sector and Layer Mod-
els”; > ”National Efforts for CII Analysis: Switzerland”).

Seminar Games

Seminar gaming is an approach to understanding complex problems that
capitalizes on the inherent expertise of groups of participants, which dis-
cuss complex topics by way of scenarios.?

Values

See - Categories.

Vulnerability

Vulnerability can be understood as the collective result of risks and the
ability of a society, local municipal authority, company or organization
to deal with and survive external and internal emergency situations. The
vulnerability analysis covers a long-term perspective and gives focus to
a sequence of events from the moment an emergency situation occurs
until a new stabile situation has been reached (see also 2> Vulnerability
Assessment).

Vulnerability Analysis

See 2> Vulnerability Assessment.

Vulnerability Assessment

There are two different understandings of vulnerability assessment:
1) Vulnerability assessment can be a step in risk analysis method-
ology. Its goal is to develop a list of vulnerabilities that could be

3 Cf. Strategic Leadership Exercise “Informo 2001”, conducted by the Strategic Leader-
ship Training in cooperation with Ernst Basler + Partner AG, http://www.admin.ch/
ch/e/bk/sfa/sfa/rueckblick.html
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exploited by a potential threat-source (“exposure analysis”). There
are several sophisticated approaches to Vulnerability Assessment
(= "National Efforts for CII Analysis: Australia”; - "National Efforts
for CII Analysis: United States”).

2) A second approach sees vulnerability as the collective result of
risks and the ability of a society, local municipal authority, com-
pany, or organization to deal with and survive external and inter-
nal emergency situations. Vulnerability assessment is thus not part
of risk analysis, but a combination of risk analysis and emergency
management evaluation.”

Vulnerability Profile Chart

A vulnerability profile chart visually represents vulnerability rankings,
often with a focus on interdependencies. Each profile may represent
a single sector. The vulnerability ranking is done in order to compare
and contrast vulnerabilities between sectors. One possible approach is
the definition of “risk areas” in order to group vulnerabilities into com-
mon areas for analysis. (= ”National Efforts for CII Analysis: Australia”).
(Example Figure 9)

Vulnerability Rating Table

Vulnerability is sometimes defined as a function of likelihood and conse-
quences. Through the separate analysis of each, the vulnerabilities can be
rated using the product of the “Consequence” and the “Likelihood” ratings,
displayed as a rating table (Figure 10).

IV Cf. Nilsson, Jerry, Sven Erik Magnusson, Per-Olof Hallin, Bo Lenntorp. Vulnerability
Analysis and Auditing of Municipalities (Lund University Centre for Risk Assessment
and Management (LUCRAM)): 15-17. http://www.isn.ethz.ch/crn/basics/process/
documents/vulnerability.pdf
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Consequence

Catastrophic

oddH®

Insignificant 1

Rare Unlikely Moderate Likely Almost Certain
Likelihood

Key: 1999 . High . Significant O Moderate O Low
2005 @ High @ Significant Moderate Lo

Figure 9: Vulnerability Profile Chart (Source: PreDICT)
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A3 Important Links

Australia

Attorney-General’s Department (http://www.ag.gov.au)

Australian Computer Emergency Response Team (AusCERT)
(http://www.auscert.org.au)

Australian Security Intelligence Organization (ASIO) (http://www.asio.gov.au)

Defense Science and Technology Organization (DSTO)
(http://www.dsto.defence.gov.au)

National Office for the Information Economy (NOIE) (http:/www.noie.gov.au)

Prime Minister of Australia (http://www.pm.gov.au)

Canada

Canada’s National Computer Emergency Response Team
(http://www.cancert.ca)

Canadian National Research Council (NRC) (http:/www.nrc.ca)

Communication Research Centre (CRC) (http:/www.crc.ca)

D-Net (http://www.dnd.ca)

Federal Association of Security Officials (http://www.faso-afrs.ca)

Government-on-Line (GoL) (http://www.gol-ged.gc.ca)

Institute for Information Technology (IIT) (http://www.iit.nrc.ca)

Networks of Centres of Excellence (NCE) (http://www.nce.gc.ca)

Office of Critical Infrastructure Protection and Emergency Preparedness (OCI-
PEP) (http://www.ocipep-bpiepc.gc.ca)

Treasury Board Secretariat (http://www.tbs-sct.gc.ca)

Germany

Arbeitskreis Schutz von Infrastrukturen (AKSIS) (http:/www.aksis.de)
BKAonline — Bundeskriminalamt Wiesbaden (http://www.bka.de)

Bundesamt fiir Sicherheit in der Informationstechnik (BSI) (http://www.bsi.de)
Bundesministerium fiir Bildung und Forschung (BMBF) (http://www.bmbf.de)
Bundesnachrichtendienst (BND) (http://www.bundesnachrichtendienst.de)

Bundesverband Informationswirtschaft, Telekommunikation und neue Medien
eV. (BITKOM) (http://www.bitkom.org)
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CERT-Bund (http://www.bsi.bund.de/certbund/index.htm)

DCERT (http://www.dcert.de)

Deutsche Telekom AG (http://www.telekom.de)

Deutscher Bundestag (http://www.bundestag.de)

DFN-CERT (http://www.cert.dfn.de)

Europiisches Institut fiir IT-Sicherheit (http://www.eurubits.de)
Informations- und Kommunikationsdienste-Gesetz (http:/www.iid.de/iukdg/)
Initiative D21 (http://www.initiatived21.de)

Initiative Informationsgesellschaft Deutschland (http:/www.iid.de)
juris GmbH (http://www.juris.de)

secunet Security Networks AG (http:/www.secunet.de)

Sicherheit im Internet (http://www.sicherheit-im-internet.de)

SIZ — Informatikzentrum der Sparkassenorganisation GmbH
(http://www.s-cert.de)

The Netherlands

Binnenlandse Veiligheidsdienst (BVD) (National Intelligence and Security
Agency) (http://www.fas.org/irp/world/netherlands/bvd.htm)

Directoraat-Generaal Telecommunicatie en Post
(http://www.minvenw.nl/dgtp/home/)

INFODROME (http://www.infodrome.nl)
Ministerie van Verkeer en Waterstaat (http:/www.minvenw.nl)
Ministry of the Interior and Kingdom Relations (http:/www.minbzk.nl)

NLIP - Branchevereniging van Nederlandse Internet Providers
(http://www.nlip.nl)

Rathenau Instituut (http://www.rathenau.nl)

SURFnet Computer Security Incident Response Team (http://cert-nl.surfnet.nl/
home-eng.html)

The General Intelligence and Security Service (Algemene Inlichtingen- en
Veiligheidsdienst, AIVD) (http:/www.aivd.nl)

The Platform for Electronic Business in the Netherlands (ECP.nl)
(http://www.ecp.nl/ENGLISH/index.html)

TNO Web (http://www.tno.nl)
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Norway

Direktoratet for Sivilt Beredskap (DSB) (http://www.dsb.no)
Ministry of Trade and Industry (http://odin.dep.no/nhd/engelsk/)
Okokrim (http://www.okokrim.no)

The Norwegian Network for Research & Education — Computer Emergency
Response Team (http://cert.uninett.no)

Sweden

Forsvars Departementet (http://forsvar.regeringen.se)

KTH Royal Institute of Technology (http://www.kth.se/eng/)
Overstyrelsen for Civil Beredskap (http:/www.ocb.se)

Swedish Alliance for Electronic Commerce (GEA) (http://www.gea.nu)
Swedish Defense Research Agency (http:/www.foi.se/english/)

Swedish Emergency Management Agency (SEMA)
(http://www.krisberedskapsmyndigheten.se/english/index.jsp)

Swedish National Defense College (http://www.fhs.mil.se)
The National Board of Psychological Defence (http://www.psycdef.se/english/)

Switzerland

Bundesamt fiir Berufsbildung und Technologie BBT (http://www.bbt.admin.ch)
CERT SWITCH (http://www.switch.ch/cert/)

Center for Security Studies and Conflict Research (FSK)
(http.//www.fsk.ethz.ch)

Commission for Technology and Innovation (CTI)
(http://www.snhta.ch/www-support/institutions/cti_fopet.htm)

Comprehensive Risk Analysis and Management Network (CRN)
(http://www.isn.ethz.ch/crn/)

Division for Information Security and Facility Protection (DISFP)
(http://www.vbs.admin.ch/internet/GST/AIOS/e/index.htm)

Federal Office for Communication (OFCOM)
(http://www.bakom.ch/en/index.html)

Federal Office for National Economic Supply (NES) (http://www.bwl.admin.ch/)
Federal Office for Police (FOP) (http://internet.bap.admin.ch)

Federal Office of Information Technology, Systems and Telecommunication
(FOITT) (http:/www.informatik.admin.ch)

CIIP Handbook 2002



208 Appendix

Federal Strategy Unit for Information Technology (FSUIT)
(http://www.isb.admin.ch)

Foundation InfoSurance (http://www.infosurance.org)
IBM Zurich Research Laboratory (http:/www.zurich.ibm.com)

Information and Communication Management Research Group
(http://www.ifi.unizh.ch/ikm/research.html)

Information Society Coordination Group (http://www.isps.ch)

International Relations and Security Network (ISN) (http://www.isn.ethz.ch)

National Emergency Operations Center Agency (NAZ) (http:/www.naz.cH)

Security and Cryptography Laboratory (LASEC) (http://lasecwww.epfl.ch)
Softnet (http://www.softnet.ch)
Strategische Fithrungsausbildung (http://www.sfa.admin.ch)

Symposium on Privacy and Security (http:/www.privacy-security.ch)

United States

Center for Democracy and Technology (http://www.cdt.org)
Critical Infrastructure Assurance Office (CIAO) (http://www.ciao.gov)

Department of Homeland Security
(http://www.whitehouse.gov/deptofhomeland)

Energy Information Sharing and Analysis Center (ENERGY-ISAC)
(http://www.energyisac.com)

Federal Bureau of Investigation (FBI) (http:/www.fbi.gov)
Federal Computer Incident Response Center (http:/www.fedcirc.gov)
Federation of American Scientists (http:/www.fas.org)

Financial Services Information Sharing and Analysis Center (FS-ISAC)
(http://www.fsisac.com)

Information Technology Information Sharing and Analysis Center (IT-ISAC)
(https://www.it-isac.org)

National Coordinating Center for Telecommunications
(http://www.ncs.gov/nce/)

National Infrastructure Protection Center (NIPC) (http://www.nipc.gov)
North American Electric Reliability Council (NERC) http:/www.nerc.com
Partnership for Critical Infrastructure Security (PCIS) (http://www.pcis.org)

Stay Safe Online (http://www.staysafeonline.info)
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Surface Transportation Information Sharing and Analysis Center (ST-ISAC)
(http://www.surfacetransportationisac.org)

Miscellaneous

Cryptome (http://cryptome.org)
Dependability Development Support Initiative (DDSI) (http:/www.ddsi.org)
European Warning and Information System Forum (EWIS) (http://ewis.jrc.it)

Global Business Dialogue on Electronic Commerce (http:/www.gbde.org)
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Australia

Ivan Timbs, National Office for the Information Economy (NOIE), E-Security
Policy Section (http:/www.noie.gov.au)

Canada

Jacques L. Grenier, Office of Critical Infrastructure Protection and Emergency
Preparedness (http://www.ocipep-bpiepc.gc.cd)

Colin Knight, Office of Critical Infrastructure Protection and Emergency Pre-
paredness (http://www.ocipep-bpiepc.gc.cq)

Germany

Ralf Bendrath, Scientist
Dr. Jorn Brommelhorster, Consultant

Dr. Susanne Jantsch, Industrieanlagen-Betriebsgesellschaft (IABG)
(http://www.iabg.de)

Dr. Christine Scharz-Hemmert, Industrieanlagen-Betriebsgesellschaft (IABG)
(http://www.iabg.de)
Netherlands

Ronald de Bruin, KWINT, ECP.nl (http:/www.ecp.nl)
Eric Luiijf, TNO Physics and Electronics, Laboratory (http://www.tno.nl)

Norway

Cort Arch Dreyer, Ministry of Trade and Industry (http:/odin.dep.nd)

Havard Fridheim, Norwegian Defence Research Establishment
(http://www.mil.no/felles/ffi/start)

Arthur Gjengsto, Secretary to the Norwegian Commission on the Vulnerability
of Society

Stein Henriksen, Directorate for Civil Defence and Emergency Planning
(http://www.dsb.no)
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Sweden

Lars Nicander, Director National Office of IO/CIP Studies, Swedish National
Defence College (http://www.fhs.mil.se)

Jan Lundberg, Swedish Emergency Management Agency (SEMA)

(http:/www.krisberedskapsmyndigheten.se), former OCB
Manuel W. Wik, Swedish National Defence College (http://www.fhs.mil.se)

Peter Westrin, PH.D., FOI, Swedish Defence Research Agency
(http://www.foi.se)

Dr. Peter Stern, Swedish Emergency Management Agency (SEMA)
(http:/www.krisberedskapsmyndigheten.se), former OCB

Peter Wallstrom, Cell Network (http://www.cellnetwork.se)

Switzerland

Dr. Michel Dufour, Dufour Consulting
Thomas Koppel, Federal Office for Police (http://internet.bap.admin.ch)
Kurt Haering, Director Foundation InfoSurance (http://www.infosurance.ch)

Dr. Ruedi Rytz, Federal Strategy Unit for Information Technology (FSUIT)
(http://www.isb.admin.ch)

Dr. Ueli Haudenschild, Federal Office for National Economic Supply
(http://www.bwl.admin.ch)

United States

Scott C. Algeier, U.S. Chamber of Commerce (http://www.uschamber.com)
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A5 Abbreviations

ACSI 33:

AG KRITIS:

AglO:

AIOS:
AKSIS:
ASIO:
AusCERT:
BIT:

BITKOM:

BKA:
BMBF:

BMWi:

BND:
BSI:

BZK:

CanCERT:
CART:

CERT:

CERT SWITCH:

CERT-Bund:

CERT-NL:

CERT-RO:

CFAA:
CHO:

Australian Communications-Electronic Security Instruction 33,
(Australia)

Interministerielle Arbeitsgruppe Kritische Infrastrukturen,
(Germany)

Cabinet Office Workgroup on Information Operations,
(Sweden)

Bureau for Security of Information and Objects, (Switzerland)
Arbeitskreis Schutz Kritischer Infrastrukturen, (Germany)
Australian Security Intelligence Organisation, (Australia)
Australian Computer Emergency Response Team, (Australia)

Federal Office of Information Technology, Systems and
Telecommunication, (Switzerland)

Bundesverband fiir Informationswirtschaft,
Telekommunikation und Neue Medien, (Germany)

Bundeskriminalamt, (Germany)

Bundesministerium fiir Bildung und Forschung (Federal
Ministry for Education and Research), (Germany)

Bundesministerium fiir Wirtschaft and Technologie,
(Germany)

Bundesnachrichtendienst, (Germany)

Bundesamt fiir Sicherheit in der Informationstechnik,
(Germany)

Ministry of the Interior and Kingdom Relations,
(The Netherlands)

Canadian Computer Emergency Response Team, (Canada)
Computer Analysis and Response Team, (United States)
Computer Emergency Response Team

Computer Emergency Response Team of the Swiss Academic
& Research Network, (Switzerland)

German Computer Emergency Response Team fiir
Bundesbehorden, (Germany)

Computer Emergency Response Team of the Netherlands,
(The Netherlands)

Computer Emergency Response Team — Central Government,
(The Netherlands)

Computer Fraud and Abuse Act, (United States)

Chief Headquarter of Defense, (Norway)
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CL:
CIAO:
CIF:
CIIP:
CIP:
CIPG:
CIPTF:
CIS:
CRC:
CRN:

CTI:
CWIG:
CYTEX:
DDPS:

DISFP:

DJP:

DoD:
DoE:
DSB:

DSD:
DSTO:
EO:
ECP-NL:

ESCG:
ETH:

FBI:
FDEA:
FDF:
FedCIRC:
FFI:
FIRST:
FOI:

Appendix

Critical Infrastructure

Critical Infrastructure Assurance Office, (United States)
Consultative Industry Forum, (Australia)

Critical Information Infrastructure Protection

Critical Infrastructure Protection

Critical Infrastructure Protection Group, (Australia)

Critical Infrastructure Protection Task Force, (United States)
Center for International Studies, (Switzerland)
Communications Research Centre, (Canada)

Comprehensive Risk Analysis and Management Network,
(Switzerland)

Commission for Technology and Innovation, (Switzerland)
Critical Infrastructure Working Group, (United States)
Cyber Terror Exercise, (Germany)

Swiss Federal Department of Defense, Civil Protection and
Sports, (Switzerland)

Division for Information Security and Facility Protection,
(Switzerland)

Federal Department of Justice and Police, (Switzerland)
Department of Defense, (United States)
Department of Energy, (United States)

Directorate for Civil Defense and Emergency Planning,
(Norway)

Defence Signals Directorate, (Australia)
Defence Science and Technology Organisation, (Australia)
Executive Order, (United States)

Platform Electronic Commerce in the Netherlands,
(The Netherlands)

E-Security Coordination Group, (Australia)

Swiss Federal Institute of Technology (ETH Zurich),
(Switzerland)

Federal Bureau of Investigation, (United States)

Federal Department of Economic Affairs, (Switzerland)
Swiss Federal Department of Finance, (Switzerland)
Federal Computer Incident Response Center, (United States)
Norwegian Defense Research Establishment, (Norway)
Forum of Incident and Security Response Team, (Canada)
Swedish Defense Research Agency, (Sweden)
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FOITT:

FOP:
FS/ISAC:

FSUIT:

FSK:

GEA:
GoL:
HERT:
HHM:
1&C:
IAG:
ICT:
IDC:

IIT:
IMS:
IOWG:
IPs:
IRAM:
ISACs:
ISN:
ISP:
IT:

ITM:

IWG:
KLPD:

KTH:
LKA:
MCDA:
MIE:
MISA:
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Federal Office of Information Technology, Systems and
Telecommunication, (Switzerland)

Federal Office for Police, (Switzerland)

Financial Services Information Sharing and Analysis Center,
(United States)

Federal Strategy Unit for Information Technology,
(Switzerland)

Forschungsstelle fiir Sicherheitspolitik und Konfliktanalyse
(Center for Security Studies and Conflict Research),
(Switzerland)

Swedish Alliance for Electronic Commerce, (Sweden)
Government-on-line, (Canada)

Hacking Emergency Response Team, (The Netherlands)
Hierarchical Holographic Modeling

Information and Communications

Infrastructure Analysis Group

Information and Communication Technologies

Interdepartmental Committee on the Protection of the
National Information Infrastructure, (Australia)

Institute for Information Technology, (Canada)

Institute for Microstructural Sciences, (Canada)

The Information Operations Working Group

Infrastructure Profiles

Infrastructure Risk Analysis Model

Information Sharing and Analysis Centers

International Relations and Security Network (Switzerland)
Internet Service Provider

Information Technology

Institut fiir Informations-, Telekommunikations- und
Medienrecht, (Germany)
CIP R&D Inter-Agency Working Group, (United States)

Korps Landelijke Politiediensten, (Dutch Police),
(The Netherlands)

Royal Institute of Technology, (Sweden)
Landeskriminalamt, (Germany)

Multi Criteria Decision Approach

Minimum Essential Infrastructure

Municipal Information Systems Association, (Canada)
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NAZ:
NCC:
NCE:
NCIPP:
NCPG:
NCSA:
NCSIP:

NERC:
NES:
NII:
NIPC:
NIRA:
NIST:

NLIP:
NOIE:
NRC:
NSD:
OCB:

OCIIP:

OCIPEP:

OFCOM:

OGIT:
0GO:
OPET:
OSTP:
PCCIP:

PCIS:

PDD:
PEST:
PMRM:

Appendix

National Emergency Operations Center Agency, (Switzerland)
National Coordinating Center

Networks of Centres of Excellence, (Canada)

National Critical Infrastructure Protection Program, (Canada)
National Contingency Planning Group, (Canada)

National Cyber Security Alliance, (United States)

National CIO Sub-Committee on Information Protection,
(Canada)

North American Electricity Reliability Council, (United States)
Federal Office for National Economic Supply, (Switzerland)
National Information Infrastructure

National Infrastructure Protection Center, (United States)
National Infrastructure Risk Assessment, (Canada)

National Institute of Standards and Technology, (United
States)

Consortium of Dutch Internet Providers, (The Netherlands)
National Office for the Information Economy, (Australia)
Canadian National Research Council, (Canada)

Industry Security Delegation, (Sweden)

Swedish Agency for Civil Emergency Planning, (Overstyrelsen
for Civil Beredskam), now KBM (Sweden)

Office of Computer Investigations and Infrastructure Protec-
tion, (United States)

Office of Critical Infrastructure Protection and Emergency
Preparedness, (Canada)

Federal Office For Communication, (Switzerland)

Office of Government Information Technology, (Australia)
Office for Government On-line, (Australia)

Office for Professional Education and Training, (Switzerland)
Office of Science and Technology Policy, (United States)

Presidential Commission on Critical Infrastructure Protection,
(United States)

Partnership for Critical Infrastructure Security,
(United States)

Presidential Decision Directives, (United States)
Political, Economic, Social, Technological (Analysis)
Partitioned Multi-objective Risk Method
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PreDICT:

PSCIOC:
PSM:
R&D:
RAFLS:
SAVI:
SCNS:
SEMA:
SFU:
Sigint:
SII:

SIS:
SLT:
SWOT:

USA PATRIOT:

V&W:

VAF:
ZES:
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Predict Defence Infrastructure Core Requirements Tool,
(Australia)

Public Sector Chief Information Officer’s Council, (Canada)
Protective Security Manual, (Australia)

Research and Development

Relational Analysis For Linked Systems, (Canada)
Sakring Av Viktig Infrastructure, (Sweden)

Secretaries’ Committee on National Security, (Australia)
Swedish Emergency Management Agency, (Sweden)
Strategic Leadership Exercise, (Switzerland)

Signals Intelligence

Strategic Infrastructure Initiative, (Canada)

Ministry of Trade and Industry Initiative, (Norway)
Strategic Leadership Training, (Switzerland)

Strength, Weakness, Opportunities, Threats (Analysis)

(Act) Uniting and Strengthening America by Providing Appro-
priate Tools Required to Intercept and Obstruct Terrorism,
(United States)

Ministry of Transport, Public Works and Water Management,
(The Netherlands)

Vulnerability Assessment Framework, (United States)
Zentrum fiir Strategische Studien, (Germany)
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