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Australia

= Attorney-General’s Department (http:/www.ag.gov.au)

= Australian Computer Emergency Response Team (AusCERT) (http:/www.auscert.org.au)

= Australian High Tech Crime Centre (AHTCC) (http:/www.ahtcc.gov.aw/)

= Australian Security Intelligence Organization (ASIO) (http://www.asio.gov.au)

= Defense Science and Technology Organization (DSTO)
(http://www.dsto.defence.gov.au)

® National Office for the Information Economy (NOIE)
(http://www.noie.gov.au)

= Predict Defence Infrastructure Core Requirements Tool (PreDICT)
(http://www.defence.gov.au/predict/)

® Prime Minister of Australia (http://www.pm.gov.au)

= Stratwise Strategic Intelligence (www.stratwise.com)

" Trusted Information Sharing Network for Critical Infrastructure Protection (TISN)
(http://www.cript.gov.aw/)

Austria

= Chief Information Office Austria (http://www.cio.gv.at)

® Bundesministerium fiir Inneres/Ministery of Internal Affairs (http://www.bmi.gv.at/)

= Computer Incident Response Co-ordination Austria (CIRCA)
(http://www.circa.at/index.html)

" Bundeskanzleramt (http:/www.bka.gv.at)

= Zentrum fiir sichere Informationstechnologie Austria (A-SIT) (http://www.a-sit.at)

Canada

= Canada’s National Computer Emergency Response Team (http://www.cancert.ca)

® Canadian National Research Council (NRC) (http://www.nrc.ca)

® Communication Research Centre (CRC) (http://www.crc.ca)

= D-Net (http:/www.dnd.ca)

® Federal Association of Security Officials (http:/www.faso-afrs.ca)

® Government-on-Line (GoL) (http://www.gol-ged.gc.ca)

= Institute for Information Technology (IIT) (http://www.iit.nrc.ca)

= Networks of Centres of Excellence (NCE) (http://www.nce.gc.ca)

® Office of Critical Infrastructure Protection and Emergency Preparedness (OCIPEP)
(http://www.ocipep-bpiepc.gc.ca)

" Treasury Board Secretariat (http://www.tbs-sct.gc.ca)

Finland

= National Emergency Supply Agency (NESA) (http://www.nesa.fi.)
® Finnish Communications Regulatory Authority (FICORA) (http://www.ficora.fi)
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= CERT-FI (http://www.ficora.fi/englanti/tietoturva/certfi.htm)

® Finnish Information Society Development Center (http://www.tieke.fi)

® Finnish Government (http://www.valtioneuvosto.fi/vn/liston/base.lsp?k=en)
® eFinland (http://e.finland.fi/)

® Ministry of Defence (http:/www.defmin.fi)

France

® Club de la Sécurite des Systémes d'Information Francais (CLUSIF)
(https://www.clusif.asso.fr/en/clusif/present/)

= Computer Emergency Response Team (CERTA) (http://www.certa.ssi.gouv.fr/)

= Computer Emergency Response Team Industry, Services, and Trade (CERT-IST)
(http://www.cert-ist.cony)

® Direction for Security of Information Systems (DCSSI)
(http://www.ssi.gouv.fr/fr/dcssi/index.html.)

= National Network of Telecommunications for Technology, Education, and Research
(GIP RENATER) (http://www.renater.fr/)

® Security of Information Systems (SSI)
(http://www.ssi.gouv.fr/fr/index.html.)

= Strategic Advisory Board on Information Technologies (CSTI)
(http://www.csti.pm.gouv.fr)

Germany

® Arbeitskreis Schutz von Infrastrukturen/ German Group on Infrastructure Protection
(AKSIS) (http://www.aksis.de)

= BKAonline — Bundeskriminalamt Wiesbaden/Federal Law Enforcement Agency
(http://www.bka.de)

® Bundesamt fiir Sicherheit in der Informationstechnik (BSI) (http://www.bsi.de)

® Bundesministerium fiir Bildung und Forschung (BMBF) (http://www.bmbf.de)

® Bundesnachrichtendienst (BND) (http:/www.bundesnachrichtendienst.de)

® Bundesverband Informationswirtschaft, Telekommunikation und neue Medien (BITKOM)
(http://www.bitkom.org)

= CERT-Bund (http://www.bsi.bund.de/certbund/index.htm)

= DCERT (http:/www.dcert.de)

® Deutsche Telekom AG (http://www.telekom.de)

® Deutscher Bundestag (http:/www.bundestag.de)

= DFN-CERT (http://www.cert.dfn.de)

® Europiisches Institut fiir IT-Sicherheit (http:/www.eurubits.de)

" German Emergency Preparedness Information System (deNIS)
(http://www.denis.bund.de)

® German Ministry of the Interior (http://www.bmi.bund.de)

® Informations- und Kommunikationsdienste-Gesetz
(http://www.iid.de/iukdg/)

® Initiative D21 (http:/www.initiatived21.de)

® Initiative Informationsgesellschaft Deutschland (http:/www.iid.de)

® juris GmbH (http://www.juris.de)

= Regulatory Agency for Telecommunications and Posts (http://www.regtp.de/en/index.html)

= secunet Security Networks AG (http://www.secunet.de)

® Sicherheit im Internet (http://www.sicherheit-im-internet.de)
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® SIZ — Informatikzentrum der Sparkassenorganisation GmbH (http://www.s-cert.de)
® Technisches Hilfswerk (THW) (http://www.thw.de/english/)

International Organizations

® Analysis and Assessment for Critical Infrastructures Protection (ACIP)
(http://www.iabg.de/acip/index.html)

® COevolution and Self-organisation In dynamical Networks (COSIN) (http://www.cosin.org/)

= Cyber Tools On-Line Search for Evidence (http://www.ctose.org)

= eEurope Standards (http://www.e-europestandards.org)

= EU Forum on Cybercrime (http:/cybercrime-forum.jrc.it/default/)

= EU-funded CORAS project (http:/coras.sourceforge.net/)

" European Commission Directorate-General’s Joint Research Centre (JRC)
(http://www.jrc.org)

= European Telecommunications Standards Institute
(http://www.etsi.org/eeurope/home.htm)

= Information Society Website of the European Union
(http://europa.eu.int/information_society/index_en.htm)

® Sixth Framework Programme of the European Commission
(http://europa.eu.int/comm/research/fp6/index_en.html)

Ttaly

= Dipartimento di Informatica e Comunicazione/Department of Informatics
and Communications (http://www.dico.unimi.it/)
® Incident Response Italy (www.iritaly.org.)
= Jtalian Association for Security in Informatics (http:/www.clusit.it/indexe.htm)
® Minister for Innovation and Technologies (http://www.innovazione.gov.it/eng/)
® Ministry of Communication (http:/www.comunicazioni.it/en)
= National Centre for Informatics in the Public Administration (CNIPA)
(http://www.cnipa.gov.it)
® Polizia di Stato (http://www.poliziadistato.it/pds/english/)

The Netherlands

" Binnenlandse Veiligheidsdienst (BVD) (National Intelligence and Security Agency)
(http://www.fas.org/irp/world/netherlands/bvd.htm)

® Branchevereniging van Nederlandse Internet Providers/Consortium of Dutch Internet
Providers (NLIP) (http:/www.nlip.nl)

® Directoraat-Generaal Telecommunicatie en Post (http:/www.minvenw.nl/dgtp/home/)

= Government-wide Computer Emergency Response Team (GOVCERT.NL)
(http://www.govcert.nl)

= INFODROME (http://www.infodrome.nl)

= KWINT (http://www.kwint.org)

® Ministerie van Verkeer en Waterstaat (http://www.minvenw.nl)

® Ministry of the Interior and Kingdom Relations (http://www.minbzk.nl)

= NLIP - Branchevereniging van Nederlandse Internet Providers (http://www.nlip.nl)

= SURFnet Computer Security Incident Response Team
(http://cert-nl.surfnet.nl/home-eng.html)
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® The General Intelligence and Security Service
(Algemene Inlichtingen- en Veiligheidsdienst, AIVD) (http://www.aivd.nl)
® The Platform for Electronic Business in the Netherlands (ECP.nl)
(http://www.ecp.n/ENGLISH/index.html)
= TNO Web (http://www.tno.nl)
® Waarschuwingsdienst (http:/www.waarschuwingsdienst.nl)

New Zealand

® Security policy and guidance website (Www.security.govt.nz)

= Standards New Zealand (www.standards.co.nz)

= Centre for Critical Infrastructure Protections (http://www.ccip.govt.nz)

® Ministry of Defence (http://www.defence.govt.nz)

= Cabinet (http://www.executive.govt.nz)

" Government Communications Security Bureau (http://www.gcsb.govt.nz)

= Department of the Prime Minister and Cabinet
(http://www.dpmc.govt.nz)

= State Services Commission (http:/www.ssc.govt)

" New Zealand Computer Society (http://www.nzcs.org.nz)

® Australian Computer Emergency Response Team (AusCERT) (http://www.auscert.org.au)

= Co-logic (http://www.cologic.co.nz)

Norway

= Center for Information Security (SIS) (http://www.norsis.no/indexe.php)

® Direktoratet for Sivilt Beredskap (DSB) (http:/www.dsb.no)

® Ministry of Trade and Industry (http:/odin.dep.no/nhd/engelsk/)

= National Telecommunications and Information Administration
(http://www.ntia.doc.gov)

® Nasjonal sikkerhetsmyndighet (http:/www.nsm.stat.no/index.html)

® Okokrim (http:/www.okokrim.no)

® The Norwegian Network for Research & Education — Computer Emergency Response
Team (http://cert.uninett.no)

Sweden

® Forsvars Departementet (http:/forsvar.regeringen.se)

= KTH Royal Institute of Technology (http:/www.kth.se/eng/)

= (Overstyrelsen for Civil Beredskap (http://www.ocb.se)

= Swedish Alliance for Electronic Commerce (GEA) (http://www.gea.nu)

= Swedish Defensce Material Administration (FMV) (http:/www.fmv.se)

= Swedish Defense Research Agency (http://www.foi.se/english/)

= Swedish Emergency Management Agency (SEMA)
(http://www.krisberedskapsmyndigheten.se/english/index.jsp)

= Swedish IT Incident Centre (SITIC) (http:/www.sitic.se)

= Swedish National Defense College (http://www.fhs.se)

= Swedish National Defensce Radio Establishment (FRA) (http:/www.fra.se/english.shtml)

= The National Board of Psychological Defence (http://www.psycdef.se/english/)
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Switzerland

® Bundesamt fiir Berufsbildung und Technologie BBT (http://www.bbt.admin.ch)

= CERT SWITCH (http://www.switch.ch/cert/)

= Center for Security Studies, ETH Zurich (http.//www.fsk.ethz.ch)

® Commission for Technology and Innovation (CTI)
(http://www.snhta.ch/www-support/institutions/cti_fopet.htm)

= Comprehensive Risk Analysis and Management Network (CRN)
(http://www.isn.ethz.ch/crn/)

= Division for Information Security and Facility Protection
(http://www.vbs.admin.ch/internet/GST/AIOS/e/index.htm)

® Federal Office for Communication (BAKOM) (http://www.bakom.ch/en/index.html)

= Federal Office for National Economic Supply (BWL) (http://www.bwl.admin.ch/)

= Federal Office for Police (FOP) (http:/internet.bap.admin.ch)

" Federal Office of Information Technology, Systems and Telecommunication (BIT) (http:
//www.informatik.admin.ch)

® Federal Strategy Unit for Information Technology (ISB) (http://www.isb.admin.ch)

® Foundation InfoSurance (http://www.infosurance.org)

= IBM Zurich Research Laboratory (http://www.zurich.ibm.com)

® Information and Communication Management Research Group
(http://www.ifi.unizh.ch/ikm/research.html)

® Information Society Coordination Group (http:/www.isps.ch)

" International Relations and Security Network (ISN) (http://www.isn.ethz.ch)

= National Emergency Operations Center Agency (NAZ) )

® Security and Cryptography Laboratory (LASEC) (http://lasecwww.epfl.ch)

= Softnet (http://www.softnet.ch)

" Strategische Fiihrungsausbildung (http:/www.sfa.admin.ch)

® Swiss Coordination Unit for Cybercrime Control (CYCO)
(http://www.cybercrime.admin.ch)

= Symposium on Privacy and Security (http://www.privacy-security.ch)

United Kingdom

= Cabinet Office (http://www.cabinet-office.gov.uk)

= Communications-Electronics Security Group
(http://www.gchq.gov.uk/about/cesg.html)

= Communications-Electronics Security Group
(http://www.gchq.gov.uk/about/cesg.html)

" Department of Trade and Industry (http://www.dti.gov.uk)

= Home Office (http:/www.homeoffice.gov.uk)

® Information Assurance Advisory Council (IAAC) (http:/www.iaac.org.uk/start.htm)

= MI5 The Security Service (http:/www.mib.gov.uk)

= National Infrastructure Security Co-ordination Centre (NISCC) (lwww.niscc.gov.ukl)

= Office of the e-Envoy (http://www.e-envoy.gov.uk/Home/Homepage/fs/en)

= Strategy Unit (http://www.strategy.gov.uk)

= UK Online (http://www.ukonline.gov.uk/Home/Homepage/fs/en)

= Unified Incident Reporting and Alert Scheme (UNIRAS) (http://www.uniras.gov.uk)



 http://www.naz.ch 
mailto:ciip-directory@niscc.gov.uk
http://www.bbt.admin.ch
http://www.switch.ch/cert/
http://www.snhta.ch/www-support/institutions/cti_fopet.htm
http://www.isn.ethz.ch/crn/
http://www.vbs.admin.ch/internet/GST/AIOS/e/index.htm
http://www.bakom.ch/en/index.html
http://www.bwl.admin.ch/
http://internet.bap.admin.ch
http://www.isb.admin.ch
http://www.infosurance.org
http://www.zurich.ibm.com
http://www.ifi.unizh.ch/ikm/research.html
http://www.isps.ch
http://www.isn.ethz.ch
http://lasecwww.epfl.ch
http://www.softnet.ch
http://www.sfa.admin.ch
http://www.cybercrime.admin.ch
http://www.privacy-security.ch
http://www.cabinet-office.gov.uk
http://www.gchq.gov.uk/about/cesg.html
http://www.gchq.gov.uk/about/cesg.html
http://www.dti.gov.uk
http://www.homeoffice.gov.uk
http://www.iaac.org.uk/start.htm
http://www.mi5.gov.uk
http://www.e-envoy.gov.uk/Home/Homepage/fs/en
http://www.strategy.gov.uk
http://www.ukonline.gov.uk/Home/Homepage/fs/en
http://www.uniras.gov.uk)

400 Part V — Appendix

United States

= Center for Democracy and Technology (http://www.cdt.org)

= Computer Emergency Response Team (CERT) (http://www.cert.org)

® (Critical Infrastructure Assurance Office (CIAO) (http:/www.ciao.gov)

® Department of Homeland Security (http://www.whitehouse.gov/deptofhomeland)

® Energy Information Sharing and Analysis Center (ENERGY-ISAC)
(http://www.energyisac.com)

® Federal Bureau of Investigation (FBI) (http://www.fbi.gov)

® Federal Computer Incident Response Center (http://www.fedcirc.gov)

® Federation of American Scientists (http://www.fas.org)

® Financial Services Information Sharing and Analysis Center (FS-ISAC)
(http://www.fsisac.com)

® Information Technology Information Sharing and Analysis Center (IT-ISAC)
(https://www.it-isac.org)

= National Coordinating Center for Telecommunications (http:/www.ncs.gov/ncc/)

® National Infrastructure Protection Center (NIPC) (http://www.nipc.gov)

® North American Electric Reliability Council (NERC) http://www.nerc.com

= Office of Science and Technology Policy (http:/www.ostp.gov/)

= Operationally Critical Threat, Asset, and Vulnerability Evaluation (OCTAVE)
(http://www.cert.org/octave/)

= Partnership for Critical Infrastructure Security (PCIS) (http://www.pcis.org)

= Stay Safe Online (http:/www.staysafeonline.info)

® Surface Transportation Information Sharing and Analysis Center (ST-ISAC)
(http://www.surfacetransportationisac.org)

= US Department of Homeland Security (http:/www.dhs.gov)

= White House (http://www.whitehouse.gov)

Miscellaneous

® Cryptome (http://cryptome.org)

" Dependability Development Support Initiative (DDSI) (http:/www.ddsi.org)
® European Warning and Information System Forum (EWIS) (http://ewis.jrc.it)
® Global Business Dialogue on Electronic Commerce (http://www.gbde.org)
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